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phenomenon of fintech inclusion is becoming subject to the impact of institutional and corporate
protection factors, which minimize perceived risk, and safeguard users, as well as confidence in
digital financial channels. This paper is based on institutional and risk governance views and

February 9 2026 explores the influence of cybersecurity practices on fintech inclusion and suggests digital policies
Keywords: as a mediating factor that converts cybersecurity preparedness to inclusive fintech performance.
Cybersecurity Practices Although increased attention is paid to cybersecurity and the modernization of regulations, there is
Fintech Services still a lack of empirical data on the impact of cybersecurity practices on the inclusion of fintech
Fintech Solutions based on policy-driven processes in a unified analytical framework. The 300 respondents who
Fintech Platforms worked in the positions of information security managers, compliance and risk officers, fintech

Digital Policies product managers, IT governance specialists, and senior executives were sampled to gather the data

across the fintech-enabled organizations. The proposed hypothesized relationships were tested
using Structural Equation Modeling based on the PLS-SEM. These results suggest that
cybersecurity practices affect considerably digital policies and fintech inclusion, whereas digital
policies affect considerably fintech inclusion. The mediation analysis ensures that the effect of
cybersecurity practices on fintech inclusion is partly transmitted through the digital policies, which
indicate that a better result is observed when backed by the clear governance structure and policy
frameworks. The findings have practical implications to managers and policymakers who aim to
improve the inclusion of fintech using secure and policy-driven digital finance environments.

© 2026 by the authors; licensee Growing Science, Canada.

1. Introduction

Digitalization emerged as a prime economic growth factor and a predeterminer of competitiveness in all financial systems in
the world. The current surge in the digital finance has altered the classical financial intermediation by establishing technology-
based platforms with greater speed, accessibility and cheaper services. According to reports by international financial
institutions, the digital financial services are currently taking a determining role in expanding the financial access especially
in the emerging and underserved markets, where traditional banking infrastructures are still underdeveloped (Bertello et al.,
2024) . With the ever-growing fintech ecosystems, the inclusion of fintech has become a strategic agenda in ensuring inclusive
economic growth and sustainable financial inclusion. Regardless of these improvements, fintech inclusion is unevenly
distributed in the regions, mostly because of increased cyber security threats and regulatory disintegration. The World Bank
also emphasizes that the issues associated with data breaches, fraud, and the misuse of digital identity are some of the key
factors that hinder the integration of fintech services (Rehman et al., 2024) . Cyberattacks on financial institutions have grown
significantly in the last ten years all over the world, posing great operational and reputational risk to fintech providers as well
as reducing the confidence that users have in digital financial channels (Osorno-Hinojosa et al., 2022). As a reaction,
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organizations and governments have stepped up to tighten their belts in regards to cybersecurity measures, and formulate
holistic digital policies that would help to protect financial transactions and consumer rights. The cybersecurity practices are
a pillar of sound digital finance, including processes of risk management, data protection measures, system resilience and
response to incidents. Effective use of cybersecurity fosters a perception of low risk, supports the service quality, and fosters
trust in fintech platforms. Nonetheless, cybersecurity activities cannot guarantee all-inclusive result of fintech. They are
especially effective when they have well-organized digital policies that transform the technical protection into enforceable
governance frameworks. The digital policies are formal standards concerning data privacy, compliance, interoperability, and
consumer protection which in turn establishes an institutional climate that facilitates the inclusion of fintech’s (West & Bogers,
2014) . Fintech inclusion is a term used to describe the degree at which individuals and businesses are able to access, apply,
and profit off of technology-enabled financial services in a safe and cost-effective way. The International Monetary Fund
highlights that in order to have inclusive fintech ecosystems it is necessary to have technological innovation in addition to
regulatory coherence and alignment of policies so that digital finance could grow without increasing systemic risks as well as
exclusion (Chesbrough, 2003) . However, available literature can focus on cybersecurity practices, regulatory frameworks,
and fintech inclusion individually. There is scanty empirical focus on the role of digital policies in mediating the correlation
between cybersecurity practices and fintech inclusion in a framework of analysis. This paper fills this gap by formulating and
empirically validating a mediation model comprising the effectiveness of cybersecurity practices on fintech inclusion via
digital policies (West & Gallagher, 2006) . The study uses Survey data of 300 professionals (information security managers,
compliance officers, fintech product managers, IT governance specialists, and senior executives) to examine the suggested
relationships with the help of the Partial Least Squares Structural Equation Modeling (PLS-SEM) (Huizingh, 2011). The
findings prove that cybersecurity practices are greatly beneficial to increase fintech inclusion directly and indirectly via digital
policies. In terms of theory, this research can add to the literature of fintech and digital governance by making the
interrelationship between cybersecurity practices and digital policies one and the same explanatory construct to inclusion of
fintech (Dahlander & Gann, 2010).In practice, the results can provide useful information to organizations and policy makers
interested in ensuring safe, trusted, and inclusive digital financial systems. It is recommended that organizations should
integrate cybersecurity efforts with formal digital policy and policymakers must empower regulatory frameworks that enhance
safe fintech adoption and transformative financial growth (Laursen & Salter, 2014).

2. Literature Review
2.1 Cybersecurity Practices

Mitigation of cybersecurity has become an intrinsic feature of digital financial systems, especially as fintech applications grow
to be based on interdependent tools and information-intensive technologies. Cybersecurity practices are organizational and
technical controls embraced to prevent cyber threats, unauthorized access, and operational disruption of digital infrastructures,
financial information, and user information (Edmondson & Harvey, 2018). These activities include risk evaluation process,
encryption, access control, incident response planning and ongoing security monitoring. Strong cybersecurity practices in
setting up a fintech setting minimize perceived risk, increase platform reliability, and foster user confidence, which are all
requisite conditions of wider financial engagement. Previous research underlines that a poor cybersecurity system erodes
confidence in cyber financial systems and lowers its uptake, especially with new users and the underprivileged (Teece, 2007).
Despite the general awareness of cybersecurity as a technical requirement, existing literature is still inconsistent in terms of
how cybersecurity contributes to the overall strategy of facilitating fintech inclusion, as the empirical evidence to support the
connection between cybersecurity practices and inclusive financial performances is short (Teece et al., 1997).

2.2 Fintech Services

Fintech services Fintech services are digital financial services that remodel the conventional financial intermediation using
technologies (Nambisan et al., 2019). These services encompass online payment, mobile banking, peer-to-peer lending, online
insurance, and online investment services. Fintech services enhance accessibility by lowering the barriers of geography and
procedures so that people and businesses can interact with financial systems, using digital facilities (Vial, 2021). The growth
of fintech services has been strongly linked with the growth of financial involvement, especially in areas where access to the
traditional banking systems is minimal. Research has shown that the access and trustworthiness of fintech services have a
strong impact on uptake and continued use (Bharadwaj et al., 2013). Nonetheless, the success of financial inclusion through
fintech services is tied to the existence of environments of secured operations and institutional protection mechanisms that
guarantee the users are not exposed to cyber risks and misuse of data (Frank et al., 2019).

2.2 Fintech Solutions

The technological solutions and services that bring fintech services to life, including mobile apps, electronic wallets,
automated credit scoring software, and automated compliance software, are known as fintech solutions. These solutions use
superior technologies to make transactions more efficient, customize services and make financial decisions (Li et al., 2023).
Fintech solutions also facilitate inclusion through facilitating low-cost, scalable, and user-friendly financial interaction.
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However, their effectiveness greatly depends on cybersecurity strength and political regulation. It has been proposed that
unless there are sufficient security and governance frameworks, fintech solutions can result in greater vulnerability to fraud
and systemic risk, restricting their potential to be inclusive (Zhao et al., 2024). Although their role continues to increase,
empirical studies have not adequately examined the interactions between fintech solutions and cybersecurity practices and
policy frameworks to affect the outcome of inclusion (Zhang et al., 2024).

2.4 Digital Policies

Digital policies are the rules and regulations that govern the development, implementation, and usage of digital financial
technologies. Such policies establish guidelines on the data protection, consumer rights, compliance on cybersecurity,
interoperability, and the digital governance (Feng et al., 2024). Digital policies have a vital mediating role in converting
technical practices of cybersecurity into institutional protection practices that result in increased trust and accountability (Jiang
& Wang, 2024). A well-designed set of digital policies will provide consistent spaces that foster the adoption of fintech and
reduce the organizational and operational risks. International bodies emphasize that policy coherence is in no less than four
places where fintech innovation is required to ensure that it promotes inclusive growth as opposed to inequality or vulnerability
in addition to contributing to it (Ren et al., 2024). Nevertheless, the current literature tends to assume that digital policies are
outside regulating conditions and not dynamic processes that facilitate organizational activities and inclusion performance
(Cheng, 2024).

2.5 Fintech Inclusion

The level to which people and institutions can access, utilize, and enjoy financial services that are provided through fintech’s
safely, affordably, and dependably is known as fintech inclusion. It insists not just on access but also on continued use, quality
of service and confidence of the user (Khin & Ho, 2019). It has been shown that fintech inclusion is a major instrument of
inclusive economic growth, which helps to promote entrepreneurship, financial resilience, and social incorporation. Empirical
evidence indicates that the inclusion of fintech is enhanced in case technological innovation may be abetted by robust
cybersecurity measures and consistent policy frameworks (Yun et al., 2022). However, the literature is still scarce in
describing the way internal organizational practices and external digital policies interact to form fintech inclusion as a
component of an integrated model (Yun et al., 2024).

2.6 Theoretical Synthesis

The literature reviewed suggests that there is a close relationship between cybersecurity practices, fintech services, fintech
solutions, and digital policies when it comes to the design of fintech inclusion (Hair et al., 2019. The technical safety of
fintech solutions is improved by cybersecurity practices, and the practices are institutionalized by digital policies in a form of
governance to protect users and enforce compliance (Rehman et al., 2023). Fintech services and solutions serve as channels
of operation in which inclusion can be achieved but their efficiency relies on secure and policy-oriented digital settings.
Although the constructs have been studied separately, their multifaceted effect has not been truly discussed (Song et al., 2024).
To fill this gap, this paper will present a single framework where digital policy moderates the interaction between
cybersecurity practice and fintech inclusion, which also provides an in-depth account of how secure and policy-based digital
finance ecosystems drive inclusive financial involvement (Brynjolfsson & McAfee, 2014).

3. Hypothesis Development
3.1 Cybersecurity Practices Impact Digital Policies

The practices of cybersecurity are adopted organizational and technical practices used to ensure that digital infrastructures,
financial data, and user information is not lost to cyber threats. These measures comprise risk management processes, data
security systems, access controls, and information security monitoring processes. Institutional governance-wise, good
cybersecurity activities establish the operational baseline on which digital policies are made and implemented. Companies
that have reached an advanced stage of cybersecurity activities are in a better position to form sound digital policies that will
formalize standards of compliance, data privacy and consumer protection measures. According to previous research,
cybersecurity preparedness in many cases is a precursor of regulatory compliance, whereby policy frameworks simply
enshrine the current security abilities into formal governance frameworks. Nonetheless, this relationship has not been
empirically demonstrated. On the basis of this theoretical argument, the hypothesis is the following one:

Hi: Cybersecurity practices positively impact digital policies.
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3.2 Cybersecurity Practices Impact Fintech Platforms

Fintech platforms are digital infrastructures, which can be centralized or decentralized, and are used to provide financial
services. The security architecture of these platforms is critical in the reliability and adoption of these platforms. Effective
cybersecurity measures of platforms also improve system robustness, minimize vulnerability, and augment user confidence,
which are essential in platform sustainability. In the absence of proper cybersecurity, fintech platforms have increased risks
of data breach and service failures, which may impede the adoption of the platform. It is therefore anticipated that
cybersecurity practices will be very crucial in enhancing the strength of fintech platforms. So the hypothesis is the following:

Ha: Cybersecurity practices positively impact fintech platforms.
3.3 Cybersecurity Practices Impact Fintech Services

Fintech services refer to digitally accessible financial products that offer digital access to payment services, lending services,
savings services, and investment services. Perceptions of insecurity and risk are interconnected with the adoption of these
services by the users. The practices related to cybersecurity minimize the risks of fraud exposure, safeguard user data, and
increase the reliability of services, which promotes the long-term utilization of fintech services. Although previous studies
appreciate the role of security in predicting fintech adoption, there is little empirical studies that directly address organizational
antecedents of security. Thus, the following hypothesis is offered in the current study:

Hs: Cybersecurity practices positively impact fintech services.
3.4 Cybersecurity Practices Impact Fintech Solutions

The technological applications that are used to operationalize fintech services such as mobile apps, digital wallets, and
automated financial systems are known as fintech solutions. These solutions minimize the risk of security breach because they
are based on secure system design and strong protection mechanisms. Cybersecurity practices enhance stability, integrity and
scalability of fintech solutions, by alleviating technical and operational risks. Without proper cybersecurity, fintech solutions
cannot be trusted by users or become the most popular. The next hypothesis is thus put forward according to it.:

Ha: Cybersecurity practices positively impact fintech solutions.
3.5 Digital Policies Impact Fintech Platforms

The regulation and governance models of digital policies inform the creation and functioning of fintech platforms. These
policies provide criteria associated with data protection, interoperability, compliance and consumer rights. Coherent and
transparent digital policies are beneficial to the legitimacy of the platform and decrease the uncertainty regarding the
regulations, thus contributing to the growth and assimilation of platforms. Nevertheless, there is limited empirical research on
how fintech platforms are developed as a result of a policy. According to the institutional theory, the hypothesis is the
following:

Hs: Digital policies positively impact fintech platforms.
3.6 Digital Policies Impact Fintech Services

The survival of fintech services relies not just on the technological innovation but also the clarity of regulations and the
implementation of acts. Digital policies provide structured settings which safeguard users, dependability of services and
equitable competition. Digital policies help to expand the adoption of fintech services by decreasing legal and operational
uncertainty. Thus, the hypothesis is the following:

He: Digital policies positively impact fintech services.
3.6 Digital Policies Impact Fintech Solutions

Digital policies shape the formulation, implementation, and regulation of the fintech solutions by establishing the standards
of what is allowed to be considered as acceptable security, data management, and compliance. High-quality digital policies
promote innovation and make fintech solutions work in safe and open environments. This policy support increases the
scalability of the solution and confidence of the users. Going by this, the end hypothesis will be as follows.:
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H7: Digital policies positively impact fintech solutions.
4. Methodology
4.1 Data Collection and Sample

The method of data collection was a structured questionnaire, which aimed at gathering quantitative data connected to
cybersecurity-related practices, digital policies, fintech platforms, fintech services, fintech solutions, and fintech inclusion.
The survey tool was a set of closed-ended items measured on the Likert-type scale to evaluate the perceptions of the
organizational cybersecurity preparedness, policy frameworks, and fintech-related outcomes of the respondents. To cover as
many organizations using fintech as a solution as possible, several data-collection channels were used. Individualized email
invitations with the link to the survey were sent to the target respondents, whereas an online tool like Google Forms, was
employed to ensure easy access and reception. Also, the distribution of WhatsApp has also been used to enhance the efficiency
of responses within the professional circles. To collect and administer the questionnaires in person, organizations with little
access to digital resources were visited in person. There were 800 potential respondents who were first contacted and 515
questionnaires were returned. Of the 300 questionnaires sent, 300 questionnaires were reserved because of non-formatted and
invalid answers, which provided an effective response rate of 37.5 percent. The last sample was a group of information security
managers, compliance and risk officers, fintech product managers, IT governance specialists, and senior executives, which
guaranteed responses that were informed and reliable.

4.2 Measures of Focal Constructs

A seven-point Likert scale was used to measure all the focal constructs between 1 (strongly disagree) and 7 (strongly agree).
Measurement of cybersecurity practices was performed using items that evaluated risk management processes, data protection
systems, system security controls, and incident response processes. The items used to measure regulatory clarity, data
governance standards, compliance procedures, and consumer protection frameworks were used in capturing the digital
policies. The fintech platforms were evaluated through an evaluation of platform reliability, interoperability, security
architecture, and scalability. Accessibility, reliability, and availability of digital financial services were used to measure
fintech services using items. The effectiveness, usability, and technological strength of digital financial applications were used
to gauge the fintech solutions. Lastly, fintech inclusion was operationalized by the use of items that assessed access to the
digital financial services, intensity of use, affordability of services, perceived security and inclusion of fintech services.

4.3 Data Analysis Technique

In testing the proposed research model and the hypotheses, partial least squares structural equation modeling (PLS-SEM) was
used. PLS-SEM was chosen because it was suitable to perform a predictive analysis, complex models, and estimation of the
latent variables in cases of non-normative data. Smart-PLS software was used to conduct the analysis with bootstrapping
processes done to determine the significance of the path coefficients. Prior to the evaluation of the structural models, reliability
and validity were measured based on composite reliability, Cronbach alpha, average variance extracted and discriminant
validity measures.

4.4 Pilot Testing

Validity and clarity of the proposed measurement model were provided by means of a pilot study conducted before the actual
stage of data collection. Pilot test is an essential process in the survey-based research because it will enable us to test the item
clarity, the representation of constructs as well as the initial reliability of the measurement scales. Since the practical issues
related to recruiting a large sample of industry professionals during the initial phase are significant, the convenience sample
of full-time postgraduate students whose background pertained to the field of business, information systems, and financial
technology was utilized to determine the content validity and understanding of the survey items. The pilot survey was carried
out online through electronic channels of distribution, such as e-mail and WhatsApp. The number of distributed questionnaires
was 350 and the number of valid questionnaires was 300 and was ultimately suitable to be analyzed. The data collected was
analyzed in Smart-PLS software in order to test the internal consistency and reliability of the measurement items. The findings
showed that all constructs had satisfactory levels of reliability with Cronbach alpha being higher than the recommended level
of 0.70 and some constructs had higher values of over 0.90. The loadings of the items were always greater than 0.70 and high
percentages of these loadings were above 0.90, which showed good reliability of the items. These results provide support in
the fact that the survey questions were well comprehended and reflected well the constructs which they were intended to
measure. These pilot testing outcomes hence justify the validity of the measurement instrument and its applicability to the
actual empirical research.
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4.5 Reliability and Convergent Validity

Before testing the structural relationships, reliability and convergent validity of the measurement model were strictly tested.
In line with the set methodological standards, the internal consistency reliability was determined by Cronbach alpha and
composite reliability whereas convergent validity was determined by average variance extracted (AVE). Smart-PLS was used
to confirm the validity of the measurement properties of the constructs by confirmatory factor analysis. The findings reveal
that all constructs had a Cronbach alpha of above 0.70, which shows that they are acceptable. All constructs had a stronger
internal consistency in terms of the values of composite reliability exceeding the recommended threshold of 0.80. Moreover,
the AVE values of each construct were more than 0.50, which indicates that the explanatory power of each construct goes
beyond one-half of the variance of its indicators and thus meets the convergent validity requirements. The overall findings, in
turn, suggest that the measurement model is statistically valid and can be further analyzed using structure models. Table 1
represents detailed reliability and convergent validity statistics of all focus constructs.

Table 1 presents the pilot testing results

Construct Cronbach’s Alpha Composite Reliability (pa) Composite Reliability (pc) AVE
Cybersecurity Practices 0.914 0.921 0.935 0.744
Digital Policies 0.887 0.891 0917 0.688
Fintech Platforms 0.801 0.823 0.869 0.625
Fintech Services 0.885 0.929 0.92 0.742
Fintech Solutions 0.816 0.826 0.878 0.643

Table 1 presents findings of the pilot test and validates the level of measurement model sufficiency. All of the reliability
measures are above the advised levels and are a good demonstration of internal consistency and convergent validity. All
constructs have Cronbach alpha values greater than 0.70, with specific value of 0.801-0.914 which is satisfactory as it reflects
high reliability among cybersecurity practices, digital policies, fintech platforms, fintech services and fintech solutions. The
values of composite reliability measured in terms of 0a and Oc are always above 0.80, which also suggests the scales of
measurement are stable and coherent. Moreover, values of all constructs in AVE are greater than the suggested minimum of
0.50, which shows that each latent variable accounted more than half of the variance in the indicators of that scale. Table 2
demonstrates that cybersecurity practices and fintech services have the highest levels of convergent validity (0.744 and 0.742),
and digital policies, fintech platforms, and fintech solutions also have an acceptable level of validity. These findings imply
that the constructs are clear and empirically different. The results of reliability and validity listed in Table 1 give a clear
indication that the measurement model is sound and does not have any issue with internal consistency. The constructs fit well
on their respective latent variables and none of the indicators needed to be dropped in the pilot testing stage. The established
measurement structure provides a solid empirical basis on which to then analyze the structural model and facilitates the
application of the developed constructs to study the connections among cybersecurity practices, digital policies and fintech-
related outcomes. The completed measurement and structural model, which explains the relationships between cybersecurity
practices, digital policies, fintech platforms, fintech services, and fintech solutions, is presented in Fig. 1. The indicator
loadings of all their latent constructs are greater than 0.60 that is recommended and the AVE of all the constructs is greater
than 0.50 meaning that each construct has greater than a half of the variance of the observed indicators. The given results
validate high levels of convergent validity and agree with the reliability evidence in Table 2. The confirmatory factor analysis
also indicates adequate internal consistency as the values of Cronbach alpha and composite reliability are beyond the accepted
standards and there are no signs of cross-loading issues. The structural paths as Figure 1 indicates are aligned with the proposed
hypotheses as it is clear that digital policies are shaped by cybersecurity practices and hence affect fintech platforms, fintech
services, and fintech solutions.
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The values of path coefficients and explanatory values reported suggest that there is significant explanatory power in the
endogenous construct across the endogenous constructs. On the whole, the developed sophisticated model in Fig. 1 proves
the soundness of the measurement framework and empowers solid empirical evidence to the theoretical framework of the
presented study.

4.6 Discriminant validity

Assessing the discriminant validity was necessary to confirm the strength of the measurement model and it was conducted on
the basis of known criteria. First, we used the Fornell-Larcker criterion where we used square the root of the AVE of both the
constructs against their correlations with the other constructs. As indicated in Table 4, all the diagonal values that indicate the
square roots of AVE of cybersecurity practices (0.862), digital policies (0.829), fintech platforms (0.791), fintech services
(0.861), and fintech solutions (0.802) are larger than their respective inter-construct correlations. This trend indicates that
every construct has more variance with its indicators compared to other constructs, thus meeting the Fornell-Larcker test of
discriminant validity. Second, cross-loadings were investigated in order to further confirm construct distinctiveness. The
findings indicate that all the indicators are loaded higher on their own constructs than on any other construct with a factor
loading of between 0.732 and 0.911. None of the items had a problematic pattern of cross-loading, which means that there
were definite empirical distinctions among the constructs. The Fornell-Larcker results, along with the cross-loading analysis,
are rather convincing proof that the constructs are conceptually and empirically different. On the whole, the results presented
in Tables 4 and 5 indicate that discriminant validity is sufficiently high. The measurement model displays sufficient
differentiation of the constructs, as the cybersecurity practices, digital policies, fintech platforms, fintech services, and fintech
solutions denote clear theoretical notions. These findings form a good and sound basis of the further evaluation of the model
of the structure and testing of the hypothesis.

Table 2
Discriminant validity
Construct Cybersecurity Practices Digital Policies  Fintech Platforms Fintech Services  Fintech Solutions
Cybersecurity Practices 0.862
Digital Policies 0318 0.829
Fintech Platforms 0.307 0.686 0.791
Fintech Services 0.541 0.361 0.346 0.861
Fintech Solutions 0.332 0.482 041 0.286 0.802

Secondly, cross-loadings were considered to ensure that items load more on the constructs they are supposed to load than any
other construct. Table 2 shows that all factor loadings were higher than the recommended level with the values being between
0.732 and 0.911. There were no problematic cross-loading patterns of any item and even the interaction constructs had perfect
loadings since they are composite in nature. The findings prove the strength of the measurement scales and endorse the
conceptual differentiation of the model variables. These results, when combined, represent a high level of discriminant
validity. The constructs applied in this work are viable, valid, and distinctly separated, which is why the further structural
model analysis will be based on a sound basis.

Table 3
Factor loadings and reliabilities

Construct Item Factor Loading Cronbach’s Alpha Composite Reliability (CR) AVE

Cybersecurity Practices CP1 0.866 0.914 0.935 0.744
CP2 0.851
CP3 0.82
CP4 0.902
CP5 0.871

Digital Policies DP1 0.786 0.887 0.917 0.688
DP2 0.856
DP3 0.83
DP4 0.859
DP5 0.814

Fintech Platforms FP1 0.745 0.801 0.869 0.625
FP2 0.727
FP3 0.871
FP4 0.812

Fintech Services FSE1 0.909 0.885 0.92 0.742
FSE2 0.9
FSE3 0.822
FSE4 0.808

Fintech Solutions FSO1 0.8 0.816 0.878 0.643
FSO2 0.77
FSO3 0.793

FSO4 0.844
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Table 4
Hypotheses Test
Original Sample mean Standard deviation T statistics P values
sample (O) (M) (STDEV) (JO/STDEV))

Cybersecurity Practices — Digital Policies 0.318 0.321 0.062 5.096 0.000
Cybersecurity Practices — Fintech Platforms 0.218 0.222 0.048 4.555 0.000
Cybersecurity Practices — Fintech Services 0.115 0.120 0.041 2.789 0.005
Cybersecurity Practices — Fintech Solutions 0.153 0.157 0.041 3.728 0.000
Digital Policies — Fintech Platforms 0.686 0.688 0.039 17.684 0.000
Digital Policies — Fintech Services 0.361 0.364 0.057 6.365 0.000
Digital Policies — Fintech Solutions 0.482 0.485 0.047 10.248 0.000

The effects of the control variables were checked and then the proposed hypotheses were tested. The variables were the size
of firms, the type of industry and the age of the organization to take into consideration the potential structural implications of
the results of fintech. The results show that the influence of firm size is limited, but it is significant whereas the industry type
and organizational age do not affect it. This means that the connections in the core of the model are not mostly conditional in
the context of most of the organizational characteristics, and the hypothesized connections among the cybersecurity practices,
digital policies, and the outcomes concerning fintech can be explained in a more straightforward way. Each of the proposed
relationships is very well empirically supported as demonstrated by the results of hypothesis testing as seen in Table 4. The
impact of the adoption of cybersecurity on digital policies is positive and substantial (0.318, t = 5.096, p < 0.001), which
confirms the fact that more sophisticated security-related practices result in the development of stable governance and
regulatory systems. Besides, cybersecurity practices have a significant impact on fintech platforms (0.218, p =0.001), fintech
services (0.115, p = 0.005) and fintech solutions (0.153, p = 0.001) indicating that cybersecurity preparedness increases
stability, dependability and fintech infrastructures and solutions adoption. Digital policies are the strongest one in the model
as they have a significant impact on fintech platforms (= 0.686, p < 0.001), fintech services (= 0.361, p < 0.001), and fintech
solutions ( = 0.482, p < 0.001). These findings highlight the critical importance of policy regimes to the cybersecurity
operationalization of effective and scalable fintech ecosystems. Overall, the research results suggest that there are both direct
and indirect effects of cybersecurity practices on the results of fintech through digital policies, which provide solid evidence
on the proposed hypotheses and theoretical framework of the research. This paper has analyzed the impact of cybersecurity
practices on fintech platforms, fintech services, and fintech solutions and has determined the mediating effect of digital
policies in converting security capabilities into inclusive fintech results. Based on empirical evidence of professionals
operating in fintech-enabled organizations, the results prove that cybersecurity practices and digital policies collectively
decisively contribute to enhancing the fintech inclusion. The findings indicate that the practice of cybersecurity has a strong
direct effect on the fintech platforms, services, and solutions, and it is necessary to have solid security solutions in building
trust, operational stability, and user adoption. More significantly, digital policies become a key point of channeling
cybersecurity practices as an institutionalization and scale. Effective policy frameworks increase regulatory transparency,
consumer protection and compliance, thus increasing the strength of cybersecurity investments on fintech policy development.
The immense impact of the digital policies on fintech-based platforms, services, and solutions highlights their critical role in
the development of the coherent and credible digital finance contexts. This set of results provides a holistic idea of the
interaction between the secure technological practices and systems of governance to support fintech inclusion. The analysis
finds that financial access, mitigating risk, and sustainable digital innovation may be better achieved through fintech
ecosystems that have high cybersecurity preparedness and have digital policies explicitly outlined. In turn, the lack of logical
policy-level alignment can curtail the work of even developed cybersecurity projects. Practically speaking, organizations are
advised to implement cybersecurity approach alongside official digital policies, because policymaker must focus on regulatory
frameworks that support security, trust and inclusiveness in digital finance.

5. Implications
5.1 Managerial Implications

This paper provides practical recommendations to financial institutions, fintech companies, and providers of digital services
to enhance the inclusion of fintech’s via safe and effectively regulated digital ecosystems. The results have shown that
practices and digital policies related to cybersecurity are influential in the effectiveness of fintech platforms, fintech services,
and fintech solutions together. In that way, cybersecurity should not be deemed by managers as a technical protection but as
a strategic ability that supports trust, reliability of services, and involvement of customers in digital finance. Data protection,
system resilience, and incident response systems investments are critical to support the continued use of fintech and reduce
operational and reputational risks. Cybersecurity practices are enhanced by the introduction of digital policies that serve as a
powerful managerial tool. Managers will be urged to harmonize internal security programs with official policy frameworks
in the area of data governance and regulatory compliance and consumer protection. This alignment will contribute to increased
transparency and regulatory certainty, as well as confidence of users in the fintech services. Besides, the high impact of digital
policies on fintech platforms and solutions signify that governance transparency results in a low barrier to scaling,
interoperability and service innovation. In order to achieve maximum fintech inclusion, managers are encouraged to promote
coordination between IT, compliance, risk management and customer-facing units to make sure that cybersecurity and policy
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objectives are ingrained throughout digital practices. Finally, once these organizations combine well-developed cybersecurity
measures with consistent digital policies, they will be in a more favorable position to provide inclusive, secure, and sustainable
fintech services.

5.2 Theoretical Implications

The study is relevant to the literature on fintech and digital governance because it develops a comprehensive view of
connecting cybersecurity practices, digital policies, and fintech inclusion under a single line of analysis. Although the previous
studies have considered cybersecurity and regulation as two individual antecedents of digital finance adoption, in this study,
digital policies are revealed as a mediating factor that transforms cybersecurity capabilities into concrete fintech effects. This
understanding builds on institutional and governance disciplines by focusing on the importance of aligning policy in
implementing technological protection. Moreover, the results contribute to fintech inclusion theory because they disaggregate
the results of fintech into platforms, services, and solutions to show different degrees of influence on each of these aspects.
The digital policy impacts are overwhelming and it emphasizes the relevance of regulatory coherence and governance maturity
as key factors in the development of inclusive fintech ecosystems. It is by placing cybersecurity behaviors as a driving force
and digital policies as the enabling channel that this study provides a subtler way of explaining the development and
maintenance of secure digital finance settings and their inclusion.

5.3 Contribution of the Study

This study has a number of contributions. First, it empirically shows that cybersecurity practices do not only have a direct
impact on fintech inclusion but also an indirect impact on it via digital policies thus explaining how security investments
produce an inclusive effect. Second, it expands the scope of the fintech research by establishing a model of the integration of
organizational-level practices and institutional-level governance and goes beyond technology-centric accounts of fintech
inclusion8 Limitations and Future Directions.

5.4 Limitations

Although this study has been beneficial in various ways, it also possesses a number of limitations that should be considered.
The study was a cross-sectional study in nature, which involved the collection of data at one given time. This restricts the
causality inference and the opportunity to see how the practices of cyberspace security and digital policies and fintech
inclusion change over time. Regulatory environments and fintech ecosystems are dynamic in nature and longitudinal insights
may offer a greater insight into these relations. Second, the paper concentrated mainly on internal organizational behaviors
and policy processes, and it did not explicitly include other environmental conditions, including national regulatory
frameworks, cyber security laws, maturity of digital infrastructure, or competitiveness of the market. These contextual
variables are known to affect the adoption of fintech and inclusion and can moderate the relationships. Third, the sample, even
though constituted of knowledgeable professionals, might not accurately reflect the range of fintech ecosystems in various
financial institutions, such as microfinance institutions, purely digital banks, or payment service providers. Consequently, the
external validity of the results can be limited in terms of areas and industries.

References

Bertello, A., De Bernardi, P., & Ricciardi, F. (2024). Open innovation: Status quo and quo vadis: An analysis of a research
field. Review of Managerial Science, 18(2), 633—683. https://doi.org/10.1007/s11846-023-00666-2

Bharadwaj, A., El Sawy, O. A., Pavlou, P. A., & Venkatraman, N. (2013). Digital business strategy: Toward a next generation
of insights. MIS Quarterly, 37(2), 471-482. https://doi.org/10.25300/MI1SQ/2013/37.2.05

Brynjolfsson, E., & McAfee, A. (2014). The second machine age: Work, progress, and prosperity in a time of brilliant
technologies. W. W. Norton & Company.

Cheng, L. (2024). Does digital transformation matter for trade credit provision? Evidence from China. Pacific-Basin Finance
Journal, 86, 102422 https://doi.org/10.1016/j.pacfin.2024.102422

Chesbrough, H. W. (2003). Open innovation: The new imperative for creating and profiting from technology. Harvard
Business Press.

Dahlander, L., & Gann, D. M. (2010). How open is innovation? Research Policy, 39(6), 699-709.
https://doi.org/10.1016/j.respol.2010.01.013

Edmondson, A. C., & Harvey, J.-F. (2018). Cross-boundary teaming for innovation. Human Resource Management Review,
28(4), 347-360. https://doi.org/10.1016/j.hrmr.2017.03.002

Feng, S., Zhang, R., & Li, X. (2024). Does digital transformation promote global value chain upgrading? Evidence from
Chinese manufacturing firms. Economic Modelling, 139, 106810. https://doi.org/10.1016/j.econmod.2024.106810



https://doi.org/10.1016/j.respol.2010.01.013
https://doi.org/10.1016/j.econmod.2024.106810

282

Frank, A. G., Dalenogare, L. S., & Ayala, N. F. (2019). Servitization and Industry 4.0 convergence in the digital transformation
of product firms. Technological Forecasting and Social Change, 141, 341-351.
https://doi.org/10.1016/j.techfore.2019.01.014

Hair, J. F., Risher, J. J., Sarstedt, M., & Ringle, C. M. (2019). When to use and how to report the results of PLS-SEM.
European Business Review, 31(1), 2-24. https://doi.org/10.1108/EBR-11-2018-0203

Huizingh, E. K. R. E. (2011). Open innovation: State of the art and future perspectives. Technovation, 31(1), 2-9.
https://doi.org/10.1016/j.technovation.2010.10.002

Jiang, W., & Wang, X. (2024). Enterprise digital transformation empowers supply chain stability. Finance Research Letters,
66, 105693. https://doi.org/10.1016/5.fr1.2024.105693

Khin, S., & Ho, T. C. (2019). Digital technology, digital capability and organizational performance: The mediating role of
digital innovation. Infernational Journal of Innovation Science, 11(2), 177-195. https://doi.org/10.1108/1JIS-08-2018-
0083

Laursen, K., & Salter, A. (2014). The paradox of openness: Appropriability, external search and collaboration. Research
Policy, 43(5), 867-878. https://doi.org/10.1016/j.respol.2013.10.004

Li, S, Yu, L., & Chen, Y. (2023). Exploring the effect of digital transformation on firms’ innovation performance. Journal of
Innovation & Knowledge, 8(1), 100317. https://doi.org/10.1016/].jik.2023.100317

Nambisan, S., Wright, M., & Feldman, M. (2019). The digital transformation of innovation and entrepreneurship: Progress,
challenges, and key themes. Research Policy, 48(8), 103773. https://doi.org/10.1016/j.respol.2019.03.018

Osorno-Hinojosa, R., Koria, M., & del Carmen-Ramirez-Vazquez, D. (2022). Open innovation with value co-creation from
university—industry collaboration. Journal of Open Innovation: Technology, Market, and Complexity, 8(1), Article 32.
https://doi.org/10.3390/joitmc8010032

Rehman, S. U., Alnawas, 1., Khalid, R., & Hussain, S. (2024). Open innovation, big data analytics, and its influence on
sustainable tourism development: A multidimensional assessment of economic, policy, and behavioral factors. Journal
of Open Innovation: Technology, Market, and Complexity, 10(2), 100254. https://doi.org/10.1016/j.joitmc.2024.100254

Rehman, S. U., Hussain, S., & Alnawas, 1. (2023). FinTech adoption in SMEs and bank credit supplies: A study on
manufacturing SMEs. Economies, 11(8), Article 213. https://doi.org/10.3390/economies11080213

Ren, X., Liu, Y., & Zhou, J. (2024). Does digital transformation increase bank profit efficiency? Evidence from China. Pacific-
Basin Finance Journal, 86, 102388. https://doi.org/10.1016/j.pactin.2024.102388

Song, Z., Li, Y., & Zhang, H. (2024). Do FinTech algorithms reduce gender inequality in bank loans? A quantitative study
from the USA. Journal of Applied Economics, 27(1), 2324247. https://doi.org/10.1080/15140326.2024.2324247

Teece, D. J. (2007). Explicating dynamic capabilities: The nature and microfoundations of sustainable enterprise performance.
Strategic Management Journal, 28(13), 1319-1350. https://doi.org/10.1002/smj.640

Teece, D. J., Pisano, G., & Shuen, A. (1997). Dynamic capabilities and strategic management. Strategic Management Journal,
18(7), 509-533. https://doi.org/10.1002/(SICT)1097-0266(199708)18:7<509:: AID-SMJ882>3.0.CO;2-Z

Vial, G. (2021). Understanding digital transformation: A review and research agenda. In G. Vial (Ed.), Managing digital
transformation (pp. 13—66). Routledge. https://doi.org/10.4324/9780429286797

West, J., & Bogers, M. (2014). Leveraging external sources of innovation: A review of research on open innovation. Journal
of Product Innovation Management, 31(4), 814-831. https://doi.org/10.1111/jpim.12125

West, J., & Gallagher, S. (2006). Challenges of open innovation: The paradox of firm investment in open-source software.
R&D Management, 36(3), 319-331. https://doi.org/10.1111/j.1467-9310.2006.00436.x

Yun, J.J., Liu, Z., & Lee, D. (2024). Micro open innovation dynamics under inter-rationality. Technological Forecasting and
Social Change, 201, 123263. https://doi.org/10.1016/j.techfore.2023.123263

Yun, J. J., Zhao, X., Jung, K., & Yigitcanlar, T. (2022). Inter-rationality: Modeling bounded rationality in open innovation
dynamics. Technological Forecasting and Social Change, 184, 122015. https://doi.org/10.1016/j.techfore.2022.122015

Zhang, W., Liu, Q., & Wang, S. (2024). Does digital transformation empower green innovation? Evidence from listed
companies in heavily polluting industries in China. Finance Research Letters, 66, 105685.
https://doi.org/10.1016/j.1r1.2024.105685

Zhao, X., Liu, Y., & Sun, W. (2024). The impact of digital transformation on firm performance. Industrial Management &
Data Systems, 124(8), 2567-2587. https://doi.org/10.1108/IMDS-09-2023-0551

© 2026 by the authors; licensee Growing Science, Canada. This is an open access article
@ @ distributed under the terms and conditions of the Creative Commons Attribution (CC-BY)

license (http://creativecommons.org/licenses/by/4.0/).


https://doi.org/10.1016/j.techfore.2019.01.014
https://doi.org/10.1108/EBR-11-2018-0203
https://doi.org/10.1016/j.technovation.2010.10.002
https://doi.org/10.1016/j.respol.2013.10.004
https://doi.org/10.1016/j.jik.2023.100317
https://doi.org/10.1016/j.respol.2019.03.018
https://doi.org/10.1002/smj.640
https://doi.org/10.1016/j.frl.2024.105685

	2. Literature Review
	2.1 Cybersecurity Practices
	2.2 Fintech Services
	2.2 Fintech Solutions
	2.5 Fintech Inclusion
	2.6 Theoretical Synthesis

	3. Hypothesis Development
	3.1 Cybersecurity Practices Impact Digital Policies
	3.2 Cybersecurity Practices Impact Fintech Platforms
	3.3 Cybersecurity Practices Impact Fintech Services
	3.4 Cybersecurity Practices Impact Fintech Solutions
	3.5 Digital Policies Impact Fintech Platforms
	3.6 Digital Policies Impact Fintech Services
	3.6 Digital Policies Impact Fintech Solutions

	4. Methodology
	4.1 Data Collection and Sample
	The method of data collection was a structured questionnaire, which aimed at gathering quantitative data connected to cybersecurity-related practices, digital policies, fintech platforms, fintech services, fintech solutions, and fintech inclusion. The...

	4.2 Measures of Focal Constructs
	A seven-point Likert scale was used to measure all the focal constructs between 1 (strongly disagree) and 7 (strongly agree). Measurement of cybersecurity practices was performed using items that evaluated risk management processes, data protection sy...
	4.3 Data Analysis Technique
	In testing the proposed research model and the hypotheses, partial least squares structural equation modeling (PLS-SEM) was used. PLS-SEM was chosen because it was suitable to perform a predictive analysis, complex models, and estimation of the latent...
	4.4  Pilot Testing
	Validity and clarity of the proposed measurement model were provided by means of a pilot study conducted before the actual stage of data collection. Pilot test is an essential process in the survey-based research because it will enable us to test the ...
	4.5  Reliability and Convergent Validity

	The values of path coefficients and explanatory values reported suggest that there is significant explanatory power in the endogenous construct across the endogenous constructs. On the whole, the developed sophisticated model in Fig. 1 proves the soun...
	4.6 Discriminant validity
	5. Implications
	5.1 Managerial Implications
	This paper provides practical recommendations to financial institutions, fintech companies, and providers of digital services to enhance the inclusion of fintech’s via safe and effectively regulated digital ecosystems. The results have shown that prac...
	5.2 Theoretical Implications
	The study is relevant to the literature on fintech and digital governance because it develops a comprehensive view of connecting cybersecurity practices, digital policies, and fintech inclusion under a single line of analysis. Although the previous st...
	5.3 Contribution of the Study
	5.4 Limitations
	Although this study has been beneficial in various ways, it also possesses a number of limitations that should be considered. The study was a cross-sectional study in nature, which involved the collection of data at one given time. This restricts the ...



