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 Smart home technologies have revolutionized modern living by enhancing convenience, efficiency, 
and security. In contrast, many interconnected devices introduce significant security and privacy 
challenges. This comprehensive review investigates the integration of blockchain technology as a 
robust solution for secure access control in smart home environments. The decentralized and 
tamper-resistant nature of blockchain technology effectively solves important problems, including 
device authentication, data integrity, and access management, through the use of cryptography and 
distributed ledgers. The study synthesizes findings from 52 research papers, categorizing them into 
three thematic areas: blockchain in access control systems, its applications in IoT, and specific 
implementations for smart homes. It highlights the transformative potential of blockchain in 
mitigating vulnerabilities inherent in centralized systems, fostering trust, and enhancing security 
frameworks. Despite its promising applications, challenges such as scalability, interoperability, and 
energy consumption persist, warranting further research. This paper stresses the necessity of 
collaboration to tackle these limitations and enhance blockchain-based access control solutions for 
smart homes, setting the stage for more secure and user-focused smart environments.  
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1. Introduction 

Smart home technology has transformed the home automation sector over time due to technological evolution. This 
technology allows for multiple sensors and devices in the household to be connected and operated from a smartphone or 
computer (Rasras et al., 2023). Smart home technology is beneficial to the homeowner by providing effective energy use and 
additional convenience and security through the automation of tasks such as adjusting the thermostat, switching on lights, or 
monitoring security cameras (Veneruso et al., 2023). Modern trends in home automation have resulted in the emergence of 
modern and more sophisticated automated homes, previously referred to as smart homes. These environments provide added 
convenience by enabling the user to control various systems and devices remotely, increasing energy efficiency and security 
(Alakbarova, 2023). Using specialized devices and sensors, a smart home enhances the convenience of house residents, who 
can control all functions in a particular area with ease. Technological development has brought significant changes to the way 
we operate, and smart home technology has gained an edge over the years. Due to these technologies, the efficiency of modern 
houses has seen remarkable advancements. By using remote control and automation of actions, personalization and 
convenience that homeowners have never imagined possible is made available by smart home technologies. Some of the key 
components of smart home systems include smart appliances, sensors, controllers, and an intelligent interface for efficient 
managing and interaction. The systems are extended with the aid of integrating mobile applications, including Google 
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Assistant, that allow operating the system with voice commands as well as providing mechanisms for home monitoring (Bethel 
et al., 2023). In addition, web-based and SMS systems are also available which, together with mobile and Arduino-based 
central controllers form a rich array of products in the field of home automation designed to meet specific needs of the clients 
(Mladenova & Cankov, 2023). 

 The advancement of technology has enabled a new way of securely and openly transmitting and storing data, and that is 
Thanks to Blockchain Technology. It comprises a range of activities designed such that everything is secure while allowing 
everyone involved to verify the information using a distributed ledger (Gadekallu et al., 2021). The records consist of a series 
of information that are stored in a distributed environment, which ensures that nothing can be altered once it has been entered. 
Several distinctive types of blockchains exist, each type comes with certain pros and cons, these include private and public 
blockchains. Every blockchain contains blocks and nodes and employs cryptographic algorithms as well as agreement 
mechanisms, Miners are also included (Singh et al., 2023). In this study, the author describes the current achievements and 
status of blockchain-based applications. Different industry sectors with their growing revolution are highlighted along with 
the sheer potential for economical and innovative impact. The development of blockchain technology, its basic tenets and first 
principles, as well as potential uses in healthcare and other sectors, are all covered in this research. The trends, threats, and 
prospects in the field of Blockchain are examined during review of literature on the subject. And many more in between are 
discussed, such as its effects on the financial and healthcare sectors as well as the supply chain management industry. The 
technology finds its use in finance addressing core challenges such as secure and transparent transactions while ensuring 
interoperability and scalability (Cole et al., 2019). Integrating blockchain technology into smart home systems is designed to 
improve security and privacy through effective access control mechanisms. Both researchers and developers are working to 
establish secure and trustworthy access methods. This will help safeguard data and smart home devices from unauthorized 
access or tampering, utilizing the tamper-resistant and distributed features of blockchain. This method seems to be capable of 
addressing critical security challenges associated with sophisticated homes such as insecure device-to-device communication, 
user and device verification, and fine-grained access control. 

The review is generally focused on presenting observations regarding how blockchain technology applications may efficiently 
resolve issues of authorization and access control on the Internet of Things spaces and thus create reliability and reduce 
security management overhead using the features inherent in the technology including transparency, data encryption, and 
resilience to tampering conditions (Siller et al., 2022). 

The remaining tasks are arranged as follows: First, in Section 2, we display the aggregated data, and discuss blockchain 
technology related to the access control system in Section 3. Section 4, describes the blockchain technology related to the 
Internet of Things. Also reviews the blockchain technology related to the smart home in Section 5. Section 6 contains the 
discussion session. Finally, the paper concludes in Section 7. 

2. Collective data 

This section illustrates the mechanism of collecting and organizing related publications including two main steps. First, a list 
of key search expressions was used to ensure the retrieval of relevant literature. For instance, “Blockchain technology,” 
“Blockchain technology with access control systems,” “Blockchain technology with IoT,” and “Blockchain technology with 
smart home.” These expressions were specifically chosen to capture the specific aspects of blockchain applications, especially 
in relation to access control systems and IoT-based smart home environments. The next step involved utilizing various 
academic databases, including Google Scholar, Springer, IEEE Xplore, and Elsevier. Initially, 75 articles were identified 
through this process. These publications were then carefully filtered based on the research objectives, with priority given to 
those offering meaningful insights into the application of blockchain technology. Therefore, 50 articles were chosen for 
detailed analysis. These articles were categorized into three sections, Blockchain technology related to access control systems, 
Blockchain technology related to IoT, and Blockchain technology related to Smart Home.  

 
Fig. 1. Classification of the Publications 
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The classification of the publications is illustrated in Fig. 1, which shows their distribution by type. Journals account for the 
majority at 82%, followed by conference proceedings at 12%, and book chapters at 6%. This pie chart visually highlights the 
dominance of journal articles in the selected publications, reflecting their significant role in disseminating research within the 
field. Fig. 2 illustrates the annual trend of scholarly publications in the field of blockchain-based access control systems and 
IoT applications. The chart demonstrates steady growth in research contributions from 2020 to 2024, with a notable increase 
in publications in 2023 and 2024, reflecting the rising interest and intensified research efforts in this domain over recent years. 

 

Fig. 2. Growth of Publications 

3. Blockchain technology related to access control system 

Zhang and Yan (2021) developed a blockchain-based system for smart home access control. This system utilizes Hyperledger Fabric 
and smart contracts to enforce access control measures. It ensures secure access for both local devices and remote user-initiated 
access via the Internet by creating a hybrid access control system that integrates dynamic attribute-based access control with a fixed 
access control matrix. To bolster security, Hussain et al. (2024) developed a dynamic access control system that employs machine 
learning algorithms and the fixed characteristics of Blockchain technology, particularly Ethereum. This system features machine 
learning techniques like neural networks and support vector machines (SVM). To further enhance performance and minimize latency, 
a caching mechanism based on the Ethereum Blockchain is also included. For smart home settings, Zhang and Xie (2024) suggested 
a trustworthy data access control system built on blockchain technology and attribute-based encryption. To accomplish fine-grained 
data access control, increase the effectiveness of data sharing, and safeguard user privacy, the approach blends symmetric encryption 
algorithms with attribute-based encryption algorithms. The blockchain stores the hash value that the cloud generates. The system 
will transmit a matching proof transaction to the blockchain whenever a user initiates an access transaction. To mitigate cybersecurity 
threats in smart home situations, Liu (2024) suggested a device access solution built on a zero-trust network architecture. The 
suggested method achieves mutual authentication between the newly connected device and the central control device (CCD) without 
compromising device privacy by using a zero-knowledge identity verification technique based on quadratic residues. Khan et al. 
(2024) put forward a solution that leverages smart contracts on Ethereum and Zerynth, explaining how Blockchain technology can 
be applied to secure IoT devices. By using Remix IDE and Infura, the development process is made easier and quicker. The ProVerif 
tool is utilized for formal verification of the correctness of user access control mechanisms in schema analysis. The paper emphasizes 
the benefits of security, transparency, scalability, speed, and data integrity, which are key advantages of integrating Blockchain 
systems with IoT devices. Güler (2024) has introduced a blockchain and smart contract-based approach to enhancing cyber security 
in smart home systems. The proposed system is designed to maintain data integrity and immutability within smart networks in 
households. Moreover, it has the potential to significantly boost security, privacy, and efficiency by streamlining the automation and 
coordination of various devices in a smart home context. A strategy for smart home authentication and access control using 
decentralized identifiers (DIDs) was presented by Zhao et al. (2023). This system features an improved capability-based access 
control approach that eases the complexity of authentication and simplifies user identity verification. DIDs are also utilized for 
uniquely identifying all the stakeholders within the smart home network, which includes users and smart devices. 
 
The work detailed in (Alruwaili, 2024) introduces a Blockchain-based Deep Learning in the Secure Smart Home Network (BPDL-
SSHN) on an IoT-cloud platform. This technique employs blockchain technology to enhance data privacy within the smart home 
framework. Additionally, BPDL-SSHN incorporates various methods for detecting malicious activities, including feature selection 
through the Binary Fox Optimization Algorithm (BFOA), classification via Attention-based Long Short-Term Memory (ALSTM), 
and hyperparameter tuning using Harbor Seal Whiskers Optimization (HSWO). Awais et al. (2024) offered a multi-agent system 
supervised by Blockchain Communities Management as an effective, decentralized, and creative way to improve IoT access control 
security. It incorporates a number of technologies, such as fog nodes, locally IoT devices, and cloud services. The decentralized and 
irreversible ledger characteristics of blockchain technology can be effectively utilized to address significant security issues in IoT 
systems, such as data leaks and cyberattacks, as demonstrated by Kumar et al. (2025). It explores the potential integration of 
blockchain technology with the IoT, highlighting how its security models and consensus procedures can enhance the overall security 
of IoT networks. To improve the effectiveness of access validations and policy management for Internet of Things systems, Huang 
et al. (2024) proposed a Pruned Blockchain based Access Control (PBAC) protocol. Because IoT devices are decentralized, standard 
centralized access control techniques have drawbacks that this protocol overcomes. 
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Given the sensitive nature of the data being handled, Sarkar et al. (2024) highlighted the growing significance of security in 
IoT.  Also, access control protocols were separated into three groups to aid in a deeper comprehension: those that depend on 
certificates, those that do not, and those that are intended to use blockchain technology. A detailed assessment of a few current 
systems and a comparison of the transmission and computation costs were given for each category. A strategy to control access to 
IoT devices using Non-Fungible Tokens (NFTs) is presented in (2023).  
 
Table 1 
Summary of Blockchain technology related to access control system 

Ref. Description  Strength  Weaknesses  

Zhang & Yan, 2021  
Control access to your smart home 
with Blockchain using Hyperledger 

Fabric.  

Attribute-based access via smart 
contracts  Privacy risks depending on blockchain type  

Hussain et al., 2024  Dynamic access control leveraging 
ML and Ethereum  Real-time adaptability  High computational needs for IoT devices  

Zhang & Xie, 2024  Blockchain with attribute-based 
encryption for smart homes  

Storage efficiency with cloud 
integration  Key management vulnerabilities  

Liu, 2024  Zero-trust network architecture for 
device access  

Novel security via mutual 
authentication  Efficiency concerns for low-power   

Khan, 2024  Applied blockchain for IoT security 
using Ethereum and Zerynth  Strong ECC-based security  Slower access control procedures  

Güler, 2024  Used blockchain and smart contracts 
for smart home security  Data integrity and immutability  Lacks real-world validation  

Zhao et al., 2023  Decentralized identifiers for smart 
home access control  

Simplified access via a single 
registration  Technical implementation challenges  

Alruwaili, 2024  Deep learning integrated with 
blockchain for IoT-cloud security  

High performance in threat 
detection  Complex implementation  

Awais et al., 2024  Multi-agent blockchain for IoT 
access control  Secure fog node connections  Delays in time-sensitive applications  

Dinesh et al., 2025  Real-world blockchain applications 
for IoT  Industrial case studies  Generic results  

Huang et al., 2024  Pruned blockchain protocol for 
access control  Faster access by 43%  Limited flexibility in diverse IoT   

Sarkar et al., 2024  Comprehensive IoT access control 
categorization  Clarifies access techniques  Theoretical focus without evidence  

Sharma & Goveas, 2023 NFT-based IoT device access control Empirical validation of efficiency  Energy and scalability issues  

Bobde et al., 2024  Simulated attacks for blockchain-
IoT   Robust security framework  Scalability challenges  

Hussain et al., 2023  Ethereum-based IoT access control 
(Ether IoT)

Decentralized data storage  Potential performance lags  

Yang et al., 2021  Blockchain with square root 
algorithm for IoT authentication  Usability and security validation  Overlooked scalability concerns  

Yang, 2024  Proxy re-encryption for IoT 
blockchain  Efficient transmission and coding  Lengthy re-encryption key generation  

 
It demonstrated how this method may be applied to prevent unwanted access, add new users to the device access list, and grant 
access to the device only to those who are permitted. To directly address security issues, Bobde et al. (2024) suggested a thorough 
strategy that incorporates blockchain integration and experimental methods. To find weaknesses in IoT security solutions, the 
researchers run extensive simulations of real-world attacks. These assaults were replicated in order to find system weaknesses. The 
foundation of the suggested security framework is blockchain technology, in addition to experimental methods. Hussain et al. (2023) 
proposed Ether-IoT as a solution to the challenges posed by conventional centralized systems. This Internet of Things access control 
system utilizes the Ethereum Blockchain to create a decentralized framework. By combining Attribute-Based Access Control 
(ABAC) with Blockchain, Ether-IoT facilitates decentralized, fine-grained, and dynamically scalable management of IoT access 
control. To overcome the difficulties, a novel blockchain-based authentication system is put forth by Yang et al. (2021). The 
suggested technique achieves an effective authentication process by combining blockchain technology with the widely used square 
root algorithm. Lin et al. (2024) used proxy re-encryption technology to convert the data collected by IoT devices into ciphertext. 
Then the encrypted IoT data is stored on the blockchain. This study also combined Blockchain and Proxy Re-Encryption (BCPRE) 
technology to propose a secure data sharing method for IoT. The proposed IoT data security sharing method has the advantages of 
high security, fast encryption speed and good stability, which helps to improve the security performance of IoT. Parmar and Shah 
(2023) discussed a diverse IoT and blockchain environment that keenly senses and records data after ensuring its accuracy through 
a decentralized blockchain network. Their study presents a comprehensive method to tackle the potential data security challenges 
related to safeguarding information throughout its journey. This is achieved through proper authorization, access control policies, 
device-to-device data protection, and maintaining data integrity, particularly when transferring data from IoT devices to the 
blockchain network. Albulayhi et al. (2023) introduced an innovative lightweight blockchain-based framework for the Internet of 
Things aimed at enhancing the efficiency of IoT data communication. They proposed a versatile smart contract that facilitates 
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controlled and straightforward sharing of IoT data among various stakeholders within IoT systems, along with the capacity for 
automatic interaction based on a straightforward publish/subscribe model. A blockchain-based lightweight security framework 
created especially for information exchange in the IoT is presented in (Aljumah & Ahanger, 2023). Additionally, it used a dual chain 
strategy, combining blockchain technology for transactions and data to guarantee distributed storage and data tamper-proofing. 
 
4. Blockchain technology related to Internet of Things 
 
Wazid et al. (2020) presented a blockchain strategy for managing secure authentication keys in the IoT environment. It focused on 
future research options including challenges associated with using this technology in communications. It also discussed different 
types of blockchains and some of the most commonly used consensus algorithms. Umer et al. (2023) developed a system that employs 
sensors to handle a database for each device via a 5V relay circuit and a Raspberry Pi server. The Android app connects to the 
Raspberry Pi through an Apache server using an HTTP web interface. To verify its effectiveness, the home automation system was 
subjected to laboratory tests focusing on both performance and real-time functionality. This study emphasized the accessibility, 
simplicity, and scalability of the technology and hardware utilized in this setup. In (Ghadekar et al., 2019), the authors introduced a 
secure Ethereum Blockchain technology tailored for lightweight IoT environments. This technology enhances the IoT architecture 
by making it decentralized and lightweight, thereby eliminating the need for single-point authentication in IoT networks. The smart 
home system exemplifies potential use cases for other IoT applications as well. This technology offers measurable features like 
temperature readings and intrusion detection, with qualitative assessments indicating that the proposed architecture effectively 
counters various attack scenarios. Lee et al. (2023) introduced a method that employs CP-ABE for managing data access and key 
agreement, thereby enhancing data security in blockchain-based systems. Their solution utilized blockchains to guarantee data non-
repudiation, accountability, and verification. The research assessed the security, functionality, computational, and communication 
costs of earlier systems. Additionally, cryptographic calculations were performed to evaluate the system's practical application. A 
qualitative assessment of the proposed architecture demonstrated its effectiveness in mitigating various attacks. In (Mbarek et al., 
2020), the authors combined blockchain technology with IoT networks (BAC) to facilitate access to the control system. To boost the 
efficiency of blockchain management, they implemented an agent-based policy. The study further validated the proposed access 
control solution by applying it in a parental control context and assessed its performance and feasibility within a simulated smart 
home environment. Zhang and Yan (2021) used distributed ledger with blockchain cryptography to provide a tamper-resistant access 
control system through user authentication, device authorization, and audit trails. This study combined blockchain, IoT, and smart 
home technologies to build secure access control methods for connected homes. Gopalan et al. (2024) proposed an innovative 
strategy aimed at mitigating deauthentication threats within IoT environments. This methodology is based on research surrounding 
the development and implementation of the BBMDA framework, followed by a comparison with current techniques and a detailed 
evaluation. The BBMDA framework outperformed existing methods, including SVM, KNN, and CNN, in terms of accuracy, false 
positive rate, false negative rate, precision, recall, and F1 score. In (Yang et al., 2021), the authors provided a novel blockchain-
based authentication mechanism to address the challenges by combining standard square root algorithms and blockchain technology 
to achieve excellent authentication. It demonstrated the security and utility of the proposed approach through comprehensive security 
analysis and experimentation. Shakarami et al. (2022) utilized a publish-subscribe model for access management within smart home 
IoT systems to introduce a decentralized ledger-based architecture. Their work emphasized the assignment of operational 
permissions and was backed by a proof-of-concept implementation that employs smart contracts to maintain governance integrity, 
taking advantage of the transparency and distribution features inherent in blockchain technology. 
 
Ruzbahani (2024) presented the application of AI techniques to blockchain-enabled IoT devices, which improves data 
confidentiality and integrity across networks. The impact of integrating blockchain with AI is that it can automate and improve 
security operations in the face of increasing cyber threats. This dual advantage also increases the resilience of the network 
against cyber-attacks. In (Raj & Ghosh, 2023), the authors offered an improvement to the security issues of Fusion Chain 
architecture by developing access policies for all data elements and the proposed model is named Fusion Chain-S. To ensure 
fault tolerance, the study used COAP (Constrained Application Protocol) as a security channel. The security of the framework 
is analyzed using BAN logic. Maesa et al. (2017) introduced a groundbreaking solution for establishing regulations that allow 
the distributed transfer and access to rights among users, leveraging blockchain technology. This approach makes policies 
and the exchange of rights transparent on the blockchain, enabling any user to easily view the relevant policy connected to a 
resource and the entities that have access rights. The main proposal is to record access permissions for a resource on the 
blockchain and manage them via "transactions". Ali et al. (2021) exploited the phenomenon known as blockchain to eliminate 
data security issues. The manufacturing technology was used to secure IoT devices and data as a Hyperledger blockchain 
framework. To evaluate data security solutions due to the diversity of 10T devices, an IoT-based smart home setup was 
chosen. In (Gopal, 2020), the Ethereum platform is used in the blockchain by providing the applications used to secure the 
server. The hardware and software are also carefully examined for their functional and non-functional requirements. To 
improve the quality of life, technology and services are managed over the network and because smart home systems are based 
on the IoT so that multiple home facilities can be managed remotely with a single mobile device, this increases their popularity. 
Singh et al. (2023) presented a proposed blockchain-based smart home gateway that provides protection against potential 
attacks on smart home gateways. To meet the security needs of smart home gateways, the proposed decentralized architecture 
uses Ethereum blockchain technology which increases confidentiality, integrity and authentication. The SHA-2 hash 
algorithm can be used to store the data generated by the network nodes or kept in databases based on specific information. 
Agrawal and Dhaou (2022) highlighted the significance of privacy and security while using the IoT to access data. It also 
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highlighted the difficulties developers experience in protecting user data because of the decentralized and diverse nature of 
IoT environments. Additionally, it criticized current access control models that depend on centralized structures, highlighting 
the security issues with these systems, particularly in light of the dynamic interactions between IoT devices. 

Table 2  
Summary of Blockchain technology related to Internet of Things 

Ref. Description Strength Weaknesses 

Wazid et al., 2020 IoT authentication using blockchain Integrates blockchain with IoT 
challenges 

Limited practical validation 

Umer et al., 2023 Sensors via Raspberry Pi and Android app Combines blockchain and deep 
learning 

high computational demands 

Ghadekar et al., 2019 Secure Ethereum Blockchain for IoT Resilience to attacks High energy use 

Lee et al., 2023 CP-ABE for blockchain security in IoT Fine-grained access control Limited real-world testing 

Mbarek et al., 2020 Agent-based IoT access control with 
blockchain 

Accurate access control Lack of real-world validation 

Zhang and Yan, 2021 Tamper-resistant cryptography for IoT Effective security Weak real-world 
implementation 

Gopalan et al., 2024 BBMDA framework to prevent IoT threats Adaptable to various IoT applications Lack of testing 

Yang et al., 2021 Blockchain authentication using algorithms Reduced latency Integration challenges 

Shakarami et al., 2022 Decentralized ledger for IoT management Reduced fraud risk High computing 

Ruzbahani, 2024 AI-based blockchain for IoT data 
confidentiality 

Real-time threat detection Privacy concerns 

Raj and Ghosh, (2023) Fusion Chain-S for scalable IoT access Efficient resource use Security trade-offs 

Maesa et al. (2017) 
 

Improved IoT access control via blockchain Transparency Integration and design 
challenges 

Ali et al., 2021 Hyperledger for IoT data security Smart contracts Contract vulnerabilities 

Gopal, 2020 Ethereum for IoT server security Enhances privacy High power 

Singh et al., 2023 Smart home gateway with blockchain Decentralization and privacy Integration complexity 

Namane and Dhaou, 
2022 

Privacy and security challenges in IoT Highlights privacy Limited practical examples 

 
5. Blockchain technology related to Smart Home 
 
Lee et al. (2020) introduced blockchain technology in a smart home system based on a gateway architecture to improve data integrity 
and avoid data forgery in smart home environments. The technology guaranteed that IoT device data administration in smart home 
systems was safe and impenetrable. The gateway mechanism controls the flow of information between the blockchain and the 
limitations of IoT devices. The results showed the proposed architect solved the cyber security threats of safe smart home systems. 
Majeed et al. (2020) provided a system as an Android app that integrated two mechanisms SVM and blockchain in home automation 
systems. SVM was used for intelligent decision-making based on two states on, and off while blockchain was used for authentication 
of IoT devices. The system is based on Raspberry Pi as a database server and HTTB interface with Apache server for communication 
between App and Raspberry Pi. The proposed system was evaluated in real life and conveniently showed usefulness and usability 
besides high security, privacy, and reality in smart home applications. A blockchain-based smart home (BSH) control system 
architecture built on cloud-based services and blockchain technology was presented by Liao (2022). Cloud services were used to 
control and manage smart home devices. BSH access control was made safe and effective with blockchain technology. Adhering to 
the policy on access control, the suggested schema inspected every resource visitor and completed requests using an SM2 threshold 
signature. The Hyperledger Fabric alliance chain-building platform was used to evaluate the schema, ensuring that resource suppliers 
could take part in all access control procedures and reduce the possibility of unwanted access. The findings demonstrated the BSH 
access control scheme's strong suitability for use in a smart home scenario. Lee and Kim (2021) examined the effectiveness of 
blockchain technology on cyber defense designing through the security and privacy of decentralized data, avoiding tampering.  It 
points to some issues such as improved identification and authentication data, and safeguards for IoT and communication protocols. 
The study concludes that blockchain has a lot of potential for combating cyber threats, further development is required to fully realize 
its potential in workable, effective, and legal implementations. Arif et al. (2020) addressed Blockchain technology's potential as an 
effective solution to the security challenges applied to smart home systems. The study presented a straightforward safe smart home 
architecture design based on the Consortium blockchain, a refined form of blockchain. By combining blockchain technology with 
IoT resources that are limited, the study enhanced security by enabling trusted peer-to-peer communication and immutable data logs. 
The model was evaluated and tested by testbed using a few household IoT devices and concluded blockchain provides a solution for 
improving smart home protection. 
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Qashlan et al. (2021) identified an authentication method that establishes a secure framework for Internet of Things devices within 
smart home ecosystems. This approach combines attribute-based access control, smart contracts, and edge computing. The authors 
proposed a privacy-preserving technique that ensures secure data transfer and storage by leveraging the decentralized and immutable 
features of blockchain technology. By employing cryptographic methods to anonymize user data, this system safeguards sensitive 
information while maintaining functionality. The study demonstrated how blockchain can mitigate privacy risks and enhance trust 
in smart home environments. In another study, the authors in (Pancari et al., 2023) discussed the deployment of attribute-based 
access control (ABAC) in an Internet of Things smart home setting, focusing on two widely used blockchain platforms: Ethereum 
and Hyperledger Fabric. They analyzed the advantages and disadvantages of each platform. Ethereum is deemed a more suitable 
network for building an ABAC environment due to its flexible architecture, which allows for the integration of a greater number of 
real IoT devices. On the other hand, Hyperledger Fabric offers a much faster implementation process, thanks to its test networks and 
chain code availability. Noor et al. (2022) investigated how blockchain technology might improve smart agricultural systems' 
security and transparency. The framework implements decentralized access control to address concerns such as data privacy, 
unauthorized access, and trust in multi-stakeholder settings. Farmers, sensors, and service providers may share data safely thanks to 
blockchain's immutable ledger, which reduces dependency on centralized authority. Only authorized users will be able to 
communicate with the system thanks to the suggested solution's automation of access management through smart contracts. This 
approach enhances the security, scalability, and efficiency of smart farming apps, while promoting sustainable agriculture practices. 
In order to enhance energy efficiency and security during remote green lightning situations, Huang (2024) integrated blockchain-
based technologies into smart home systems. The author's purpose was enhancing the system's functionality and security to satisfy 
rural communities' lighting requirements and support sustainable development by optimizing the energy usage in IoT via smart home 
systems. The results showed the developing rural environments as smart home system by used blockchain technology in IoT devices. 
Gopal (2020) integrated smart contract as a blockchain mechanism in smart home systems. Smart contracts support the transaction 
to happen without third parties, also the person can retrieve stored data with public and private keys. Blockchain and smart contracts 
were used in the construction of a home automation control system that regulates the ON and OFF states of the equipment in a smart 
house. The GPIO emulator was used to view the outcome of this design. Park and Chang (2022) suggested an improved device 
management system that uses zero-knowledge proof and smart blockchain contracts to authenticate each device in a smart home, 
hence improving security. The objective of this paper is to protect the public keys of home network devices and their communication 
with one another. The proposed model, when executed three times on Rinkeby, one of Ethereum's test networks, showed an 
improvement of about 10 seconds over the block generation-based method. Sisi and Souri (2021) introduced a secure and efficient 
remote mutual authentication system featuring fine-grained access control. This system combined digital signatures and blockchain 
technology to verify users, activate the domestic gateway, and ensure reliable auditing of changes to access policies, access histories, 
and device credentials. The findings showed that the system significantly enhanced the security of smart home systems. Xue et al. 
(2018) developed a private blockchain-based access control system for efficiently and securely managing access in the context of 
smart homes. A private blockchain that prioritizes secure storage and security against data manipulation, stores access logs, and 
significantly lowers communication and processing overhead. The system demonstrated that PBAC is practical and effective in smart 
home ecosystems. Ghadimi et al. (2024) introduced a non-linear model applied to smart home systems. The model identified the 
regulations, user concerns, and elements that comprise the security of IoT devices in smart homes. The model stored the security 
rules as a script inside the blockchain using blockchain technology. The findings demonstrated a high degree of statistical features, 
including distribution and interoperability, and a low degree of time-related features, such as verifying the object's authenticity. 
Johari and Alsaqour (2022) developed a model aimed at enhancing security within smart home networks. They examined various 
security threats tied to these networks through a qualitative lens, including detailed case study analysis. By integrating blockchain 
technology, the authors proposed ways to bolster safety and security in smart home environments. Their findings suggest that this 
model significantly enhances ongoing access control and adaptability in security architecture. Song et al. (2020) presented an 
innovative approach that merges the Attribute-Based Access Control (ABAC) model with blockchain technology. The system 
employs PDP and PIP smart contracts to facilitate effective access control decisions. In the realm of open IoT, this framework 
promises distributed, dynamic, and reliable access management. Conducting three experiments, the schema simulated an access 
control scenario within a smart home setting, demonstrating the practical feasibility of access control decisions made through their 
proposed system. 
 
6. Discussion  
 
This review paper discussed and evaluated the integration of secure access control and blockchain technology in the context 
of smart home environments. To understand the different blockchain-based secure access control systems, we gathered 52 
research papers from various academic sources and categorized them into three groups. According to the literature review, 
blockchain offers a safe, decentralized, and impenetrable method that can enhance access control. Even if the future looks 
bright, issues like scalability, interoperability, and security still need to be resolved, which means more research and 
development is needed. But according to the reviewed literature, blockchain is starting to gain traction as a practical way to 
boost security and foster confidence in smart home settings. To solve the current issues and improve the state of blockchain-
based access control, researchers and practitioners should work together. By examining the strengths of earlier research, we 
believe that incorporating blockchain technology for secure access control in smart home settings offers a promising way to 
improve security and privacy in IoT systems. Overall, attention should be directed towards the challenges and unresolved 
issues concerning latency, scalability, and other critical factors that influence the deployment of blockchain-based access 
control systems in smart homes. 
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Table 3 
Summary of Blockchain technology related to Smart Home 

Ref. Description Strength Weaknesses 

Lee et al., 2020 Introduced blockchain in smart homes using gateway 
architecture 

Tamper-proof data for IoT 
ecosystems Cost trade-offs 

Majeed et al., 
2020) 

Developed an Android app integrating SVM and 
blockchain for home automation Authentication of IoT devices Difficulty scaling for large IoT 

ecosystems 

Liao, 2022 Use blockchain-based access control schema with 
cloud services 

Improved privacy with reduced 
centralization 

Complexity in integrating blockchain 
and cloud services 

Lee and Kim, 
2021 Examined blockchain efficiency in cybersecurity Transparency enhances cyber 

defense Lack of practical evidence 

Arif et al., 2020 Explored public and private blockchain solutions Improved security and tamper 
resistance Absence of AI mechanisms 

Qashlan et al., 
2021 

Designed an authentication method combining 
ABAC Scalability through edge servers High complexity for small-scale smart 

home 
Pancari et al., 

2023 
Assessed Hyperledger Fabric's and Ethereum for 

ABAC in IoT 
Detailed evaluation of platform 

strengths Lack real-world implementation 

Noor et al., 
2022 Investigated blockchain for improving security Simplifies access control Performance decreases as transactions 

Huang, 2024 Applied blockchain to improve energy performance 
and security Focused on sustainable energy Limited technical resources 

Gopal, 2020 Integrated smart contracts for secure and efficient 
smart home Reduced human error Complexity in adoption by non-

technical users 
Park and 

Chang, 2022 Using zero-knowledge proof and smart contracts Improved security and privacy 
of user Higher energy consumption 

Sisi and Souri, 
2021 Integrating digital signatures and blockchain Fine-grained access control Higher deployment and maintenance 

costs 

Xue et al., 2018 Created a private access control mechanism based on 
blockchain technology. 

Private blockchains enhance 
scalability Lacked practical prototype 

Ghadimi et al., 
2024 

Proposed a nonlinear model for identifying IoT 
security risks 

Accounts for complex attack 
vectors 

Limited application of nonlinear 
models 

 
7. Conclusion  
 
Integrating blockchain technology for secure access control in smart home environments offers numerous benefits, including 
enhanced security, transparency, and privacy. Despite challenges, ongoing research and development efforts are driving 
innovations to overcome technical, regulatory, and usability barriers. By harnessing the transformative potential of blockchain 
technology, smart homes can achieve greater security, efficiency, and user-centricity in the digital age. In order to create 
reliable and sustainable blockchain-based access control systems for smart home settings, future research should concentrate 
on these issues. 

This article explores the pros and cons of blockchain security, along with its historical use in cash and digital asset transactions. 
It also compares various previous studies on how blockchain technology can be integrated for secure access management in 
smart home environments, aiming to envision the future of smart living. The implementation of such autonomous smart 
settings could greatly simplify and enhance human life. Blockchain technology offers essential features like automation, 
security, and privacy, which are crucial for IoT applications in smart environments. In this paper, we illustrate how blockchain 
technology has addressed specific challenges and limitations across these technologies. 
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