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Cloud computing. Nonetheless, Blockchain has a significant scalability issue, restricting its ability
to support services with various transactions. On the other hand, cloud computing is the on-
demand availability of shared computer system resources, although issues now beset it in

2022 automation, processes, management, policies, and human aspects. Combining cloud computing
Keywords: and blockchain technology into a single system can improve network control, task scheduling,
Cloud Computing data integrity, resource management, pricing, fair payment, and resource allocation. In this article,
Blockchain Applications we offered a comprehensive and up-to-date survey of cloud computing and Blockchain
Blockchain-as-a-Service integration, a critical service for business applications due to the benefits of privacy, security, and
Smart Contract service support. The lack of a comprehensive assessment examining the significance of BaaS

Blockchain Platforms platforms used in cloud computing prompted this review. We focus on the various Baa$ tools that

are currently in use. This report also examines the most common BaaS platforms incorporating
Blockchain as a cloud service, such as Alibaba, Oracle, Azure, Amazon, and IBM. Furthermore,
this research highlighted some major technological issues associated with merging Blockchain
with cloud computing.

© 2023 by the authors; licensee Growing Science, Canada.

1. Introduction

Cloud computing supplies computer services over the Internet, including servers, storage, databases, networking, software,
analytics, and intelligence, to provide quicker innovation, adaptable resources, and scale economies (Prianga et al., 2018).
There are two parts to cloud computing: the front end and the back end. The backend consists of servers, computers, databases,
and central servers. At the same time, the front end allows a user to access data stored in the cloud using a web browser or
cloud computing software (Al Shinwan et al., 2022). The main element of cloud computing that oversees safely keeping data
and information is known as the backend. There are several advantages to cloud computing. These advantages include the
services’ affordability, scalability, and accessibility (Pen et al., 2023).

Regarding accessibility, cloud computing boosts mobility because most cloud services are self-service and available upon
request. Accessing your documents anywhere in the world without carrying them around allows workers to access them from
various locations (Sanghi et al., 2018). Scalability is made possible by cloud computing, which is a terrific solution since it
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enables businesses to swiftly and efficiently scale up or down their IT departments in response to changing business needs (Al
Shinwan et al., 2021). Because it lowers the cost of purchasing and maintaining equipment, it is economical.

Additionally, since we will be utilizing the cloud provider’s staff’s knowledge, we won’t need massive IT teams to manage
your cloud data center operations (Alias et al., 2018). Although its many advantages, such as quick software upgrades, fewer
maintenance issues, reliable data, and cost-effectiveness, cloud computing has a significant challenge regarding the security
and safety of stored data. Blockchain technology is one approach to solving the security issue with cloud computing. The
blockchain was initially developed for Bitcoin’s trade; its applications go well beyond cryptocurrencies (AL-Sous et al., 2022).
A trustworthy, challenging-to-hack record of transactions is the blockchain. Although the technology is still new, it has the
potential to be revolutionary (Lokhandwala, 2018). It is based on share-out ledger technology, which uses a peer-to-peer
network to store information securely. Blockchain ledgers may store various data, including manifests, identities, logistical
loans, land titles, and nearly any valuable Information. The data is visible to all parties, who may use consensus techniques to
accept or reject it. Verify that data is recorded into the ledger as a collection of “blocks” and kept in an immutable
chronological “chain”.

Furthermore, Blockchain technology is integrated with several metaheuristics algorithms (MA). Currently, the MA algorithm
is implemented in different fields, such as mechanical engineering (Shehab et al., 2020), civil engineering (Abualigah, Shehab,
Alshinwan, & Alabool, 2020), energy (Abualigah et al., 2021), big data (Abualigah et al., 2021), and cloud computing
(Abualigah, Shehab, Alshinwan, Alabool, et al., 2020). For instance, the Salp Swarm Optimization algorithm is integrated
with blockchain to solve the routing problem in wireless sensor networks (Revanesh & Sridhar, 2021). In this paper,
Syafruddin et al. (2019) proposed an approach to solve the Traveling Salespersons Problem using Blockchain and Particle
swarm optimization. In medical data processing, (Khan et al., 2021) presented a method to improve the quality of service
based on a novel MA algorithm with a Blockchain smart contract concept.

Three essential characteristics define distributed ledgers. It is first documented by time-stamping the data that has been stored.
Second, the transaction ledger is open to everyone, making it transparent. Third, the ledger is distributed among several
computers, known as nodes, making it decentralized (Harshavardhan et al., 2018; Altamimi et al., 2022). It will be challenging
to attack blockchain because of its share-out and encrypted features. This is encouraging for IoT and commercial security,
according to (Chandrasekaran, 2014). This paper discusses cloud computing, how it functions, its most significant challenges,
and how blockchain technology might help secure it. Additionally, we’ll talk about how blockchain technology works and
how to use it to defend cloud computing. All of it will be a review of earlier research that has been conducted.

The rest of the paper is organized as follows. In section 2, we introduce cloud computing and Blockchain. In section 3, we
give an overview of Blockchain-as-a-Service. In section 4, we review the Blockchain Tools, such as Etherrum, Quorum, and
Hyperledger. In section 5, we look into the Blockchain- based cloud platforms. In section 6, we outline the challenges in
blockchain-Cloud integration, and the concluding remarks in section 7.

2. An Introduction to Cloud Computing and Blockchain Systems

In this section, a brief overview of Cloud computing and blockchain is presented.

2.1. Cloud Computing

The NIST defined cloud computing as a model that allows everywhere, available, on-demand network access to a distributed
pool of computer resources. These resources could be storage, servers, networks, services, and applications, which can provide

a service to the users with minimum service provider interaction or management potential.

2.1.1. Principles of Cloud computing

The NIST defined three primary principles for cloud computing, five of them are essential characteristics that “promote cloud
computing,” four deployment models, and finally, three outstanding and crucial services.

2.1.2. The five essential characteristics of cloud

There are five prerequisites for cloud computing. The phrase “vital” means that if any of these conditions aren't met, cloud
computing isn't taking place (Liu et al., 2011):

1. On-demand self-service: Without contacting the providers of each service, a client can automatically provide
computer resources as needed, such as network storage and server time (Alsokkar et al., 2023).

2. Wide network access: Through standardized protocols, resources are made available over networks and encouraged
for use by different consumer platforms, thin or thick (e.g., personal digital assistants, laptops, and mobile phones).
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3. Resource pooling: A cloud service provider’s computer resources are “pooled” through virtualization or a multitenant
model to serve a number of clients, “with unique virtual and physical resources dynamically assigned and reassigned
according to consumer demand”. In a pool-based arrangement, physical resources are effectively “unseen” by
customers. As a result, the user becomes autonomous since they frequently need more control or knowledge of how
exactly to place the available resources. However, they might be able to identify the location more abstractly (e.g.,
country, state, or datacenter). For instance, customers want assistance choosing the location in the cloud where their
data will be stored.

4. Rapid elasticity: For users, the provision of capabilities shifts from being persistent to elastic and, in some situations,
automatically to being quickly scaled out and released. Additionally, their resources seem limitless to them; con-
sumption can abruptly increase to satisfy peak demands whenever necessary.

5. Measured service: By applying a metering capability relevant to the type of service at a particular level of abstraction,
cloud systems automatically manage and optimize resource use (e.g., bandwidth, processing, storage, and active user
accounts). Resource usage can be tracked, organized, and reported, which will help both the service provider and the
client.

2.1.3. Four Cloud Deployment Models

The ownership of the service, the size of the cloud resources, and the restrictions on client access all affect how cloud services
are distributed. The cloud community has recently described four cloud deployment models. Fig. 1 illustrated the Cloud
Deployment.

Private clouds

Hybrid cloud

Enterprise
Network

Community
clouds

Public clouds

Fig. 1. Cloud Deployment

1. Public clouds: Third parties” own public clouds, making the cloud substructure available for unrestricted use by
everyone (Vacca, 2016). Further, this is carried out by a designated service provider under the umbrella of utilities
with a pay-per-use consumption model. Numerous well-known cloud services, such as Amazon EC2, Rackspace
Cloud Suite, Microsoft, and Force.com, are available on public clouds. In this situation, multiple businesses or indi-
viduals may share a physical resource, like a server, thanks to multi-tenancy and virtualization. Security is complex
because cloud clients depend on the cloud computing provider to ensure data and calculate isolation across many
clients (Dillon et al., 2010).

2. Private clouds are created, maintained, and controlled by institutions for internal usage only to support their business
processes. It may be on- or off-site, owned, maintained, and run by organizations, individuals, or some compound.
This concept is being used by public, private, and government institutions worldwide to exploit cloud benefits like
flexibility, cost reduction, agility, and so on. An organization may decide to create a private cloud for a number of
reasons. First, make full and efficient use of existing resources. Second, due to worries about security, particularly
data protection and confidentiality, many firms opt for the private cloud. Third, moving data from a local IT system
to a public cloud still costs a lot. Fourth, companies must have full control over all actions beyond their firewalls.
Lastly, academics regularly create private clouds for training and research (Dillon et al., 2010).
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Community clouds: Organizations and groups involved in collaborative projects, systems, or research commonly
construct community clouds because they require a central cloud computing facility for project development, man-
agement, and execution (Dillon et al., 2010).

The term “hybrid cloud” refers to a cloud infrastructure that combines a variety of cloud infrastructures (private,
communal, or public), each of which is a distinct entity but is interconnected to the others via common or proprietary
protocols to enable data and application portability. For illustration, because the personal cloud is running at a high
capacity while having a private cloud to store and manage intellectual property information, institutions may use a
general cloud service to rent servers to undertake results processes. For communications between the two cloud
environments, the institutions need to use a secure protocol (Dillon et al., 2010).

2.1.4 Service Offering Models

Cloud services are provided in various models, including infrastructure, platform, application, etc. These services are deliv-
ered over the Internet and consumed in real-time. These services include:

L.

Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), and some add Hardware
as a Service (HaaS) and Data storage as a Service (DaaS).

Software as a Service (SaaS) is a multi-tenant platform that provides software (Harshavardhan et al., 2018). Users of
applications can access the hosting medium where cloud consumers store their apps across networks using various
devices (such as a web browser, PDA, etc.) (Dillon et al., 2010). Cloud service users have no effective management
over how cloud software runs and how securely it accesses data, and the cloud software vendor bears full accounta-
bility. The customer can use apps from the provider running on cloud infrastructure, including network, storage,
operating systems, servers, and even unique application capability, with the potential except for a small number of
user-specific program configuration options (Chandrasekaran, 2014).

Platform as a Service (PaaS): The ability to upload programs created by the end-user or purchased by them using the
services, libraries, programming languages, and tools provided by the supplier. The end-user controls the post-appli-
cations and maybe even the formation settings for the application-hosting environment. Still, they need to manage
or control the fundamental cloud infrastructure. In another sense, a packaged, ready-to-use operating system or pro-
gramming framework is what it means. The PaaS provider provides networks, storage, and servers, which also man-
age maintenance and scalability levels. The end user typically pays for services. Examples of PaaS providers are
Google App Engine and Microsoft Azure Services.

Infrastructure as a Service (IaaS): Information technology infrastructures (processing, storage, networks, and other
significant computer resources) are made available in the IaaS cloud for usage by cloud end users. In the IaaS cloud,
virtualization is widely utilized to combine and separate physical resources on-demand to fulfill fluctuating resource
demands from cloud end users. Setting up distinct virtual machines (VM) that are isolated from both the underlying
hardware and other VMs is the fundamental strategy of virtualization. The multi-tenancy category aims to change
the application software architecture so that several cases (from various cloud customers) can run on a single appli-
cation; however, this strategy differs from that category in that it focuses on a single application (i.e., the same logic
machine). Amazon’s EC2 is an illustration of IaaS (Dillon et al., 2010).

Hardware as a service (HaaS) is favorable to enterprise clients since that saves them money as data centers don’t
need to be set up or maintained (Harshavardhan et al., 2018). IT hardware, or even a whole server farm, as a pay-as-
you-go membership benefit that can be scaled up or down to address your needs (Haber & Stornetta, 1990). However,
given the quick advancements in equipment virtualization, IT mechanization, and utility metering and estimating,
the idea of equipment as a benefit, or what we should name HaaS, may be ready for prime time.
6. Data storage as a Service (DaaS): The DaaS can be viewed as a particular TaaS kind. The driving force behind
DaaS is the ability for consumers to just pay for the services they actually use, eliminating the need for additional
fees for software licenses, servers, and other services.

2.1.5. Security in Cloud Computing

Grid computing, distributed computing, parallel computing, utility computing, and simulation technology have all contributed
to a new type of computational computing. Other computer technologies also have many benefits, like high expansion, virtu-
alization, data storage, and huge computing, and they are also very affordable and dependable. The cloud computing security
is-sue is essential since it slows down the industry’s progress. The crucial security issue with cloud computing is the availa-
bility of services and data privacy. A single security strategy cannot resolve cloud computing security challenges; instead, a
variety of established and cutting-edge technologies and techniques must be used to safeguard the entire cloud computing
system. Data security can be ensured through cloud computing; thus, the user no longer needs to protect the data alone. As a
result, cloud computing must guarantee the security of data kept there. Many businesses, including Google, IBM, Microsoft,
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Amazon, VMware, and EMC, offer cloud computing platforms. The cloud system utilizes the internet to function, and security
issues and problems with internet security can be found there. It is identical to the conventional approach used in computers.
Cloud computing is concerned about the security of personal user data since it can lead to other specific and new security
issues (Harshavardhan et al., 2018). On the one hand, customers’ personal and business data providers are of the highest
importance because security alone cannot solve the issue. Trust is a separate issue that raises additional worries when using
the cloud service. Several variables affect cloud confidence, including automation, management, human factors, processes,
and policies. One of the security issues with cloud computing is the usage of encryption in security computing procedures.

2.2. Blockchain

Blockchain is renowned for its decentralized method, which enables transactions to be completed without the involvement of
a third party. We certify that blockchain technology can be utilized to increase the security of cloud computing. Before exam-
ining the interactions between Blockchain and Cloud computing, we will first discuss the concept of Blockchain, its structure,
traits, specific applications, security challenges, and implementation (Xie et al., 2020).

2.2.1. The concept of Blockchain

The Blockchain encourages users to update the ledgers to validate the integrity when dealing with new transactions. Further,
users can maintain related information with each leader. Due to the use of the peer-to-peer communication approach in the
Blockchain, high costs are eliminated through peer-to-peer transactions that a third party does not authorize. Because many
individuals own the transaction information, it is more difficult to hack. Thus, it ensures promptness, reduces security costs,
and approves and records transactions automatically. The system can also be easily connected, enlarged, and deployed using
open-source software. Additionally, transaction records can be freely viewed, making the transactions public and lowering
regulatory expenses. Blockchain technologies combine peer-to-peer networks with a distributed consensus method to solve
the classic problem of synchronizing dispersed databases (Abuaddous et al., 2018). Blockchain technologies include not just
one technology but cryptography, mathematics, algorithms, and economic models. A comprehensive multi-area infrastructure
is being built. Blockchain technology contains six essential components, including decentralization, openness, transparency,
autonomy, anonymity, and immutability, as shown in the following (Lin & Liao, 2017):

1. Decentralized: The fundamental concept in the Blockchain is that no central node can handle the transaction. In-
stead, the nodes are based on distributed fashion to update and register and store the data.

2. Transparent: Transparent means the nodes can see each other regarding the data record update.

3. Open Source: As an open-source technology, users can build the application easily, and the applications are accessi-
ble to everyone.

4. Autonomy: Blockchain transactions are updated and transmitted safely. Each node in the network is trusted on the
entire system, and other nodes are not allowed to interfere with the transaction.

5. Immutable: Records will be preserved indefinitely and cannot be altered until more than 51%of the nodes can be
taken over simultaneously.

6. Anonymity: Blockchain technologies have resolved the node-to-node trust issue, enabling anonymous data transfer
or even transactions with the knowledge of a person’s blockchain address.

Blockchain connects a collection of records through hashing. Each block has a header and a body, making up a structure. The
preceding and current blocks’ hash values and nonce values are included in the header (Raul et al., 2019; Ingole & Yamde,
2018). The consensus function is a method that forces all blockchain nodes to agree on the same message. This may ensure
that the most recent block was properly added to the chain, ensure that the message saved by each node was the same, ensure
that a “fork attack” will not occur, and even defend against malicious assaults. The distributed network’s nodes could all
instantly detect any unauthorized data alteration. The foundation of blockchain technology is decentralized, meaning the data
is kept as a distributed database. Based on this architecture, data modification is very hard. In addition, the user should partic-
ipate in verifying the data’s validity. The data is retrieved from the database using the index method, and another hash value
is used to build the chain and link the block with each other (Park & Park, 2017). Three broad categories can be used to
classify blockchain technologies, according to (Lin & Liao, 2017):

1. Public blockchain: Anyone can examine a transaction, confirm it, and participate in the consensus-building process.
Ethereum and Bitcoin both use public blockchains.

2. Consortium blockchains: Blockchains used in consortiums allow the authority node to be selected in advance, are
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frequently used in business-to-business relationships and can be viewed as partially decentralized. R3CEV and Hy-
perledger are two consortium Blockchains.

3. Private Blockchain: A private blockchain will have limited nodes that can participate in it, and it will also have rig-
orous authority management rules for data access. Any Blockchain provides benefits, regardless of the type.

Because of its convenience, public Blockchain is sometimes required. Nevertheless, depending on the service we offer or
the location where we utilize it, we can occasionally need private control, such as consortium blockchains or private Block-
chain.

2.2.2 How Blockchain Works

Blockchain utilizes the ledger to save all transactions in chronological order. These transactions [transaction (The process of
verifying the transaction is called Mining) (Macdonald et al., 2017). The node performs the Mining called the miner; miners
verify the transaction for both the user and the transaction. Further, the first miner accomplishes the mining process and can
publish the result as a new verified block to the network, and the rest of the miners will agree that the block is verified and
accepted to join the chain (Nakamoto & Bitcoin, 2008). The workflow’s components are described below.

Transaction request by the user

As mentioned previously, users will add their digital signature to the transaction. In addition, users use private only visible
to them, and the public key is shared with the rest of the users in the network. The digital signature is generated by hashing
the transaction value and the private key to start the transaction. Then, the transaction is broadcast to the miners to verify the
transaction (Jimi, 2018).

Validation of transaction by the miner

Miners verify the received transaction and add the block to the ledger with the digital signature. To ensure the user’s identity,
miners verify the transaction based on the public key shared by the user itself. Further, the transaction is reviewed to evade
the double spending problem. A digital signature is created by hashing the block data that begins with a particular number of
consecutive zeroes (mining). The digital signature value of the block is used to add the new block after the verification process.
The hash output should have a specific number of zeroes to check the number of zeros the Nonce is used. The Nonce is a field
in the block containing 32-bit used only once in Blockchain to check the number of zeroes in the final hash output. Along
with the list of transactions, the block header contains the following additional data, as shown in Fig. 2:

Block

Block Header (Block Hash)

HashO1 Hash23
[ Hasho | [ Hash1 | { Hash2 | [ Hash3 |
(0| [0 ]| (™0 | [0
Fig. 2. Block fields

1. Previous Hash: This field is used to link the previous block and the new block, which is defined as a reference par-
ent.

2. Time-stamp: The block’s creation time.

3. Tx Root: The hash value of each block’s verified transactions is contained in this field and known as the Merkle
root (Merkle, 1987).

4. Version: refer to the transmission protocol utilized by the node for block inclusion in the chain.

5. This is a number used once only and refers to the hash value of the previous lock hashing result and transaction.
For unique identification, the leading zeros are used.

6. Bits: This domain describes the grade of the complexity of the selected consensus approach.
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After the miner verifies, the hashes block publishes the block to the rest miners in the same network. The miners who received
the block will hash it again to verify its authenticity. When several miners simultaneously hash the block, they create an
agreement and select the hash (Ismail et al., 2019). The network checks that the new transaction is authentic and guards against
invalidating the preceding transaction in order to make sure that only legitimate transactions are added to the Blockchain.
Blockchain only adds new data blocks after network computers have agreed that a transaction is genuine. Other voting mech-
anisms contribute to the network’s consensus; the most popular of them is proof of work based on the amount of processing
power provided to the system. When a block is set to the ledger, it adds permanently and can’t be removed, allowing all
network users to examine and verify the transactions contained therein. The hierarchical list known as the Blockchain is used
to store data in a manner resembling that of a distributed database. Considering that the user of the networks store and validate
the Blockchain, it is made to be easily manipulable. The ledger comprises a header and a body for each block; the header
includes a timestamp, a nonce, and the hash values for the current and prior blocks. The body component is made up of
transactions. The block data is retrieved using the index method (Ingole & Yamde, 2018). Such blocks, which are crypto-
graphically sealed with a digital fingerprint created by a hashing function, are gathered into a blockchain, which is a constantly
expanding, spread, shared ledger. The new block is “chained” to the previous block using the hash value. The hosts that link
to the Blockchain—confirm a transaction’s validity by the regulations of the governing logic or smart contract. The method
by which new records are added to the ledger through verification is the distinctive feature of many blockchain platforms.
Blockchain technology has several appealing features for the banking and financial services industries. These resilient systems
can function as decentralized networks without a single failure point and a central server. They have integrity and don’t need
to trust a third party to achieve transactions because they run on spread open-source protocols (Treleaven et al., 2017).

2.2.3. Application of Blockchain

As blockchain technology develops and applications, we may use it for growth. It joins disruptive technologies that can po-
tentially have unforeseen social effects, such as big data, the Internet of Things, intelligent personal assistants, and autonomous
vehicles. Although cryptocurrencies first gained broad notice, blockchain technology has many additional applications. Smart
contracts, for instance, could be used as the management framework for various documents, such as wills, conveyances, and
medical records, as well as for public documents like vehicle registrations, passports, land titles, and building permits. Further,
for private documents such as medical records and other legal documents. Blockchain technologies have a wide range of
applications outside the financial sector (Treleaven et al., 2017).

Digital Currency. Bitcoin’s data structure and transaction mechanism are constructed using blockchain technologies, which
is how Bitcoin is extended to be an online payment system and a digital currency. It is possible to transfer money via encrypted
methods without relying on a central bank. Bitcoin logged the transaction, sent, and received payments using public key
addresses, and protected user identities. To reach a consensus, the transaction confirms procedure utilizes the processing power
of other users before recording the transaction to the network.

Smart Contract. Smart contracts are a container for the code that executes and reflects real-world transactions in the digital
realm. The smart contract offers a contract for two or more parties, where each item complies with each party’s obligations
under the contract. However, in the BaaS, the third parties are replaced by the smart contract; the smart contract plays the
agent’s role between the contract members. Generally, the agreements are executable by law via a centralized permitted item.
This function is done by automatically running shared and verified code by all Blockchain network nodes (Macrinici et al.,
2018).

Hyperledger. The Linux Foundation launched the open-source Hyperledger blockchain technology in December 2015 to sup-
port distributed ledgers based on the blockchain. To enhance many areas of performance and dependability, it is concentrated
on ledgers created to facilitate international commercial transactions, including those of significant technology, financial, and
supply chain firms. By offering a modular framework that supports various components for various uses, Hyperledger seeks
to unify numerous distinct efforts to build open protocols and standards. Various blockchains with their respective consensus
and storage structures, as well as services for identity, access control, and contracts, would be included in this (Tsai et al.,
2016; Luu et al., 2016).

Digital Identity. Blockchain digital identification minimizes business worries while giving identity owners more control over
their personal information. It provides identity issuers and verifies with a place to collaborate on the same platform (Taneja,
2018). It creates a decentralized system where point-to-point information exchange is enabled by Blockchain. The identity
bearers, issuers, and auditors uphold privacy and adhere to the code of conduct.

Registry. The registry is a reliable database for things. Public authorities, whose authority ensures the legitimacy of the reg-
istered things, organize, and oversee many public registers. Every modification to a logbook is marked with a digital finger-
print that can be independently controlled (Tran et al., 2017). A register must maintain a record of all modifications and be
accessible for evaluation 340 by a third party. To lessen duplications and errors, a register may refer to other records (Block-
chain and the Internet of Things: The IoT Blockchain Picture, 2018).

Internet of Things (IoT). Blockchain technology for IoT data opens up new possibilities for automating commercial operations
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between partners without building an elaborate and expensive centralized IT infrastructure. IoT can now take part in blocking
transactions thanks to this (Treleaven et al., 2017; Mashal et al., 2015). Recall the most critical business relationships in the
world; widen the door to new forms of digital communication; facilitate implementation expenditures and sophistication (KSI
Blockchain Technology, 2018; Sharma et al., 2018; Qutqut et al., 2018).

Other Applications. Blockchain technologies have a wide range of applications, including protecting intellectual property,
supply chain traceability, identity validation, insurance, international payments, the Internet of Things, patient privacy in
medical care, and prediction markets (Tsai et al., 2016; Luu et al., 2016).

2.2.4. Consideration for Blockchain Security: Challenges

Blockchain is effective for transactions; however, there are questions about the security of those transactions. Cybercriminals
have been targeting exchanges and businesses since 2014 using digital currencies and the Blockchain, which can be hacked
like any other platform or protocol. For instance, if the private keys and bitcoin are kept on a computer that is connected to
the internet, they could be taken. No matter how secure the architecture or encryption features are set up, they are lost forever
if these private keys are stolen (Kuebler, 2018). The consensus protocol of the blockchain system, which enables different
nodes that are mutually unreliable and uncoordinated to concur on blocks and transactions in the network on which the block-
chain is running, is crucial to the distribution process of the system. Numerous research on consensus in distributed systems
resilient to node failures and corrupted messages have been conducted. Every node must concur on a constant global state,
and any compromised or malfunctioning nodes must be addressed by consensus on the blockchain. Based on three crucial
aspects, the applicability and efficiency of blockchain consensus are evaluated.

Safety property declares that all verified hosts provide the same output, called the value v, and the output v produced by
verified hosts is genuine. Valid hosts cannot reach contradictory conclusions. The Blockchain protocol has safety mechanisms,
so if one legal host provides a proper output, all other legal hosts must either produce the identical output or attest to the
accuracy of the production they have already received. Verified hosts won’t accept a fake value that dishonest hosts provide.
The perspective relates to the consistency of the shared state, which is essential in many Blockchain protocols like PBFT and
legitimate and identical to all verified hosts at a given time (Baliga, 2017).

Liveness, in Blockchain, guarantees that all accurate requests are eventually fulfilled and that all valid nodes participating in
a consensus will eventually yield a value. Since there is no time-bound restriction on determining a value, only some nodes
have the same state at any time. Fault Tolerance refers to a node’s capacity to bounce back (perform effectively) after errors
or complex behavior. As long as the number of faulty nodes is limited, the consensus can still be obtained. According to the
Fischer Lynch Paterson (FLP) paradigm, any knowable consensus mechanism that manifests in an asynchronous framework
can only have two of these three characteristics (Lynch et al., 1982). The situation is said to be asynchronous when operation
and delay times have an undetermined upper bound. It is essential to follow the asynchronous model because it captures the
Internet, where nodes might fail, and communications can be discarded at any time accurately. The importance of fault toler-
ance over the other two factors is that most Blockchain systems prefer to choose between safety and liveness (Baliga, 2017).

Security of Transaction. Because the script used for inputs and outputs is written in a flexible programming language, different
transaction forms can be generated. A bitcoin contract is a method for incorporating bitcoin into the present banking and
authentication systems. Using a script that generates the contract utilizing the multiple-signature technique is a frequent solu-
tion. The scripts are used to solve a range of bitcoin-related issues, but as the complexity of the scripts increases, so does the
chance of a transaction that is not adequately configured. No one can use a bitcoin if the locking script is specified properly
since an unlocking script cannot be produced. To check the integrity of a transaction’s script, some research advises employing
models of bitcoin contract-type transactions.

3. Blockchain as a Service (BaaS)

The Blockchain-as-a-service (BaaS) term refers to a combination of the Blockchain and cloud computing that allows clients
to use cloud computing solutions to create, host, and manage Blockchain applications such as smart contracts and other Block-
chain network functions. BaaS service is based on the Software-as-a-Service (SaaS) model and works in the same way. Fur-
thermore, BaaS con-sider as a third-party control and create cloud-based networks for the cloud service provider in the busi-
ness of creating Blockchain applications (Zheng et al., 2019). Currently, BaaS platforms providers focus on keeping the in-
frastructure flexible and easy to access and operate by managing the required activities and tasks. Many BaaS service provider
offers the essential Blockchain networks and the required infrastructure for a fee. After the client creates his system, the service
provider manages the complicated back-end procedures for the client. The BaaS operator provides several services like man-
aging resource allocation, application hosting, data security characteristics, and bandwidth management.

4. Blockchain Tools

In this section we will review the most well-known Blockchain Tools.
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4.1 Etherrum

Etherrum is a platform used to develop generalized technology, which means to build all state machine transactions. Further,
the platform provides an integrated end-to-end method for developers for building applications on a previously unexplored
compute model and creating a secure object messaging system. Another goal of this platform is to accelerate the transaction
process between authorized users who don’t trust one another, due to the separated location, communication problem, or
difficulties because of the legal systems. In the Ethereum platform, all users of the network must agree to join the consensus,
and this method is known as permissionless. Moreover, the Proof of Work (POW) method is used to allow the user to join the
consensus. To assist in the procedure of mining blocks to join the consensus, Ethereum uses the virtual currency “Ether” to
pay the nodes. Besides, Ethereum can be appropriate in various industry scenarios, because of the nature of the framework as
a generic blockchain system. The object-oriented programming language Solidity is used to write the smart contract (Wood,
2014).

4.2 Quorum

Quorum is a permissioned Blockchain platform built based on Go Ethereum. Quorum functions are very similar to Ethereum
but with some differences such as the voting-based consensus techniques, network and peer permissions management, en-
hanced transaction and contract privacy, higher performance. Consensus uses a voting protocol called Quorum Chain, where
a group of nodes in the Blockchain network can vote on blocks.

4.3 R3 Corda

The R3 Corda platform is a private or permissioned blockchain system; Corda guarantees data is distributed only with parties
that join the transaction. Two types of consensuses in Corda are considered the Validity consensus (all requisite signer verifies
this before they sign the transaction by running the smart contracts) and Uniqueness consensus (verifies by official service).
The smart contract validates the transaction to be acceptable or not through checking the states of all input and output. Kotlin
and Java are used to write the contracts.

4.4 Hyperledger Fabric

The Hyperledger Fabric platform is an open-source built by Linux, and it’s the first distributed ledger platform (DLT) platform
to assist the smart contracts. The smart contracts are written in general programming languages such as Go and Java. Further,
Hyperledger follows the permissioned method, which means that all users are known to each other. The Hyperledger is
efficiently customized to suit trust forms and use cases because it implements pluggable consensus protocols (A Blockchain
Platform for the Enterprise: Hyperledger Fabric, 2020).

4.5 CREDITS

The CREDITS is a permissioning blockchain platform interaction system between the users based on the peer-to-peer net-
work, and it is a decentralized financial approach for users. The method allows users to use financial services based on self-
running smart contracts, CREDITS cryptocurrency, and shared ledger. All the participants of the Blockchain network can
provide service whenever they use various services. Delegated Proof-of-Stake (DPoS) and Byzantine Fault Tolerance (BFT)
algorithms are used to be the consensus approach for the platform (“Decentralized Financial System CREDITS,” 2018). The
following Table 1 summarizes the Blockchain tools.

Table 1
Summary of the Blockchain Tools

Characteristic Etherrum

R3 Corda CREDITS

Quorum

Hyperledger Fabric

Description

Operation Approach
Consensus

Smart Contract

Open-Source
Currency

Privacy

platform provides an
integrated end-to-end
method for develop-
ers for building appli-
cations on a previ-
ously unexplored
compute model
Permissionless

the Proof of Work
(POW) method is
used to allow the user
to join the consensus.

Solidity
Yes
Ether

No

A permissioned Block-
chain platform and built
based on Go Ethereum.

permissioned
Consensus uses a voting
protocol (QuorumChain)

Go Ethereum

Yes
JPM Coin

Yes

Corda guarantees
data is distributed
only with parties
join the transaction.

permissioned

The Validity con-
sensus and Unique-
ness consensus.

Kotlin and Java
Yes

None

Yes

Platform that suits
trust forms and use
cases because it im-
plements pluggable
consensus protocols

permissioned
General understand-
ing of consensus that
enables various
methods.

Go and Java

Yes

None, Currency can
be developed by
chaincode

Yes

A platform permis-
sioning blockchain
platform interaction
system between the us-
ers based on the peer-
to-peer network

permissioning
Delegated Proof-of-
Stake (DPoS) and
Byzantine Fault Toler-
ance (BFT).

Self-running smart
contracts

Yes

Private cryptocurrency

Yes
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5. Blockchain-based database to secure data integrity in Cloud Computing

Blockchain can be used to secure the data integrity of distributed replicas of a database, such as storing determined information
of the database transactions that cannot be discarded. Further, the Blockchain can ensure fully distributed data control related
to the database. Gaetani et al. propose an approach to secure the distributed database based on Blockchain (Gaetani et al.,
2017). The introduced work is used in the context of Federation-as-a-Service (FaaS), FaaS is a service that ensures production
and management the cloud services and data (Schiavo et al., 2016). Figure 3 illustrated the blockchain-based database shared
on three different cloud systems of federation.

[ Database Interface ]
DB replica DB replica DB replica ’

£ =3 =

Minerl Miner2 Miner3

= =3

Ledger replica Ledger replica Ledger replica ’
| Layer 1: Mining rotation — based Blockchain |

Blockchain Anchoring

= =Y = l

Miner reples Miner: replica i

Ledger @ Ledger @ gt

replica (= replica (=) Eerd
. Layer 2: PoW-Based Blockchain |

Fig. 3. Blockchain-based database shared for cloud environment

The database interface is used with the clouds to operate on the database problem. Operations are initially registered with
proper evidence using the Blockchain’s first stage, and then they are carried out on distributed database replicas. As a result,
the Blockchain is permissioned in the first stage and uses a single miner for each cloud member. The miners use public and
private keys to identify the messages and perform consensus using the mining rotation strategy, which divides the time into
cycles and selects one miner as the leader. New transactions will be received by the miner leader, who will then mark them
with a secret key and distribute them to the other miners. Each miner’s actions will be added to the Blockchain after comple-
tion. The second layer uses the Blockchain anchoring approach and is proof of work (PoW) based. An operation in the first
layer might link with a block from the second layer according to the time-based anchoring technique. The suggested study
can thereby enhance the measurement of data stability, performance, and integrity.

6. Blockchain based cloud platforms

In this section, we presented the most well-known cloud platforms integrated with Blockchain, known as Blockchain-as-a-
Service.

6.1 IBM Blockchain Platform

IBM company introduces a platform based on open source for blockchain for cloud computing. The proposed platform is built
on the Hyperledger Fabric tools from Linux. Using the open-source code support for on-premises bases and giving a choice
to utilize third-party clouds to help the user avoid the vendor lock-in restriction (IBM Blockchain Platform, 2020).
IBM Blockchain works based on three levels, service level, Hyperledger Fabric, and Hyperledger Composer. Furthermore,
the IBM platform accelerates blockchain applications’ development process by implementing an application development
framework. The Hyperledger Composer affords a suitable layer and business stage to help the users to generate the smart
contract and implement them on Hyperledger Fabric (Novotny et al., 2018). Fig. 4 illustrates the IBM Blockchain platform.
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Fig. 4. IBM Blockchain platform architecture (Novotny et al., 2018)
6.2 AWS Blockchain Platform

AWS is a Blockchain service provided by Amazon. AWS uses templates and an open- source system to create and deploys
Blockchain networks effectively. AWS users use the templates to create different Blockchain applications. Several AWS
blockchain models use the blockchain structure selected in containers similar to Amazon Elastic Container Service (Amazon
ECS) cluster or within Amazon Elastic Compute Cloud (Amazon EC2). Each Blockchain network is built on a private net-
work, allowing the user to use the access control list and subnets. Further, the user can allocate permissions to limit with
system resources accessed (Coutinho et al., 2020).

AWS blockchain deploys two open-source frameworks, the Ethereum and Hyperledger Fabric. So, templates can be imple-
mented in various Blockchain infrastructures. Templates using Ethereum give the user the ability to build and run blockchain
applications without downtime, fraud, supervision or third parties interference. Users can perform peer transactions on the
Ethereum network to accomplish the transaction. In AWS, users can initiate smart contracts using Ethereum’s Solidity lan-
guage. Further, The Hyperledger Fabric enables users to create Blockchain applications while providing access control lists
and permissions for Blockchain data. Users can utilize the Hyperledger Fabric to create a private Blockchain network and
limit the transactions that different parties can see (AWS Blockchain Templates, 2020).

When the users want to use the AWS blockchain, initially they choose the model. Then, select an Amazon platform ECS or
EC2 to deploy the blockchain network. Next, users select a blockchain platform (Ethereum or Hyperledger Fabric) to improve
deployment speed. Finally, users find the AWS blockchain application (AWS Blockchain Platform, 2020). Fig. 5 shows the
AWS blockchain procedures flow.

AWS Blockchain Templates Choose your platform Build your network Deploy decentralized applications

slockchain software to create
Amazon EC2 instance decentralized network

Fig. 5. AWS blockchain procedures flow (AWS Blockchain Platform, 2020)

6.3 Azure Blockchain Service

Microsoft introduced its blockchain services for its cloud resources based on Azure Blockchain (What Is Azure Blockchain
Service?, 2020). Azure Blockchain Service is a managed ledger service to build and develop any Blockchain networks which
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allow clients to operate and grow their network. Furthermore, Azure Blockchain provides cohesive control for blockchain
network governance and infrastructure management. Users will have the ability to build, control, and extend Azure Blockchain
networks with simple development, governance, and management.

Several features provided by Azure block such as: create different blockchain network applications with trusted tools; use the
blockchain data manager to capture and store ledger data without chain, easy management for Blockchain networks; scale
management control is based on codeless consortium and internal management (What Is Azure Blockchain Service?, 2020).
The Azure Blockchain network deployment is done by Azure CLI, Azure Blockchain, or using the Azure Blockchain exten-
sion in Visual Studio. The deployment process is simplified by providing validator nodes and transactions and security isola-
tion by deploying the Azure Virtual Networks and service-managed storage. Furthermore, when a new Blockchain member
implements, users will join or create a consortium. The consortiums facilitate multiple nodes in various Azure subscriptions
to communicate with one another on a shared blockchain securely. To build the Azure Blockchain Service application, users
use Quorum Ethereum ledger, which is an open-source code platform. Moreover, users can use the Visual Studio development
tools to build a smart contract. Several Azure capabilities are used to keep the data secure. For example, the Azure Blockchain
services are isolated through a private virtual network. Every validation node and transaction reserve a virtual machine (VM).
Each group of VMs in a specific virtual network is not allowed to communicate directly to different VMs in other virtual
networks in terms of isolating the communication and keeping it private within a particular virtual network (Azure Blockchain
Service Security, 2020). Figure 6 demonstrates the isolation process in Azure Blockchain.
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Azure Storage
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¢ Transaction Node Validator Node

o e

>«

Azure Portal

Fig. 6. Azure blockchain isolation procedures (Azure Blockchain Service Security, 2020)

6.4 Oracle Blockchain Cloud Service

In 2017 Oracle introduced their Blockchain Cloud Service, a platform-as-a-service (PaaS) that offers a distributed ledger
system operating in the cloud and created based on the Hyperledger Fabric and Oracle improvements to offer an enterprise-
grade blockchain application. Oracle Blockchain enables the user to enroll members, create Blockchain networks, deploy-
ment, and execute smart contracts (Oracle Autonomous Blockchain Cloud Service, 2020).

As shown in figure, Oracle Blockchain service is a PaaS service that provides a distributed ledger system executed in the
cloud. It contains the validating network members (called peers), which update and validate the leger when getting any trans-
action and reply to queries by run the smart contract. The user can choose the validated nodes when designing the network.
Applications on the client can interact with transactions and queries through SDKs and Representational state transfer (REST)

software (Van Moélken, 2018).
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Fig. 7. Oracle Blockchain Cloud Service (Oracle Autonomous Blockchain Cloud Service, 2020)
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6.5 Alibaba Cloud BaaS

It is a BaaS service from Alibaba cloud Container for Kubernetes clusters. It provides users with the ability to utilize Alibaba
services in security, computing, database, and Cloud. Services are offered based on several architectures like the private cloud
and public cloud deployments. Furthermore, the Alibaba Cloud BaaS support different open-source systems for Blockchain,
such as Enterprise Ethereum - Quorum and Hyperledger Fabric; on the other side, also the system supports Blockchain finan-
cial-grade approach Ant Blockchain. Users can create and deploy a Blockchain network quickly, and Alibaba Cloud BaaS
affords a graphical interface to let users efficiently manage and operate the Blockchain network. Businesses and Enterprises
add dynamically to the network (Alibab Cloud Blockchain as a Service, 2020). Fig. 8 demonstrates the Alibaba Cloud archi-
tecture.

Blockchain Business Application and Solutions

Blockchain as a Service

Hyperledger Fabric Ant Blockchain Enterprise Ethereum
Quorum
Auto Config & Deployment Consortium Management Smart Contract

User & Certificate
Management SDK Operation & Monitoring

Container Service Kubernetes

Security Monitoring Logging
Computing Storage Network

Public Cloud Dedicated Cloud

Fig. 8. Alibaba Cloud architecture (Alibaba Cloud Blockchain as a Service, 2020)
7. Challenges in blockchain—Cloud integration

In this section, we analyze the challenges to be addressed when implementing the Blockchain to cloud computing. The inte-
gration of Blockchain with the cloud is not an easy job. Transaction over any Blockchain network must be digitally signed;
therefore, any cloud computing system should be able to operate this function. Some of the integration challenges are pre-
sented in this section.

7.1 Integration Aspects

Cloud computing systems provide various tools, applications, and services for clients, developers, and service providers.
Further, the integration between cloud computing and Blockchain in terms of applications and environments will be pervasive
among users when the feature and the benefits are known. As the number of applications and technologies is very large in
cloud computing, there is a risk of integration of these systems. For example, some PaaS services offering programming
language for the fast expansion of an application apply Blockchain features. The integration features are numerous, demanding
awareness of the solution architecture (Coutinho et al., 2020).

7.2. Storage capacity and Scalability

One of the main problems in the Blockchain is storage capacity and scalability. In the Blockchain, the chain is continuously
increasing at a rate of one megabit for each block every ten minutes in Bitcoin; moreover, many copies will be stored amongst
the network nodes. However, only the nodes that validate transactions are called a full node; only the full node can store the
full chain, so the storage obligations are essential. As long as the size increases, the network requires more resources, dimin-
ishing the system capability scale. Besides, the performance affected by the chain with big size, it raises the synchronization
time for clients (Reyna et al., 2018).

7.3 Blockchain Security

The Blockchain facing several attacks including the 51% attack, fork after withholding attacks, distributed denial-of-service
attacks, DNS attacks, selfish mining, consensus delay, and eclipse at tacks (Leelavimolsilp et al., 2018). For example, the
selfish mining attack is an approach opted for some miners who try to grow their recompense through carefully putting their
blocks private. Instead of publishing blocks to other users upon discovery, the selfish miners keep mining the private blocks
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to select a longer than the public one, resulting in a block race between the private chain of selfish miners and the public chain
authentic miners (Saad et al., 2019).

These kinds of attacks can create unwanted effects for the rest of the Blockchain network by revoking the blocks of authentic
miners who join the Blockchain network. Also, all the transactions in the authentic miner’s block declined.

7.4 Smart Contract

The smart contract provides an agreement for two or more parties and replaces the intermediaries between the parties. Besides,
the smart contract will play the leading role in Cloud computing’s future market by providing the users to build Blockchain-
based applications on the Cloud. The development of BaaS services for cloud computing has only newly begun and concen-
trated on commercial targets. Several difficulties arise in this context, such as the application cost that is running inside and
outside the Blockchain, the security of access, data management, and performance analysis (Uriarte & DeNicola, 2018).

8. Conclusion

In this paper, we presented an extended and up-to-date survey of cloud computing and Blockchain’s integration, a very im-
portant service for companies’ applications due to the benefits in privacy, security, and service support. This review was
motivated by the lack of a comprehensive survey reviewing the significance of BaaS platforms implemented in cloud compu-
ting. We began dis-cussing the Blockchain explanation with security issues and architecture and present the Cloud computing
architecture and related security issues. We particularly focus on the various BaaS Tools, such as Etherrum, Quorum, R3
Corda, Hyperledger Fabric, and CREDITS. Further, this survey reviews the most common Baa$ platforms that adopted Block-
chain as a cloud service, including Alibaba, Oracle, Azure, Amazon, and IBM. Besides, this paper highlighted some of the
key technical challenges in integrating Blockchain and cloud computing.
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