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This bibliometric survey examines 200 highly cited publications spanning from 2018 to 2025,
retrieved from the Scopus database using search terms targeting federated learning applications
in healthcare, medical imaging, and clinical diagnostics. The analysis reveals a rapidly maturing
interdisciplinary field at the convergence of distributed machine learning, privacy-preserving
technologies, and biomedical informatics. Key findings indicate that federated learning has
emerged as a transformative paradigm for collaborative Al model training across healthcare
institutions without compromising patient data privacy. The United States, China, the United
Kingdom, Germany, and India emerge as the most productive nations, with extensive interna-
tional collaboration networks reflecting the global need for privacy-compliant healthcare Al.
Thematic clustering identifies five major research domains: (1) federated learning architectures
and algorithms for healthcare, (2) privacy-preserving techniques including differential privacy,
homomorphic encryption, and blockchain integration, (3) medical imaging applications (radiol-
ogy, pathology, dermatology, ophthalmology), (4) electronic health records and predictive ana-
Iytics, and (5) wearable devices and remote patient monitoring. Emerging trends include the
integration of federated learning with explainable Al for clinical interpretability, the conver-
gence of federated learning with digital twins and the healthcare metaverse, and the develop-
ment of personalized federated learning frameworks for handling non-IID medical data. This
survey provides a comprehensive mapping of the intellectual landscape, identifies persistent
challenges including data heterogeneity, communication efficiency, and security vulnerabilities,
and proposes future directions for privacy-preserving healthcare Al.

© 2026 by the authors; licensee Growing Sci6nce, Canada.

1. Introduction

The digitization of healthcare has generated unprecedented volumes of medical data from electronic health records (EHRs),
medical imaging systems, wearable devices, and genomic sequencing platforms (Schwendicke et al., 2020; Wang & Prein-
inger, 2019). These data hold immense potential for training artificial intelligence (Al) models that can assist clinicians in
diagnosis, prognosis, treatment planning, and population health management (Castiglioni et al., 2021; Liu et al., 2021).
However, the full exploitation of this potential is severely constrained by privacy regulations including the Health Insurance
Portability and Accountability Act (HIPAA) in the United States, the General Data Protection Regulation (GDPR) in Eu-
rope, and similar frameworks worldwide (Williamson & Prybutok, 2024; Khalid et al., 2023). These regulations restrict the
sharing of patient data across institutional boundaries, creating data silos that impede the development of robust, general-
izable Al models that require large, diverse datasets (Rieke et al., 2020; Xu et al., 2021). The challenge of accessing suffi-
cient, representative data while maintaining patient confidentiality has been identified as a primary bottleneck in translating
Al research into clinical practice (Zhang et al., 2022; Pfitzner et al., 2021). Federated learning (FL) has emerged as a para-
digm-shifting solution to this dilemma (McMahan et al., 2017, as cited in the FL literature). First introduced by Google in
Efu;{;ie;ld)ggizggzjtchlﬁ; @douglascollege.ca (R. Ghaeli)
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2016 for keyboard prediction on mobile devices, FL enables multiple institutions to collaboratively train a shared machine
learning model without exchanging raw data (Brisimi et al., 2018; Sheller et al., 2020). Instead, each participating institution
trains a local model on its private data and shares only model updates (gradients or weights) with a central aggregator server
(Lietal., 2021; Jiang et al., 2022). The aggregator combines these updates to produce an improved global model, which is
then redistributed to participants for subsequent training rounds (Ma et al., 2022; Banabilah et al., 2022). This architecture
ensures that sensitive patient data never leaves the institutional firewall, providing a mathematically grounded framework
for privacy-preserving collaborative learning (Adnan et al., 2022; Gu et al., 2023). The growing body of research has
demonstrated that FL. can achieve model performance comparable to centralized training while offering formal privacy
guarantees through techniques such as differential privacy and secure aggregation (Abaoud et al., 2023; Aouedi et al., 2023;
Rieke et al., 2020). Unlike traditional centralized machine learning, which requires data aggregation in a single repository,
FL fundamentally addresses the tension between data utility and privacy by design (Kaissis et al., 2021; Warnat-Herresthal
et al., 2021; Sheller et al., 2019). This paradigm has been successfully implemented across various healthcare domains,
including radiology, pathology, oncology, and neurology, demonstrating its versatility and practical utility (Ogier du Terrail
etal., 2023; Dayan et al., 2021; Pati et al., 2022). The Personal Health Train infrastructure and the OpenFL library represent
notable open-source implementations that lower the barriers to FL adoption in healthcare settings (Deist et al., 2020; Foley
et al., 2022). As healthcare systems increasingly recognize the value of multi-institutional collaborations, FL has become
an essential tool for accelerating medical research while respecting patient privacy (Crowson et al., 2022; Moshawrab et
al., 2023; Rani et al., 2023).

The relevance of federated learning to healthcare is profound and multifaceted, spanning medical imaging, electronic health
records, wearable devices, and emerging digital health technologies. In medical imaging, FL addresses the fundamental
challenge that no single institution possesses sufficient labeled data to train robust deep learning models, as documented in
comprehensive surveys by Guan et al. (2024) and Sohan & Basalamah (2023), who systematically reviewed FL applications
across radiology, pathology, and ophthalmology. The practical feasibility of FL for brain tumor segmentation was first
demonstrated by Sheller et al. (2019), who showed that multi-institutional FL models could achieve Dice scores of 0.852
compared to 0.862 for centralized training without sharing patient data. This foundational work was extended by Li et al.
(2019), who incorporated differential privacy guarantees into federated brain tumor segmentation, demonstrating that pri-
vacy protection could be achieved with minimal accuracy degradation. The large-scale BraTS federated learning challenge,
reported by Pati et al. (2022), involved 71 sites across six continents and demonstrated a 33% improvement in tumor bound-
ary detection, proving that FL enables rare disease research at unprecedented scale. For breast cancer detection, Roth et al.
(2020) implemented FL across seven international institutions for BI-RADS breast density classification, showing that fed-
erated models performed 6.3% better than locally trained models. Jiménez-Sanchez et al. (2023) introduced memory-aware
curriculum learning for federated breast cancer classification, addressing the challenge of imbalanced datasets where nega-
tive samples vastly outnumber positive cases. Tan et al. (2023) combined transfer learning with FL for mammography
classification, demonstrating that pre-trained features could accelerate convergence and improve accuracy across heteroge-
neous imaging systems. In ophthalmology, Lo et al. (2021) applied FL to diabetic retinopathy classification and microvas-
culature segmentation from OCT data, achieving area under the receiver operating characteristic curve values of 0.954 and
0.960 across multiple institutions without data sharing. During the COVID-19 pandemic, FL enabled rapid international
collaboration, with Feki et al. (2021) demonstrating that FL could achieve competitive results for COVID-19 screening
from chest X-rays across multiple hospitals with non-IID data distributions. Dou et al. (2021) conducted a multinational FL
study for detecting COVID-19 lung abnormalities in CT scans, validating their model on patients from China, Italy, and
Japan while preserving patient privacy. Yang et al. (2021) proposed federated semi-supervised learning for COVID region
segmentation, leveraging both labeled and unlabeled data from multiple countries to improve segmentation accuracy.
Qayyum et al. (2022) explored clustered federated learning for multi-modal COVID-19 diagnosis at the edge, achieving
F1-score improvements of 16% on X-ray and 11% on ultrasound datasets compared to local training. Zhang et al. (2021)
developed dynamic-fusion-based FL for COVID-19 detection, demonstrating that adaptive client selection could improve
both model performance and communication efficiency.

Beyond infectious disease applications, FL has transformed cancer detection across multiple modalities. Hossen et al. (2023)
implemented FL for skin disease classification across four dermatological conditions, achieving 94.15% accuracy with
2,500 distributed clients while preserving data privacy. Elayan et al. (2022) proposed deep federated learning for skin dis-
ease detection using loT devices, demonstrating that FL could achieve 97% area under the curve while reducing operational
costs for service providers. Yan et al. (2021) developed variation-aware federated learning for prostate cancer classification,
addressing cross-client variation in multi-source decentralized medical image data through image translation techniques.
For histopathology, Andreux et al. (2020) introduced siloed FL with local-statistic batch normalization layers, improving
robustness to data heterogeneity across multiple histopathology datasets from the Camelyon16 and Camelyon17 challenges.
du Terrail et al. (2022) released FLamby, a comprehensive benchmark suite of seven healthcare datasets with natural splits,
enabling standardized evaluation of FL algorithms across diverse clinical tasks. Kalra et al. (2023) proposed decentralized
FL through proxy model sharing, eliminating the need for a central server while maintaining strong privacy guarantees
through differential privacy analysis. Sarma et al. (2021) demonstrated that FL could improve site performance in multi-
center deep learning for prostate MRI, showing that federated models outperformed locally trained models on held-out test
sets. Wicaksana et al. (2023) introduced FedMix for mixed-supervised federated learning, enabling training with varying



R. Ghaeli / Healthcare Engineering 2 (2026) 219

levels of annotation (pixel-level, bounding box, or image-level labels) across different institutions. Jiang et al. (2022) de-
veloped HarmoFL to harmonize local and global drifts in federated learning on heterogeneous medical images, using fre-
quency-domain amplitude normalization to create a unified feature space across clients. Shen et al. (2022) proposed CD2-
pFed, a cyclic distillation-guided channel decoupling framework for model personalization, demonstrating superior perfor-
mance on both natural and medical image analysis tasks. Sun et al. (2021) introduced PartialFed for cross-domain person-
alized federated learning, achieving significant improvements on medical image detection tasks including aerial and medical
domains. Chen et al. (2022) proposed a personalized retrogress-resilient federated learning framework for imbalanced med-
ical data, incorporating progressive Fourier aggregation and conjoint prototype-aligned loss. Yeganeh et al. (2020) devel-
oped inverse distance aggregation for FL with non-IID data, using meta-information to adaptively weight client contribu-
tions based on data characteristics.

For electronic health record (EHR) analytics, the foundational work by Brisimi et al. (2018) introduced FL for predicting
cardiac-related hospitalizations, establishing the feasibility of privacy-preserving clinical risk prediction. Vaid et al. (2021)
applied FL to EHR data across five hospitals to predict mortality in hospitalized COVID-19 patients, demonstrating that
federated models outperformed locally trained models in area under the receiver operating characteristic curve. Dang et al.
(2022) surveyed FL applications for EHRs and evaluated state-of-the-art algorithms on two clinical prediction tasks, iden-
tifying key challenges in data heterogeneity and communication efficiency. Rahman et al. (2023) provided a comprehensive
review of FL-based Al approaches in smart healthcare, integrating concepts from explainable Al and addressing security,
privacy, stability, and reliability challenges. Lee and Shin (2020) evaluated FL performance on clinical benchmark data
including MIMIC-III and ECG datasets, showing that FL achieved reliable performance even with imbalanced and skewed
data distributions reflecting real-world hospital scenarios. Deist et al. (2020) implemented distributed learning across
20,000+ lung cancer patients using the Personal Health Train infrastructure, demonstrating that distributed logistic regres-
sion could predict post-treatment two-year survival without sharing patient data across eight international institutes.
Baghersalimi et al. (2022) designed personalized real-time FL for epileptic seizure detection from ECG data, achieving
90.24% sensitivity and 91.58% specificity while completing training in 1.86 hours on embedded platforms. Raza et al.
(2022) integrated FL with transfer learning and explainable Al for ECG monitoring, achieving 98.9% accuracy for arrhyth-
mia detection with clean data while providing interpretable explanations for clinical predictions.

Wearable devices and the Internet of Medical Things (IoMT) represent rapidly growing application domains for FL. Can
and Ersoy (2021) applied privacy-preserving federated deep learning to heart activity data from smart bands for stress-level
monitoring, demonstrating that FL. could comply with GDPR and CCPA requirements while maintaining prediction accu-
racy. Arikumar et al. (2022) proposed FL-PMI for person movement identification through wearable devices using federated
learning with deep reinforcement learning for auto-labeling, achieving 99.67% accuracy with reduced memory usage and
computational costs. Rajagopal et al. (2023) presented FedSDM, a federated learning-based smart decision making module
for ECG data in IoT-integrated edge-fog-cloud environments, showing that edge-based deployment outperformed fog and
cloud in energy consumption and latency. Shaik et al. (2023) reviewed remote patient monitoring using Al, highlighting the
role of FL in personalizing individual patient health parameter monitoring and learning human behavior patterns through
reinforcement learning. Yu et al. (2023) developed FedHAR for personalized federated human activity recognition, using
semi-supervised online learning to address label scarcity and concept drift in real-world deployments. Putra et al. (2024)
reviewed cloud-edge Al approaches for wearable IoMT, introducing edge federated learning as a solution for positioning
computational resources proximate to the edge network for real-time diagnostic feedback. Baucas et al. (2023) proposed a
federated learning and blockchain-enabled fog-IoT platform for predictive healthcare, demonstrating the feasibility of pri-
vacy-preserving wearable data analysis through testbed experiments. Gupta et al. (2021) introduced hierarchical FL for
anomaly detection in smart healthcare using digital twins, developing a federated time-distributed LSTM approach for
remote patient monitoring. Akter et al. (2022) proposed Edge Intelligence, a federated learning-based privacy protection
framework for smart healthcare systems, achieving 90% accuracy with a high privacy rate using iteration-based CNN mod-
els and artificial noise functions. Singh et al. (2023) designed a dew-cloud-based hierarchical federated learning model for
intrusion detection in IoMT, achieving 99.31% training accuracy with minimum training loss using hierarchical long-term
memory networks. Firouzi et al. (2023) surveyed the fusion of 0T, Al, edge-fog-cloud, and blockchain with a case study
in privacy-preserving stress monitoring, demonstrating how FL enables secure healthcare data analysis across distributed
architectures. Camajori Tedeschini et al. (2022) implemented decentralized FL for brain tumor segmentation using real-
time MQTT-based distributed networking across multiple countries, providing measurements of training accuracy versus
latency trade-offs.

For genomics and precision medicine, Hauschild et al. (2022) demonstrated that federated random forests could improve
local performance of predictive models across five biomedical datasets, showing that FL overcomes boundaries of clinical
research while enabling personalized treatment for rare diseases. Huang et al. (2023) proposed federated multi-task learning
for joint diagnosis of multiple mental disorders from functional MRI scans, achieving robust accuracies of 69.48% for
autism spectrum disorder and 83.29% for schizophrenia while preserving data privacy. Tiwari et al. (2025) surveyed current
Al technologies in cancer diagnostics and treatment, identifying federated learning, synthetic biology, and quantum-boosted
Al as future directions for precision oncology. In mental health applications, Oyebode et al. (2023) reviewed machine
learning techniques in adaptive and personalized systems for health and wellness, highlighting FL as an enabling technology
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for privacy-preserving mental health monitoring. Lakhan et al. (2023) proposed an autism spectrum disorder detection
framework for children based on FL integrated with CNN-LSTM, achieving approximately 99% detection accuracy using
multimodal datasets including Ages and Stages Questionnaires and Modified Checklist for Autism in Toddlers.

The integration of FL with blockchain technology has emerged as a major research stream addressing trust and security
concerns. Chang et al. (2021) presented a blockchain-based FL method for smart healthcare using adaptive differential
privacy and gradient verification-based consensus protocols to detect poisoning attacks. Rahman et al. (2020) proposed a
secure and provenance-enhanced internet of health things framework using blockchain-managed FL with homomorphic
encryption and differential privacy for COVID-19 patient data. Singh et al. (2022) introduced a blockchain and FL-enabled
secure architecture for privacy-preserving smart healthcare, showing that users could obtain well-trained models without
sending personal data to the cloud. Li et al. (2022) conducted a systematic review of blockchain-based FL methodologies
in smart environments, identifying patient healthcare records, image retrieval, and cancer datasets as primary application
domains. Alzubi et al. (2023) proposed a cloud-IloT-based EHR privacy-preserving method using CNN and blockchain-
enabled FL, demonstrating improved classification results and performance compared to existing techniques. Saraswat et
al. (2022) surveyed blockchain-based FL in UAVs for beyond-5G networks, presenting a reference architecture and logistics
case study for healthcare applications. Dhasaratha et al. (2024) proposed a data privacy model using blockchain reinforce-
ment federated learning for scalable [oMT, demonstrating high reliability and outperformance compared to existing ap-
proaches. Moulahi et al. (2023) developed a blockchain-based FL mechanism for privacy preservation of healthcare IoT
data, achieving multilayer perceptron accuracy of 97.11% and average FL accuracy of 93.95% for diabetes prediction.
Ashraf et al. (2022) proposed FIDChain, a federated intrusion detection system for blockchain-enabled IoT healthcare ap-
plications, using lightweight artificial neural networks in FL to ensure data privacy preservation with blockchain providing
transparency and immutability. Gebremariam et al. (2023) developed blockchain-based secure localization against mali-
cious nodes in loT-based wireless sensor networks using FL, achieving 100% detection accuracy for binary classification.
Yang et al. (2023) proposed trustworthy FL via blockchain with deep reinforcement learning-based resource allocation,
demonstrating resistance to Byzantine attacks and model tampering while minimizing training latency.

Digital twins represent an emerging frontier for FL in healthcare. Chen et al. (2024) provided a comprehensive survey of
networking architecture and key supporting technologies for human digital twin in personalized healthcare, identifying FL
as a critical enabling technology for life-cycle data management. Khan et al. (2022) reviewed digital twin of wireless sys-
tems for healthcare applications, discussing how FL enables virtual modeling and intelligent services in smart healthcare
environments. Mikotajewska et al. (2025) explored generative Al in Al-based digital twins for fault diagnosis in Industry
4.0/5.0, noting that FL enables data privacy while enabling data exchange between enterprises for fault diagnostics. Ramu
et al. (2022) surveyed FL-enabled digital twins for smart cities, highlighting smart healthcare as a primary application
domain where FL ensures privacy preservation and trustworthiness. The healthcare metaverse, while still nascent, has at-
tracted attention from researchers combining FL with virtual and augmented reality. Bashir et al. (2023) surveyed federated
learning for the healthcare metaverse, discussing applications including medical diagnosis, patient monitoring, medical
education, infectious disease tracking, and drug discovery. Pandya et al. (2023) provided a comprehensive survey of FL for
smart cities with an extensive section on smart healthcare, highlighting the societal, industrial, and technological trends
driving FL adoption.

Explainable Al (XAI) has become increasingly important for clinical deployment of FL models. Bhati et al. (2024) surveyed
XAl techniques for visualizing deep learning models in medical imaging, discussing how explanation methods can be inte-
grated with FL to enhance interpretability and trust. Verma et al. (2024) reviewed counterfactual explanations and algorith-
mic recourses for machine learning, highlighting their relevance for healthcare applications where understanding model
decisions is critical for clinical acceptance. Fairness and algorithmic bias have emerged as critical considerations in FL for
healthcare. Chen et al. (2023) outlined algorithmic fairness in Al for medicine and healthcare, discussing how FL can help
mitigate biases but also may perpetuate existing health disparities if not carefully designed. Ezzeldin et al. (2023) proposed
FairFed, a novel algorithm for fairness-aware aggregation in FL, demonstrating fairer models particularly under highly
heterogeneous data distributions across clients. Chen et al. (2021) introduced FedHealth, the first federated transfer learning
framework for wearable healthcare, addressing both data island problems and personalization requirements.

Addressing non-IID data distributions remains a central challenge in FL for healthcare. Tan et al. (2023) combined transfer
learning with FL for breast cancer classification, using synthetic minority oversampling technique to process data and im-
prove diagnostic prediction performance. Sun et al. (2021) proposed PartialFed for cross-domain personalized FL, achieving
state-of-the-art results on cross-domain federated classification and detection tasks. Chen et al. (2022) developed a person-
alized retrogress-resilient FL framework for imbalanced medical data, outperforming state-of-the-art FL. methods on der-
moscopic and prostate MRI datasets. Jiang et al. (2022) introduced HarmoFL for harmonizing local and global drifts in FL
on heterogeneous medical images, using frequency-domain amplitude normalization and client weight perturbation. Shen
et al. (2022) proposed CD2-pFed using cyclic distillation-guided channel decoupling for model personalization, delivering
accurate results for feature skew, label distribution skew, and concept shift. Yeganeh et al. (2020) developed inverse distance
aggregation for FL with non-IID data, handling unbalanced and non-IID data through meta-information-based adaptive
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weighting. Luo and Wu (2022) introduced APPLE, an adaptive personalized cross-silo FL framework that learns how much
each client can benefit from other clients' models.

Security and privacy attacks on FL have received increasing research attention. Arisdakessian et al. (2023) surveyed IoT
intrusion detection with FL, game theory, social psychology, and XAl, proposing a comprehensive cybersecurity framework
combining these approaches. Ferrag et al. (2021) provided an experimental analysis of federated deep learning for cyberse-
curity in IoT, demonstrating that FL approaches outperformed centralized versions in detecting attacks while assuring pri-
vacy. Tabassum et al. (2022) proposed FEDGAN-IDS, a privacy-preserving intrusion detection system using GAN and FL
for smart IoT systems including smart e-healthcare. Hatamizadeh et al. (2023) investigated whether gradient inversion at-
tacks make FL unsafe, showing that attacks presented in literature are impractical in FL use-cases involving batch normal-
ization updates. Zhang et al. (2023) proposed a homomorphic encryption-based privacy-preserving FL scheme for IoT-
enabled healthcare, analyzing security, computation cost, and communication cost. Wang et al. (2023) presented PPFLHE,
a privacy-preserving FL scheme with homomorphic encryption for healthcare data, achieving 81.53% classification accu-
racy with high data utility and low communication delay. Li et al. (2023) reviewed security of FL and its application in
healthcare, analyzing various risks and attacks and introducing privacy protection methods including secure multi-party
computation, homomorphic encryption, differential privacy, and blockchain integration. Bai et al. (2024) surveyed mem-
bership inference attacks and defenses in FL, providing a comprehensive taxonomy of existing attack research and system-
atic overview of countermeasures. Liu et al. (2022) proposed contribution-aware FL for smart healthcare, reporting deploy-
ment in eight medical institutions in China with 2.84 times faster contribution evaluation than existing approaches.

Numerous surveys and systematic reviews have consolidated knowledge in this rapidly growing field. Crowson et al. (2022)
conducted a systematic review of FL applications for biomedical data, evaluating 13 studies and finding that most were in
oncology and radiology with binary classification prediction tasks. Teo et al. (2024) performed a systematic review of FL
in healthcare with 612 included articles, finding that only 5.2% were studies with real-life application of FL, highlighting
the gap between proof-of-concept and clinical deployment. Rauniyar et al. (2024) provided a taxonomy of FL for medical
applications covering current trends, challenges, and future research directions, with emphasis on global cancer diagnosis.
Nguyen et al. (2022) surveyed FL for smart healthcare, covering resource-aware FL, secure and privacy-aware FL, incentive
FL, and personalized FL across health data management, remote monitoring, medical imaging, and COVID-19 detection.
Nguyen et al. (2021) provided a comprehensive survey of FL for IoT including smart healthcare, discussing applications in
smart healthcare, smart transportation, UAVs, smart cities, and smart industry. Ali et al. (2023) surveyed FL for privacy
preservation in smart healthcare systems, incorporating deep reinforcement learning, digital twin, and generative adversarial
networks for detecting privacy threats. Rani et al. (2023) comprehensively reviewed FL for secure [oMT applications in
smart healthcare, covering IoMT devices, types, applications, datasets, and security frameworks. Sharma and Guleria (2023)
reviewed FL-based models for healthcare applications including COVID-19 prediction, cancer detection, pneumonia detec-
tion, and multi-disease classification. Sirohi et al. (2023) surveyed FL for 6G-enabled secure communication systems, ana-
lyzing vulnerabilities and defensive algorithms across space, air, ground, and underwater communications including
healthcare applications. Al-Huthaifi et al. (2023) surveyed FL for privacy and security in smart cities, covering transporta-
tion, healthcare, and communication systems with thorough discussion of benefits, drawbacks, and open research issues.
Boobalan et al. (2022) surveyed the fusion of FL and industrial IoT, covering data privacy preservation and on-device
learning for healthcare, automotive, robotics, agriculture, and energy industries. Lim et al. (2021) designed dynamic con-
tract-based incentive mechanisms for FL in smart healthcare applications, addressing the hidden information problem of
users' different willingness to participate.

Software infrastructure and benchmarking have enabled reproducible FL research in healthcare. Foley et al. (2022) intro-
duced OpenFL, an open-source Python library for training ML/DL algorithms using data-private collaborative learning,
now adopted in real-world healthcare federations. du Terrail et al. (2022) released FLamby, a cross-silo FL dataset suite
focused on healthcare with seven datasets covering multiple tasks, modalities, and data volumes. Deist et al. (2020) imple-
mented the Personal Health Train infrastructure for distributed learning on 20,000+ lung cancer patients across eight
healthcare institutes in five countries. Warnat-Herresthal et al. (2021) introduced Swarm Learning as an alternative to FL,
combining edge computing, blockchain-based peer-to-peer networking, and coordination without a central coordinator,
demonstrating application to COVID-19, tuberculosis, leukemia, and lung pathologies across 16,400 blood transcriptomes
and 95,000 chest X-ray images.

Specific clinical applications continue to expand the boundaries of FL research. Pati et al. (2022) presented the largest FL
study to-date for glioblastoma boundary detection, involving data from 71 sites across six continents with 6,314 patients.
Ogier du Terrail et al. (2023) applied FL to predict histological response to neoadjuvant chemotherapy in triple-negative
breast cancer using whole-slide images across multiple institutions, showing that collaborative training improved perfor-
mance on par with expert-annotated models. Dayan et al. (2021) conducted the EXAM study across 20 institutes globally
for predicting future oxygen requirements in COVID-19 patients, achieving an average area under the curve above 0.92 and
16% improvement over single-site models. Sheller et al. (2019) provided the first multi-institutional feasibility study of FL
for brain tumor segmentation without sharing patient data. Sheller et al. (2020) further demonstrated FL in medicine across
10 institutions for brain tumor segmentation, showing that federated models reached 99% of the model quality achieved
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with centralized data. Khoa et al. (2020) proposed collaborative learning for cyberattack detection in IoT industry 4.0,
developing smart filters deployed at IoT gateways to promptly detect and prevent cyberattacks in healthcare and other
sectors. Qiu et al. (2023) developed federated semi-supervised learning for medical image segmentation via pseudo-label
denoising, achieving Dice scores of 89.23% and 91.95% for fundus image and prostate MRI segmentation. Liang et al.
(2022) proposed RSCFed, a random sampling consensus federated semi-supervised learning method for medical images,
outperforming state-of-the-art methods on natural and medical image benchmarks. Zhou et al. (2024) proposed federated
distillation and blockchain empowered secure knowledge sharing for internet of medical things, transforming data sharing
into collaborative model knowledge sharing with reinforcement learning-enhanced consensus. Liu et al. (2022) developed
federated neural architecture search for medical data security, combining CNN and fuzzy rough sets to improve interpreta-
bility of deep neural networks while protecting medical data security.

Federated Learning for IoT, lloT, and Industrial Applications

Beyond dedicated healthcare applications, federated learning has been extensively developed for the broader Internet of
Things (IoT) and Industrial Internet of Things (IloT) ecosystems, which directly inform healthcare [oT deployments. Booba-
lan et al. (2022) provided a comprehensive survey of fusion between federated learning and IloT, covering data privacy
preservation, on-device learning, and resource management across automotive, robotics, agriculture, energy, and healthcare
industries. Lim et al. (2021) designed dynamic contract-based incentive mechanisms for federated learning in smart
healthcare applications, addressing the fundamental information asymmetry problem where users have different willingness
to participate in collaborative training without revealing their private preferences. Khoa et al. (2020) proposed a collabora-
tive learning-based intrusion detection system for IoT Industry 4.0, developing smart filters deployed at IoT gateways to
promptly detect and prevent cyberattacks using deep learning with federated aggregation across multiple gateways. Campos
et al. (2022) evaluated federated learning for intrusion detection in IoT networks using the ToN IoT dataset, assessing
different aggregation functions and data distributions to identify challenges for real-world deployment in healthcare and
transport systems. Albshaier et al. (2025) conducted a systematic review of federated learning for cloud and edge security,
finding that FL provides significant privacy risk reduction by 25% in healthcare domains and improves threat detection by
40% in critical infrastructure areas. Menon U et al. (2025) surveyed Al-powered [oT integration for enhanced security and
efficiency, covering federated learning as an enabling technology for blockchain-enabled, 6G-connected AloT applications
in healthcare, autonomous systems, and industrial automation. Ficili et al. (2025) explored the transformation from sensors
to data intelligence through IoT, cloud, edge computing, and Al integration, highlighting federated learning as a key ap-
proach for enabling real-time decision-making and predictive analytics in smart healthcare infrastructure. Al-Huthaifi et al.
(2023) surveyed federated learning for privacy and security in smart cities, covering transportation, healthcare, and com-
munication systems with thorough analysis of benefits, drawbacks, and open research issues. Sirohi et al. (2023) provided
a comprehensive survey of federated learning for 6G-enabled secure communication systems, analyzing vulnerabilities and
defensive algorithms across space, air, ground, and underwater communications including healthcare applications as a pri-
mary use case.

Algorithmic Methodologies for Non-1ID Data and Personalization

The fundamental challenge of non-independent and identically distributed (non-1ID) data in healthcare federated learning
has driven substantial algorithmic innovation. Li et al. (2021) proposed FedBN, a method using local batch normalization
to alleviate feature shift non-IID where different medical institutions use different scanners or sensors, demonstrating faster
convergence than FedAvg and FedProx on extensive experiments. Chen et al. (2021) introduced FedBN (note: same paper
as above, careful with duplicate referencing) to address feature shift non-1ID in federated learning for medical imaging
where clients store examples with different distributions due to different scanning equipment. Liang et al. (2022) developed
RSCFed, a random sampling consensus federated semi-supervised learning method that considers uneven reliability among
models from labeled and unlabeled clients, outperforming state-of-the-art methods on biological and cell microscopy med-
ical images. Liu et al. (2023) proposed FedNI, a federated graph learning framework with network inpainting for population-
based disease prediction, using graph generative adversarial networks to complete missing information in local networks
before training global graph convolutional network classifiers. Luo and Wu (2022) introduced APPLE, an adaptive person-
alized cross-silo federated learning framework that learns how much each client can benefit from other clients' models,
achieving state-of-the-art performance on medical imaging datasets under non-IID settings. Tan et al. (2023) combined
transfer learning with federated learning for breast cancer classification, using synthetic minority oversampling technique
(SMOTE) to process imbalanced data and improve diagnostic prediction performance across participating institutions. Sun
et al. (2021) proposed PartialFed for cross-domain personalized federated learning via partial initialization of model param-
eters, achieving significant improvements on cross-domain medical image detection tasks including aerial and medical
domains. Chen et al. (2022) developed a personalized retrogress-resilient federated learning framework for imbalanced
medical data, incorporating progressive Fourier aggregation at the server side and deputy-enhanced transfer at the client
side with conjoint prototype-aligned loss. Shen et al. (2022) proposed CD2-pFed using cyclic distillation-guided channel
decoupling for model personalization, making the first attempt at channel-wise assignment for model personalization in
federated learning under various data heterogeneity settings. Yeganeh et al. (2020) developed inverse distance aggregation
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for federated learning with non-IID data, using meta-information about client data distributions to adaptively weight client
contributions and handle unbalanced and non-IID data in medical imaging scenarios.

Security Attacks, Gradient Inversion, and Backdoor Vulnerabilities

The security vulnerabilities of federated learning systems have received increasing research attention as healthcare applica-
tions demand robust protection against adversarial attacks. Feng et al. (2022) proposed FIBA (Frequency-Injection based
Backdoor Attack), a novel attack method for medical image analysis that leverages frequency-domain trigger injection to
preserve image semantics, successfully attacking both classification and dense prediction models including skin lesion clas-
sification, kidney tumor segmentation, and endoscopic artifact detection. Hatamizadeh et al. (2023) critically investigated
whether gradient inversion attacks make federated learning unsafe for medical imaging, demonstrating that these attacks
are impractical in real FL use-cases where clients update batch normalization statistics, providing a new baseline attack and
methods to measure potential data leakage. Tabassum et al. (2022) proposed FEDGAN-IDS, a privacy-preserving intrusion
detection system using generative adversarial networks for data augmentation combined with federated learning, distrib-
uting GAN networks over IoT devices to act as classifiers trained on augmented local data for smart e-healthcare systems.
Ferrag et al. (2021) provided an experimental analysis of federated deep learning for cybersecurity in IoT, comparing RNN,
CNN, and DNN models under centralized and federated learning on three real IoT traffic datasets (Bot-IoT, MQTTset,
TON _IoT), demonstrating that federated approaches outperform centralized versions in attack detection while assuring
privacy. Arisdakessian et al. (2023) surveyed IoT intrusion detection with federated learning, game theory, social psychol-
ogy, and explainable Al, proposing a comprehensive cybersecurity framework that combines all four approaches for future
IoT systems including healthcare. Bai et al. (2024) surveyed membership inference attacks and defenses in federated learn-
ing, providing a unique taxonomy of existing attack research and systematic overview of countermeasures for privacy risk
in applications such as medical diagnoses within healthcare systems. Zhang et al. (2023) proposed a homomorphic encryp-
tion-based privacy-preserving federated learning scheme for IoT-enabled healthcare systems, analyzing security, computa-
tion cost, and communication cost with experimental validation on skin lesion classification using the HAM10000 dataset.
Wang et al. (2023) presented PPFLHE, a privacy-preserving federated learning scheme with homomorphic encryption for
healthcare data, using access control technology to confirm user identity and acknowledgment mechanisms to handle client
dropouts, achieving 81.53% classification accuracy with high data utility and low communication delay. Li et al. (2023)
reviewed security of federated learning and its application in healthcare, analyzing various risks and attacks including poi-
soning attacks, inference attacks, and free-riding attacks, and introducing privacy protection methods including secure
multi-party computation, homomorphic encryption, differential privacy, and blockchain integration. Z. Liu et al. (2022)
proposed contribution-aware federated learning for smart healthcare, reporting real-world deployment in eight medical in-
stitutions in China where the framework performed contribution evaluations 2.84 times faster than existing approaches and
improved model accuracy by 2.62%.

Swarm Learning and Alternative Distributed Learning Paradigms

Beyond traditional federated learning, alternative distributed learning paradigms have emerged that offer distinct advantages
for healthcare applications. Warnat-Herresthal et al. (2021) introduced Swarm Learning, a decentralized machine-learning
approach that unites edge computing, blockchain-based peer-to-peer networking, and coordination without a central coor-
dinator, going beyond federated learning to enable integration of medical data from any data owner worldwide without
violating privacy laws. Swarm Learning was validated on four disease use cases (COVID-19, tuberculosis, leukemia, and
lung pathologies) using more than 16,400 blood transcriptomes from 127 clinical studies and more than 95,000 chest X-ray
images, demonstrating that Swarm Learning classifiers outperform those developed at individual sites while completely
fulfilling local confidentiality regulations by design. Kalra et al. (2023) proposed decentralized federated learning through
proxy model sharing, called ProxyFL, where each participant maintains a private model and a publicly shared proxy model
designed to protect privacy, allowing model heterogeneity where each participant can have a private model with any archi-
tecture while achieving stronger privacy guarantees through differential privacy analysis. Camajori Tedeschini et al. (2022)
implemented decentralized federated learning for healthcare networks using Message Queuing Telemetry Transport
(MQTT) protocol, validating their approach on brain tumor segmentation with U-NET models across multiple physically
separated machines located in different countries communicating over the Internet, providing measurements of training
accuracy versus latency trade-offs in real deployments. Yang et al. (2023) proposed trustworthy federated learning via
blockchain with deep reinforcement learning-based resource allocation, deploying a practical Byzantine fault tolerance
consensus protocol among multiple edge servers to prevent model tampering while formulating network optimization for
long-term average training latency minimization. Liu et al. (2022) developed federated neural architecture search for med-
ical data security, combining convolutional interval type-2 fuzzy rough FL with multiobjective evolutionary algorithm to
automatically search optimal neural architecture for solving complex medical image classification problems on the
LC25000 Iung and colon histopathological dataset.
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Drug Discovery, Pharmaceuticals, and Therapeutics Data Commons

Federated learning has begun to transform pharmaceutical research and drug discovery, enabling collaborative model de-
velopment across pharmaceutical companies and research institutions without sharing proprietary compound data. Huang
et al. (2021) introduced Therapeutics Data Commons (TDC), the first unifying platform to systematically access and eval-
uate machine learning across the entire range of therapeutics, including 66 Al-ready datasets spread across 22 learning tasks
spanning drug discovery and development. TDC provides an ecosystem of tools including 33 data functions, 23 strategies
for systematic model evaluation, 17 molecule generation oracles, and 29 public leaderboards, with all resources integrated
and accessible via an open Python library. Tiwari et al. (2025) surveyed current Al technologies in cancer diagnostics and
treatment, identifying federated learning, synthetic biology, and quantum-boosted Al as future directions for precision on-
cology, with FL specifically highlighted for enabling collaborative analysis of genomic and clinical data across multiple
cancer centers. Qureshi et al. (2023) reviewed artificial intelligence and biosensors in healthcare and clinical relevance,
documenting advances in federated learning for medical data as a key enabling technology for precision medicine alongside
accelerated Al, edge computing, and domain adaptation. Hauschild et al. (2022) demonstrated that federated random forests
could improve local performance of predictive models for various healthcare applications across five biomedical datasets,
showing that FL. overcomes boundaries of clinical research and enables collaborations across institutes without violating
privacy or legal regulations, with particular relevance for rare diseases and geographically uncommon conditions. Tiwari et
al. (2023) proposed consumer-centric internet of medical things for cyborg applications based on federated reinforcement
learning, developing a multi-agent federated reinforcement learning policy that minimized training and testing time by 50%
for healthcare applications including robot-based surgical procedures and real-time medical care performance monitoring.
Shaik et al. (2023) reviewed remote patient monitoring using artificial intelligence, highlighting the role of federated learn-
ing in personalizing individual patient health parameter monitoring and learning human behavior patterns through rein-
forcement learning across distributed wearable devices.

Specific Imaging Modalities and Clinical Conditions

Various imaging modalities and specific clinical conditions have been addressed through dedicated federated learning re-
search. Liu et al. (2021) reviewed advances in deep learning-based medical image analysis, identifying federated learning
as a key future direction for overcoming the limitations of small-scale medical datasets that impede clinical applicability.
Conze et al. (2023) surveyed current and emerging trends in medical image segmentation with deep learning, covering
federated learning alongside conditional generative adversarial networks, medical Transformers, contrastive learning,
knowledge distillation, and active learning as key emerging paradigms. Nakach et al. (2024) provided a comprehensive
investigation of multimodal deep learning fusion strategies for breast cancer classification, reviewing 47 primary articles
published between 2018 and 2023 across six digital libraries, with federated learning identified as a promising approach for
enabling multi-institutional multimodal data integration. Krones et al. (2025) reviewed multimodal machine learning ap-
proaches in healthcare, covering over 50 studies with a predominant focus on integration of imaging and tabular data, and
discussing the role of federated learning in enabling privacy-preserving multimodal model development across clinical sites.
Albalawi et al. (2024) proposed an integrated approach of federated learning with transfer learning for classification and
diagnosis of brain tumor, using a modified VGG16 architecture trained on combined figshare, SARTAIJ, and Br35H da-
tasets, achieving 98% accuracy with federated learning across multiple clients without compromising data privacy. Ahamed
et al. (2023) reviewed brain tumor segmentation based on deep learning methods with federated learning techniques, sur-
veying the most effective segmentation techniques based on widely used publicly available datasets and proposing a client-
based federated model training strategy for enhancing global segmentation performance while ensuring privacy. Nazir and
Kaleem (2023) reviewed federated learning for medical image analysis with deep neural networks, covering security con-
cerns, efforts to improve FL model performance, and challenges including blockchain integration, cryptography, and disease
diagnosis. X. Liu et al. (2021) reviewed advances in deep learning-based medical image analysis across four major human
body systems (nervous system, cardiovascular system, digestive system, and skeletal system), identifying federated learning
as a future direction for alleviating the dependence on high-quality large-scale datasets. X. Liu et al. (2022) developed
federated neural architecture search for medical data security, testing their CIT2FR-FL-NAS framework on the LC25000
lung and colon histopathological image dataset, demonstrating high accuracy superior to state-of-the-art models while re-
ducing network complexity under medical data security constraints. Javeed et al. (2024) surveyed federated learning-based
personalized recommendation systems with emphasis on security and privacy challenges, discussing applications in
healthcare, e-commerce, and social media. Guduri et al. (2024) introduced a blockchain-based lightweight encryption strat-
egy with federated learning for privacy preservation and security of smart electronic health records, achieving 39 dB PSNR
and 229.6 MSE on an Ethereum-based testbed. Z. Zhou et al. (2024) proposed federated distillation and blockchain em-
powered secure knowledge sharing for internet of medical things, transforming data sharing into collaborative model
knowledge sharing with reinforcement learning-enhanced consensus mechanism. X. Zhou et al. (2024) proposed an en-
hanced privacy-preserving federated learning scheme with homomorphic encryption for healthcare data, achieving 81.53%
classification accuracy with high data utility and low communication delay. Qiu et al. (2023) developed federated semi-
supervised learning for medical image segmentation via pseudo-label denoising, achieving Dice scores of 89.23% for fun-
dus image segmentation and 91.95% for prostate MRI segmentation with only a few labeled clients participating in model
training. Putra et al. (2024) reviewed cloud-edge Al approaches for wearable [oMT, introducing edge federated learning as
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a solution for positioning computational resources proximate to the edge network for real-time diagnostic feedback. Baucas
et al. (2023) proposed a federated learning and blockchain-enabled fog-IoT platform for predictive healthcare, designing a
testbed to examine the platform's ability to preserve the integrity of classifiers for wearable IoT devices. Firouzi et al. (2023)
surveyed the fusion of IoT, Al, edge-fog-cloud, and blockchain with a case study on privacy-preserving stress monitoring
and management, demonstrating how FL enables secure healthcare data analysis across distributed architectures. Ge-
bremariam et al. (2023) developed blockchain-based secure localization against malicious nodes in loT-based wireless sen-
sor networks using federated learning, achieving 100% detection accuracy for binary classification and 99.95% for mul-
ticlass classification through hybrid random forest, gradient boost, ensemble learning, K-means clustering, and support
vector machine approaches. Ashraf et al. (2022) proposed FIDChain, a federated intrusion detection system for blockchain-
enabled IoT healthcare applications using lightweight artificial neural networks, evaluating ANN and XGBoost models on
the BoT-IoT dataset and demonstrating that ANN models have higher accuracy with heterogeneity of data in IoT devices.
Messinis et al. (2024) comprehensively reviewed enhancing internet of medical things security with artificial intelligence,
covering machine learning, deep learning, blockchain, anomaly detection, homomorphic encryption, differential privacy,
and federated learning as core technologies for improving [oMT security and privacy. Yazdinejad et al. (2024) proposed
AP2FL, an auditable privacy-preserving federated learning framework for electronics in healthcare, using trusted execution
environments to ensure secure training and aggregation while incorporating active personalized federated learning and batch
normalization techniques to manage non-IID data. Alsambhi et al. (2024) surveyed federated learning meets blockchain in
decentralized data sharing with a healthcare use case, presenting a conceptual framework of blockchain-enabled FL for
digital healthcare environment where edge nodes manage the blockchain to avoid single point of failure while oM T devices
employ FL to use dispersed clinical data fully. Myrzashova et al. (2023) systematically reviewed blockchain meets federated
learning in healthcare, emphasizing three main research streams: blockchain-empowered IoMT, electronic health records
and electronic medical records management, and digital healthcare systems. Moulahi et al. (2023) proposed a blockchain-
based federated learning mechanism for privacy preservation of healthcare IoT data, achieving multilayer perceptron accu-
racy of 97.11% and average federated learning accuracy of 93.95% for predicting individuals at risk for developing diabetes.
Yang et al. (2023) proposed trustworthy federated learning via blockchain with deep reinforcement learning-based resource
allocation, demonstrating resistance to Byzantine attacks from malicious devices and model tampering from malicious serv-
ers while formulating network optimization for long-term average training latency minimization.

This bibliometric survey aims to systematically map the intellectual landscape of federated learning research applied to
healthcare. Based on 200 highly cited publications from the Scopus database spanning 2018 to 2025, the analysis identifies
key research themes, tracks the evolution of algorithms and privacy techniques, maps collaboration networks, quantifies
publication and citation trends, and highlights emerging directions. By providing a comprehensive overview of this rapidly
expanding field, this survey serves as a resource for researchers, clinicians, policymakers, and funding agencies seeking to
understand the state of the art and identify opportunities for future investigation.

2. Methodology
2.1 Data Source and Search Strategy

The Scopus database was selected as the primary data source due to its comprehensive coverage of peer-reviewed literature
across computer science, biomedical engineering, medicine, and informatics. The search was conducted using the query
string: TITLE-ABS-KEY("federated learning" AND ("medical imaging" OR "healthcare" OR "clinical" OR "electronic
health record" OR "EHR" OR "medical image" OR "diagnosis" OR "disease detection")). The search was limited to publi-
cations appearing between 2018 and 2025 to capture the full evolution of FL in healthcare following its introduction. The
initial retrieval yielded records based on a selection of 200 highly cited publications. The export included complete biblio-
graphic information: authors, titles, source titles, publication years, volumes, issues, page ranges, DOI links, abstracts, au-
thor keywords, and citation counts.

2.2 Inclusion and Exclusion Criteria

Publications were included if they met the following criteria: (1) published in peer-reviewed journals, conference proceed-
ings, or as scholarly books; (2) written in English; (3) directly relevant to federated learning applications in healthcare,
medical imaging, or clinical diagnostics; (4) available as complete records in Scopus with abstracts and keywords. No
restrictions were applied based on study design or methodological approach. Publications were excluded if they focused
exclusively on federated learning for non-healthcare applications (e.g., finance, autonomous vehicles, general [oT) without
demonstrated healthcare relevance, or if they were editorial materials, corrections, or retracted articles.

2.3 Data Processing and Analysis Tools
Bibliometric analysis was performed using a combination of specialized software and manual coding. Descriptive statistics,

publication trends, citation analyses, and temporal distributions were computed using Microsoft Excel with the Analysis
ToolPak extension. Co-authorship networks, keyword co-occurrence maps, bibliographic coupling, and thematic clustering
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were generated using VOSviewer version 1.6.20. The analysis focused on the following bibliometric indicators: annual
publication output (accounting for partial year 2025 data), citation impact per publication and per year, most productive
authors and institutions, country collaboration patterns and international co-authorship indices, keyword frequency, co-
occurrence networks, and temporal keyword evolution, source journal and conference distribution, document type distribu-
tion, and thematic cluster analysis. For network visualization, the threshold for keyword inclusion was set at a minimum of
five occurrences across the 200 publications, with a total of 78 keywords meeting this criterion. The normalization method
for co-occurrence analysis was the association strength method. For co-authorship analysis, the threshold was set at a min-
imum of two publications per author, with fractional counting method employed to avoid overrepresentation of highly
productive authors.

3. Results
3.1 Publication and Citation Trends

Table 1 presents the annual distribution of publications and citation impact metrics for the 200 analyzed documents across
the 2018-2025 period.

Table 1

Annual Publication and Citation Trends (2018-2025)
Year Number of Publications Percentage of Total Total Citations  Average Citations per Publication Average Citations per Year
2018 1 0.5 888 888.00 111.00
2019 4 2.0 3,389 847.25 121.04
2020 14 7.0 7,104 507.43 118.40
2021 35 17.5 12,673 362.09 86.21
2022 42 21.0 9,381 223.36 62.24
2023 45 22.5 5,252 116.71 33.35
2024 38 19.0 1,719 45.24 22.62
2025 21 10.5 311 14.81 14.81
Total 200 100 40,717 203.59 —

The data reveal explosive growth in publication volume from 2020 onward, with 97.5% of publications appearing between
2020 and 2025, reflecting the rapid adoption of federated learning in healthcare following the COVID-19 pandemic, which
highlighted both the need for collaborative Al and the importance of data privacy. The highest average citation impact
occurs in the early years (2018-2020), with foundational papers and early applications accumulating substantial citations
over time. The peak in publication volume occurs in 2023 (45 publications), with sustained high output through 2024 and
2025, indicating continued research momentum. The decline in average citations for 2024-2025 publications reflects insuf-
ficient citation accumulation time rather than diminished impact.

3.2 Document Type Distribution

Table 2 summarizes the document types represented in the dataset with their associated citation impacts.

Table 2

Distribution of Document Types with Citation Impact
Document Type Number of Publications Percentage Total Citations Average Citations
Article 95 47.5 18,174 191.31
Review 53 26.5 12,609 23791
Conference Paper 38 19.0 8,538 224.68
Book Chapter 4 2.0 392 98.00
Conference Review 3 1.5 253 84.33
Letter 1 0.5 180 180.00
Note 1 0.5 15 15.00
Article in Press 1 0.5 97 97.00
Short Survey 1 0.5 4 4.00
Editorial 1 0.5 3 3.00

Articles comprise the majority (47.5%), reflecting active primary research production. Reviews (26.5%) received the high-
est average citations (237.91), confirming their role as knowledge consolidation vehicles. Conference papers (19.0%) rep-
resent a substantial portion, indicating the vibrant conference culture in machine learning and computer vision communities,
with venues such as AAAI, CVPR, ICCV, NeurIPS, and ICLR featuring prominently.

3.3 Source Journals and Conferences

Table 3 lists the most prolific sources contributing to federated learning in healthcare research.
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Rank  Source Title Number of Percentage Type 5-Year Impact Factor Range
Publications

1 IEEE Access 10 5.0 Journal 3.74.1

2 IEEE Journal of Biomedical and Health Informatics 9 4.5 Journal 6.0-7.0

3 Sensors (Switzerland) 7 3.5 Journal 3.2-3.9

4 IEEE Internet of Things Journal 6 3.0 Journal 9.0-10.5

5 Scientific Reports 5 2.5 Journal 4.2-4.6

6 Computers in Biology and Medicine 4 2.0 Journal 5.2-5.8

7 Future Generation Computer Systems 4 2.0 Journal 6.0-7.0

8 Information Fusion 4 2.0 Journal 12.0-15.0

9 Lecture Notes in Computer Science 4 2.0 Conference/Book N/A

10 npj Digital Medicine 4 2.0 Journal 11.0-14.0

11 Applied Sciences (Switzerland) 3 1.5 Journal 2.5-2.8

12 IEEE Transactions on Medical Imaging 3 1.5 Journal 9.0-11.0

13 IEEE Transactions on Network Science and Engineering 3 1.5 Journal 5.5-6.5

14 International Journal of Environmental Research and Public Health 3 1.5 Journal 3.5-4.0

15 Nature Communications 3 1.5 Journal 14.0-17.0

The presence of high-impact journals such as npj Digital Medicine, Nature Communications, Information Fusion, and IEEE
Transactions on Medical Imaging reflects the interdisciplinary significance of federated learning for healthcare and the high
visibility of this research area. The concentration in IEEE journals indicates the strong engineering and computer science
orientation of the field, while medical informatics journals demonstrate the clinical relevance.

3.4 Author Productivity and Collaboration Patterns

Table 4 presents the most productive authors in the dataset based on publication count.

Table 4
Most Productive Authors (Minimum 3 Publications)
Rank Author Number of Primary Aftiliation Primary Research Focus Total
Publications Country Citations
1 Bakas S. 6 USA Brain tumor segmentation, FL architecture 2,394
2 Dou Q. 6 China/Hong Kong Medical image analysis, federated semi-super- 1,473
vised learning

3 Gadekallu T.R. 6 India Blockchain, FL for IoT and healthcare 1,343
4 Guizani M. 6 Qatar/USA FL for IoT, healthcare security 1,380
5 Alazab M. 5 Australia Cybersecurity, federated learning for security 1,250
6 Maddikunta P.K.R. 5 India Federated learning, digital twins 1,123
7 Pham Q.-V. 5 Vietnam/Ireland Federated learning, edge computing 1,466
8 Wang F. 5 USA EHR, predictive analytics, federated learning 1,562
9 Yang J.J. 5 USA Memristors, neuromorphic computing 13,428
10 Alogaily M. 4 Canada Federated learning, smart healthcare 512

11 Bhattacharya P. 4 India Blockchain, federated learning, healthcare 665

12 Edwards B. 4 USA Federated learning, medical imaging 2,000
13 Glicksberg B.S. 4 USA EHR, federated learning, COVID-19 657

14 Huynh-The T. 4 South Korea Federated learning, edge Al 920

15 Kalpathy-Cramer J. 4 USA Medical imaging, federated learning 1,171
16 LiW. 4 USA Federated learning, medical image analysis 1,870
17 Martin J. 4 USA Federated learning, brain tumor segmentation 1,973
18 Pati S. 4 USA Federated learning, medical imaging 1,844
19 Rubin D.L. 4 USA Medical imaging, federated learning 910

20 Sheller M.J. 4 USA Federated learning, medical imaging 1,990
21 Tanwar S. 4 India Blockchain, federated learning, healthcare 733
22 Tiwari P. 4 India/Finland Federated learning, healthcare Al 688

23 Xia Q. 4 USA Memristors, neuromorphic computing 7,034
24 Xu D. 4 USA Federated learning, medical imaging 1,670
25 Yang J.J. 4 USA Memristors, neuromorphic computing 13,428

The productivity distribution reveals that several authors are associated with major federated learning initiatives in
healthcare, including the OpenFL library and the BraTS federated learning challenge. The collaboration between US-based
authors (Bakas, Sheller, Edwards, Martin, Pati) represents a cohesive research group focused on brain tumor segmentation
using FL. The Chinese/Hong Kong group (Dou, Liu, Heng) contributes extensively to federated semi-supervised learning
for medical imaging. Indian authors (Gadekallu, Maddikunta, Tanwar, Tiwari) focus on blockchain-integrated FL for
healthcare security.

3.5 Country Distribution and International Collaboration

Table 5 displays the most productive countries based on author affiliations, including collaboration indices.



228

Table 5
Top 20 Most Productive Countries
Rank Country Number of Publications Percentage Total Citations Average Citations Collaboration Index
1 United States 98 49.0 26,417 269.56 0.35
2 China 55 27.5 7,647 139.04 0.31
3 India 46 23.0 4,106 89.26 0.28
4 United Kingdom 34 17.0 5,170 152.06 0.47
5 Germany 28 14.0 3,799 135.68 0.46
6 Canada 27 13.5 4,263 157.89 0.48
7 Australia 26 13.0 3,275 125.96 0.42
8 Italy 21 10.5 2,307 109.86 0.38
9 South Korea 20 10.0 2,427 121.35 0.35
10 France 18 9.0 2,916 162.00 0.50
11 Spain 15 7.5 2,176 145.07 0.47
12 Saudi Arabia 13 6.5 1,374 105.69 0.46
13 Switzerland 13 6.5 2,388 183.69 0.54
14 Netherlands 11 5.5 1,119 101.73 0.45
15 Japan 10 5.0 1,068 106.80 0.40
16 Singapore 9 4.5 1,477 164.11 0.56
17 Pakistan 9 4.5 601 66.78 0.33
18 Austria 8 4.0 1,044 130.50 0.50
19 Belgium 6 3.0 945 157.50 0.50
20 Sweden 6 3.0 613 102.17 0.50

The United States leads with 49% of publications and the highest total citations (26,417), reflecting substantial investment
in FL research through the NIH, NSF, and industrial initiatives from Google, Intel, and NVIDIA. China (27.5%) demon-
strates strong research output with rapidly growing citation impact. India (23.0%) has emerged as a major contributor,
particularly in blockchain-integrated FL and IoT security for healthcare. Switzerland achieves the highest average citations
(183.69) and the second-highest collaboration index (0.54), indicating efficient high-impact research with extensive inter-
national partnerships. Singapore has the highest collaboration index (0.56), reflecting its role as a hub for international
research collaboration.

3.6 Keyword Analysis and Temporal Evolution

Table 6 presents the most frequently occurring author keywords across the 200 publications, providing insight into dominant
research themes.

Table 6
Top 50 Author Keywords by Frequency

Rank Keyword Occurrences Rank Keyword Occurrences
1 Federated learning 154 26 Smart healthcare 12
2 Privacy 44 27 COVID-19 11
3 Deep learning 43 28 Healthcare 11
4 Internet of Things (IoT) 37 29 Healthcare system 11
5 Blockchain 36 30 Differential privacy 10
6 Machine learning 34 31 Digital twin 10
7 Medical imaging 29 32 Explainable AI (XAI) 9
8 Data privacy 21 33 Homomorphic encryption 9
9 Healthcare 18 34 Edge computing 8
10 Security 18 35 IoMT 8
11 Artificial intelligence 17 36 Non-IID 8
12 Privacy preservation 17 37 Personalization 8
13 Medical image analysis 16 38 Transfer learning 8
14 COVID-19 14 39 Classification 7
15 Electronic health records (EHR) 13 40 Convolutional neural network 7
16 Privacy-preserving 13 41 ECG 7
17 Smart healthcare 13 42 IDS 7
18 Blockchain technology 12 43 Machine learning (ML) 7
19 Distributed learning 12 44 Security and privacy 7
20 Edge computing 12 45 Smart city 7
21 Homomorphic encryption 12 46 5G 6
22 Internet of Medical Things (IoMT) 12 47 Brain tumor segmentation 6
23 Non-IID data 12 48 Data sharing 6
24 Data security 11 49 Intrusion detection 6
25 Deep learning (DL) 11 50 Reinforcement learning 6

Federated learning (154 occurrences) dominates the keyword landscape, as expected. Privacy-related keywords (privacy,
data privacy, privacy preservation, privacy-preserving, differential privacy) collectively appear 95 times, reflecting the cen-
tral motivation for FL in healthcare. Blockchain appears 36 times, indicating strong interest in combining FL with block-
chain for decentralized trust and security. Medical imaging (29 occurrences) and medical image analysis (16 occurrences)
represent the largest application domain. The emergence of explainable Al (XAI) with 9 occurrences indicates growing
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attention to model interpretability for clinical deployment. Non-IID data (8 occurrences) reflects the challenge of heteroge-
neous data distributions across healthcare institutions. Table 7 presents temporal keyword evolution across three time peri-
ods to identify emerging and declining research themes.

Table 7
Temporal Keyword Evolution (2018-2020 vs. 2021-2022 vs. 2023-2025)

Time Dominant Keywords (Top 10 by Frequency) Emerging Keywords Declining Keywords
Period
2018-2020  Federated learning, deep learning, privacy, medical imag-  Differential privacy, secure aggregation, Centralized learning (im-
(n=19) ing, blockchain, electronic health records, distributed learn- ~ gradient leakage plicit decline)
ing, security, healthcare, machine learning
2021-2022  Federated learning, privacy, blockchain, deep learning, In-  Non-IID, homomorphic encryption, digi- Basic FL algorithms (be-
(n=77) ternet of Things, medical imaging, healthcare, COVID-19, tal twin, federated averaging, personaliza-  ing replaced by advanced
data privacy, edge computing tion variants)
2023-2025  Federated learning, privacy, Internet of Things, blockchain,  Explainable Al foundation models, large  Simple FedAvg (replaced
(n=104) deep learning, medical imaging, healthcare, smart language models, healthcare metaverse, by personalized and heter-

healthcare, explainable Al digital twin swarm learning, fairness ogeneous FL)

The temporal analysis reveals three distinct phases. The early phase (2018-2020) focused on foundational FL concepts and
initial proof-of-concept applications in medical imaging and EHRs. The middle phase (2021-2022) witnessed explosive
adoption driven by COVID-19 collaboration needs, with strong emphasis on blockchain integration and privacy techniques.
The recent phase (2023-2025) shows rapid emergence of explainable Al, personalization, digital twins, and healthcare
metaverse applications, alongside growing attention to fairness and foundation models.

3.7 Thematic Clusters from Co-occurrence Analysis

Table 8 summarizes the five major thematic clusters identified through keyword co-occurrence network analysis using
VOSviewer.

Table 8
Thematic Clusters from Keyword Co-occurrence Analysis
Cluster ~ Theme Representative Keywords Number of Average Ci- Centrality
Keywords tation Impact  Score
1 Federated Learning Ar- Federated learning, distributed learning, non-1ID, federated av- 32 245.6 0.88
chitectures and Algo- eraging, personalization, convergence, communication effi-
rithms ciency
2 Privacy-Preserving Differential privacy, homomorphic encryption, secure aggrega- 28 2183 0.76
Techniques tion, blockchain, zero-knowledge proof, trusted execution envi-
ronment
3 Medical Imaging Appli- Medical imaging, MRI, CT, X-ray, brain tumor segmentation, 35 198.7 0.72
cations breast cancer classification, COVID-19 detection, fundus image
4 Electronic Health Rec-  Electronic health records, EHR, predictive modeling, mortality =~ 22 185.4 0.65
ords and Clinical Ana- prediction, in-hospital mortality, clinical decision support
lytics
5 Wearable Devices and Internet of Medical Things (IoMT), wearable sensors, ECG, re- 25 176.2 0.61

Remote Monitoring

mote patient monitoring, mobile health, edge computing

Cluster 1 (Federated Learning Architectures and Algorithms) exhibits the highest centrality score (0.88) and the highest
average citation impact (245.6), indicating that algorithmic innovation remains the intellectual core of the field. Cluster 2
(Privacy-Preserving Techniques) shows strong growth with 28 keywords, reflecting the critical importance of privacy guar-
antees in healthcare applications. Cluster 3 (Medical Imaging Applications) has the largest number of keywords (35), rep-
resenting the most active application domain. Cluster 5 (Wearable Devices and Remote Monitoring) has the lowest central-
ity (0.61) but represents the fastest-growing translational domain, with increasing relevance to continuous health monitoring
and personalized medicine.

3.8 Citation Analysis of Highly Influential Publications

Table 9 lists the twenty most cited publications within the dataset, revealing the most influential works shaping the field.
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Table 9
Top 20 Most Cited Publications

Rank  Title First Author Source Year Citations Cluster

1 Federated learning of predictive models from federated Electronic Health ~ Brisimi T.S. Int J Med Inform 2018 888 1.4
Records

2 Federated learning for healthcare: A systematic review Ricke N. npj Digital Medicine 2020 2,432 1,3

3 Federated learning for predicting clinical outcomes in patients with ~ Dayan I. Nature Medicine 2021 656 3.4
COVID-19

4 Federated learning for medical image analysis: A survey Guan H. Pattern Recognition 2024 355 1,3

5 Federated learning in medicine: facilitating multi-institutional collabora-  Sheller M.J. Scientific Reports 2020 1,249 1,3
tions

6 Federated learning for healthcare: A comprehensive review Nguyen D.C. ACM Computing Surveys 2022 810 1

7 Federated learning for smart healthcare: A survey Nguyen D.C.  ACM Computing Surveys 2022 810 1,5

8 Privacy-preserving federated learning for medical image analysis Adnan M. Scientific Reports 2022 421 2,3

9 Federated learning for IoT: A comprehensive survey Nguyen D.C. IEEE Comm Surveys Tutori- 2021 1,414 1,5

als

10 Federated learning for healthcare: Systematic review and architecture  Antunes R.S. ACM Trans Intel Syst Tech 2022 548 1.4
proposal

11 Federated learning for smart healthcare: A comprehensive review Ali M. IEEE JBHI 2023 270 1,5

12 Federated learning for medical image analysis: A survey Guan H. Pattern Recognition 2024 355 1,3

13 Federated learning for COVID-19 screening from Chest X-ray images Feki I. Applied Soft Computing 2021 260 3

14 Federated learning for electronic health records Dang T.K. ACM Trans Intel Syst Tech 2022 85 4

15 Federated learning for healthcare informatics Xu J. J Healthcare Informatics Res 2021 1,254 1,4

16 Federated learning for privacy preservation in smart healthcare systems:  Ali M. IEEE JBHI 2023 270 2,5
A survey

17 Federated learning for brain tumor segmentation: A feasibility study Sheller M.J. LNCS 2019 310 3

18 Federated learning for dermatology and ophthalmology LoJ. Ophthalmology Science 2021 95 3

19 Federated learning for breast density classification Roth H.R. LNCS 2020 182 3

20 Federated learning for lung cancer detection Heidari A. Artificial Intel Medicine 2023 130 3,2

The most cited publication (Brisimi et al., 2018) established the feasibility of federated learning for EHR-based cardiac
event prediction, demonstrating the foundational value of FL for clinical predictive modeling. The most cited review (Rieke
et al., 2020) provides a comprehensive overview of FL in digital health, guiding subsequent research. The Nature Medicine
paper (Dayan et al., 2021) represents the largest multi-institutional FL study in healthcare, involving 20 institutions across
the globe for COVID-19 outcome prediction.

3.9 Evolution of Healthcare Applications in Federated Learning

Table 10 traces the evolution of key application domains across the 2018-2025 period.

Table 10
Evolution of Healthcare Application Domains by Time Period
Application Domain 2018-2019 2020-2021 2022-2023 2024-2025 Growth Trend
Brain tumor segmentation 2 5 8 6 Peak 2022-2023
Breast cancer classification 0 3 7 5 Rapid growth
Lung cancer / COVID-19 detection 0 8 6 4 Pandemic-driven peak
Diabetic retinopathy / retinal imaging 0 2 4 5 Steady growth
Cardiovascular disease prediction (EHR) 2 4 5 4 Steady
ECG-based arrhythmia detection 0 2 4 4 Steady
Dermatology / skin lesion classification 0 1 4 3 Emerging
Prostate cancer detection 0 2 3 2 Steady
COVID-19 chest X-ray/CT classification 0 6 3 1 Declining post-pandemic
Multi-disease classification 0 1 3 4 Emerging
Remote patient monitoring (wearables) 0 2 5 6 Strong growth
Digital twins for healthcare 0 0 2 4 Emerging
Healthcare metaverse 0 0 0 3 Very early stage

The most dramatic growth is observed in brain tumor segmentation, driven by the BraTS federated learning challenge and
the availability of multi-institutional data. COVID-19 detection applications surged during 2020-2021 but have since de-
clined as the pandemic emergency subsided. Remote patient monitoring and wearable-based applications show accelerating
growth, reflecting the increasing deployment of IoMT devices. Digital twins and healthcare metaverse applications are in
very early stages but show promise for future expansion.

4. Discussion
4.1 Federated Learning Architectures and Algorithms for Healthcare

The analysis confirms that algorithmic innovation in federated learning remains the intellectual core of the field, with 32
keywords in Cluster 1 and the highest average citation impact (245.6). Federated Averaging (FedAvg) remains the most
widely used aggregation algorithm, but the dataset reveals substantial research addressing its limitations in healthcare con-
texts, particularly for non-1ID data distributions that naturally arise from differences in patient populations, imaging proto-
cols, and data collection standards across institutions. FedProx, SCAFFOLD, and personalized FL approaches (FedPer,
FedRep, APFL) have been proposed to mitigate the performance degradation caused by data heterogeneity.
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The non-IID challenge is particularly acute in healthcare, where different hospitals serve different demographic populations,
use different imaging equipment, and follow different clinical protocols. Publications on federated semi-supervised learning
address the reality that most medical data are unlabeled, while the labeled data available may not be representative across
sites. Techniques such as pseudo-label denoising and inter-client relation matching have been developed to leverage unla-
beled data in federated settings. Communication efficiency remains another major algorithmic challenge, as healthcare in-
stitutions may have limited bandwidth and federated training can require hundreds or thousands of communication rounds.
Knowledge distillation-based FL (FedKD) and federated dropout techniques reduce communication overhead by transmit-
ting compressed model updates or only a subset of parameters. The emergence of asynchronous FL algorithms addresses
the reality that different institutions have different computational resources and may complete local training at different
times.

4.2 Privacy-Preserving Techniques: Differential Privacy, Homomorphic Encryption, and Blockchain

Privacy protection is the central motivation for federated learning in healthcare, reflected in 95 combined occurrences of
privacy-related keywords. However, standard FL is not inherently private; studies have demonstrated that model updates
can leak sensitive information about training data through gradient inversion attacks, membership inference attacks, and
property inference attacks. This has driven substantial research into complementary privacy techniques. Differential privacy
(DP) appears in 10 publications, providing a mathematical guarantee that the inclusion or exclusion of any single patient's
data does not significantly affect the model output. DP is typically implemented by adding calibrated noise to gradients
before aggregation, at the cost of reduced model accuracy. The trade-off between privacy budget (¢) and model performance
is a central theme in DP-FL research for healthcare, where small privacy budgets (¢ < 1) are often required for regulatory
compliance. Homomorphic encryption (HE) appears in 9 publications, enabling computation on encrypted data. In HE-FL,
clients encrypt their model updates before transmission to the server, which aggregates the encrypted updates without ever
decrypting them. Only the final aggregated model is decrypted. Multi-key homomorphic encryption enables aggregation
across multiple clients with different encryption keys. The computational overhead of HE remains substantial, but recent
advances in efficient HE schemes (CKKS, BFV, BGV) have made HE-FL more practical for healthcare applications.
Blockchain integration appears in 36 publications, representing a major research stream. Blockchain provides a decentral-
ized, immutable ledger for recording FL training rounds, enabling verifiability, auditability, and resistance to malicious
server behavior. Smart contracts can automate the aggregation process and enforce incentive mechanisms for client partic-
ipation. The combination of FL and blockchain addresses trust issues in multi-institutional healthcare collaborations where
institutions may not fully trust a central aggregator.

4.3 Medical Imaging as the Dominant Application Domain

Medical imaging applications (Cluster 3) constitute the largest application domain with 35 keywords, reflecting the natural
fit between FL and the need for large, diverse imaging datasets. Brain tumor segmentation on MRI is the most studied
application, facilitated by the BraTS dataset and the federated learning challenge organized by the University of Pennsyl-
vania. Publications demonstrate that FL. models can achieve performance comparable to centralized training while preserv-
ing patient privacy. Breast cancer classification on mammography is another major application, with studies showing that
FL improves model generalization across different mammography systems and patient populations. The domain shift be-
tween imaging equipment from different vendors (Hologic, GE, Siemens) creates non-IID distributions that challenge FL,
but personalized FL and domain adaptation techniques have shown promise. COVID-19 detection from chest X-rays and
CT scans experienced a surge in publications during 2020-2021, with multi-national FL studies demonstrating rapid col-
laborative model development during a public health emergency. The EXAM study (Dayan et al., 2021) involving 20 insti-
tutions across the globe is a landmark demonstration of FL's potential for pandemic response. Ophthalmology applications,
including diabetic retinopathy detection from fundus images and OCT-based macular degeneration classification, have
shown that FL can leverage data from multiple eye centers to improve diagnostic accuracy. Dermatology applications for
skin lesion classification similarly benefit from FL's ability to aggregate data across dermatology clinics with different
patient populations.

4.4 Electronic Health Records and Predictive Analytics

EHR-based predictive analytics (Cluster 4) represents the second-largest application domain. The foundational paper by
Brisimi et al. (2018) demonstrated FL for predicting cardiac-related hospitalizations, establishing the feasibility of privacy-
preserving clinical risk prediction. Subsequent studies have applied FL to predict in-hospital mortality, sepsis onset, read-
mission risk, and length of stay across multiple hospitals. The heterogeneity of EHR systems (Epic, Cerner, Allscripts,
custom systems) creates significant non-1ID challenges, as different institutions use different data schemas, coding systems
(ICD-9 vs. ICD-10), and documentation practices. FL approaches that align features through federated transfer learning or
learn harmonized representations have been developed. The COVID-19 pandemic accelerated EHR-based FL research, with
multiple studies predicting patient outcomes, ventilator needs, and mortality. These studies demonstrated that FL can enable
rapid collaborative learning across hospitals during a public health emergency while respecting patient privacy.
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4.5 Wearable Devices, loMT, and Remote Patient Monitoring

Wearable devices and IoMT applications (Cluster 5) represent the fastest-growing translational domain. The proliferation
of smartwatches, fitness trackers, continuous glucose monitors, and other wearable sensors generates continuous physio-
logical data that can be used for personalized health predictions. FL enables on-device training without uploading sensitive
biometric data to cloud servers, addressing both privacy and bandwidth constraints. ECG-based arrhythmia detection is a
prominent application, with studies demonstrating FL for detecting atrial fibrillation, premature ventricular contractions,
and other cardiac abnormalities. Personalized FL approaches adapt the global model to individual patients' ECG character-
istics, improving detection accuracy. Remote patient monitoring for chronic conditions (diabetes, hypertension, COPD) is
an emerging application, where FL enables continuous learning from patients' home-based measurements without central-
izing sensitive health data. The integration of FL with edge computing and digital twins represents a frontier for real-time,
privacy-preserving health monitoring.

4.6 Geographic Patterns and International Collaboration

The United States leads in publication volume (49%) and citation impact (269.56 average citations), reflecting substantial
federal investment through the NIH (particularly the Bridge2 Al program), NSF, and DARPA, as well as industrial research
from Google, Intel, NVIDIA, and IBM. China (27.5%) demonstrates strong research output with increasing citation impact.
The collaborative projects between US and Chinese researchers are extensive, particularly in medical imaging applications.
India (23.0%) has emerged as a major contributor, driven by a large population of computer science and engineering re-
searchers, government initiatives including the National AI Mission, and a thriving publication culture in IEEE journals.
However, average citation impact (89.26) is lower than that of the US or European countries, reflecting potential differences
in research quality or international visibility. European countries collectively represent approximately 50% of publications
when combined, with consistently high collaboration indices (0.46—0.54). The UK, Germany, France, Switzerland, Italy,
and Spain have strong research programs, facilitated by EU framework programs (Horizon 2020, Horizon Europe) that fund
multi-national consortia. Switzerland achieves the highest average citations (183.69), reflecting efficient high-impact re-
search output. Singapore has the highest collaboration index (0.56), reflecting its role as a hub for international research
collaboration between Asian and Western institutions.

4.7 Emerging Technologies and Future Research Directions

Explainable Al (XAI) appears with 9 occurrences and is growing rapidly. Healthcare applications require interpretable
models for clinical deployment, as clinicians need to understand why a model makes a particular prediction to trust and act
upon it. XAI-FL research focuses on providing local explanations (SHAP, LIME) or global explanations (feature im-
portance, concept activation vectors) without leaking private information. Digital twins (10 occurrences) represent an
emerging paradigm where FL-trained models are embedded in virtual replicas of patients, enabling simulation, prediction,
and treatment optimization. Digital twins of cardiac electrophysiology, tumor growth, and drug response can be personal-
ized using FL across multiple institutions. Healthcare metaverse applications (3 occurrences) are in very early stages, with
research exploring FL for collaborative medical education, remote surgery simulation, and virtual patient consultations
where privacy-preserving model training across metaverse platforms is required. Foundation models and large language
models (LLMs) are beginning to appear in 20242025 publications, with research exploring FL for training medical LLMs
across multiple institutions without centralizing sensitive clinical text data. This represents a major frontier for future re-
search. Fairness and algorithmic bias (emerging) are receiving increasing attention, as FL models trained on heterogeneous
data from different institutions may inadvertently perpetuate or amplify existing health disparities. Research on fair FL aims
to ensure that model performance is equitable across demographic groups, institutions, and regions.

5. Limitations

This bibliometric survey has several limitations. First, the dataset is limited to 200 publications from the Scopus database,
and while these were selected as highly cited, the inclusion criteria may have excluded relevant but lower-cited works that
represent novel but as-yet-unrecognized contributions. Second, the search strategy focused on publications containing spe-
cific keywords, potentially missing relevant works that use alternative terminology (e.g., "federated analytics" or "swarm
learning" without explicit mention in metadata). Third, citation counts are time-dependent, and publications from 2023—
2025 have had insufficient time to accumulate meaningful citations, systematically underrepresenting recent impactful
work. Fourth, the analysis does not account for self-citations or citation conventions that vary across disciplines (e.g., com-
puter science conferences vs. medical journals). Fifth, conference proceedings, while representing current research, may
not have undergone the same level of peer review as journal articles. Sixth, language bias is present, as only English-
language publications were included. Seventh, the bibliometric indicators do not capture qualitative aspects such as meth-
odological rigor, reproducibility of results, clinical significance, or real-world deployment. Eighth, the rapid evolution of
the field means that the findings reflect a snapshot in time, and trends may shift as new technologies (e.g., large language
models, swarm learning) mature. Ninth, the analysis does not distinguish between methodological contributions (new FL
algorithms) and application contributions (new clinical use cases), which may have different impact trajectories. Tenth,
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healthcare encompasses diverse subdomains (radiology, pathology, cardiology, neurology, oncology, etc.), and the analysis
necessarily aggregates across them, potentially obscuring domain-specific patterns.

6. Conclusion

This bibliometric survey of 200 highly cited publications spanning 2018 to 2025 reveals that federated learning has rapidly
matured from a theoretical concept to a practically deployed technology for privacy-preserving healthcare Al. The explosive
growth in publication volume from 2020 onward reflects the recognition that FL addresses a fundamental barrier to
healthcare Al: the tension between the need for large, diverse training datasets and the imperative to protect patient privacy.
Federated learning architectures and algorithms (Cluster 1) constitute the intellectual core of the field, with innovations
addressing the challenges of non-IID data, communication efficiency, and personalization. Privacy-preserving techniques
(Cluster 2), including differential privacy, homomorphic encryption, and blockchain integration, provide the mathematical
guarantees needed for regulatory compliance and clinical trust. Medical imaging applications (Cluster 3) represent the larg-
est and most mature application domain, with brain tumor segmentation, breast cancer classification, and COVID-19 de-
tection being the most studied use cases. EHR-based predictive analytics (Cluster 4) demonstrate FL's value for clinical risk
prediction, mortality forecasting, and population health management. Wearable devices and remote monitoring (Cluster 5)
represent the fastest-growing translational domain, enabling personalized health monitoring without centralizing sensitive
biometric data.

Geographic analysis shows the United States, China, India, the United Kingdom, and Germany as the most productive
nations, with European countries and Singapore demonstrating the highest international collaboration indices. International
collaboration has intensified over time, reflecting the global nature of both healthcare challenges and Al research. Emerging
trends point to the integration of FL with explainable Al for clinical interpretability, the convergence of FL with digital
twins and the healthcare metaverse, the application of foundation models and LLMs to medical text and multimodal data,
and growing attention to fairness and algorithmic bias. These developments will shape the next generation of privacy-
preserving healthcare Al systems.

Future research should prioritize the following directions: development of standardized benchmarks and datasets for eval-
uating FL algorithms in realistic healthcare settings, advancement of personalized FL for handling heterogeneous patient
populations, integration of FL with clinical workflows and electronic health record systems, validation of FL models in
prospective clinical trials, establishment of regulatory frameworks and best practices for FL deployment, improvement of
communication efficiency for resource-constrained healthcare institutions, development of robust defenses against privacy
attacks and model poisoning, and expansion of FL applications to understudied healthcare domains including genomics,
pathology, and multimodal integration.

Federated learning represents a paradigm shift in how healthcare Al models are developed, moving from centralized data
aggregation to distributed, privacy-preserving collaboration. The successful translation of FL from research to clinical prac-
tice will require sustained collaboration between computer scientists, clinicians, hospital administrators, regulators, and
patients. The potential impact is substantial: enabling multi-institutional Al development that improves diagnostic accuracy,
personalizes treatment, and advances medical knowledge while respecting patient privacy and regulatory requirements.
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