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and e-procurement on fraud prevention in public procurement within the Regional Government of
Riau Province, Indonesia. The study also examines the moderating role of e-procurement in
strengthening the relationship between organizational factors and fraud prevention. This study uses
a mixed methods approach. The quantitative phase involved distributing structured questionnaires
to 487 respondents consisting of Budget Users, Commitment Making Officers, Technical
Implementation Officers, and members of the Procurement Service Unit. Data were analyzed using
SmartPLS 4 to examine the structural relationships and moderating role of e-procurement. The
qualitative phase was conducted through semi-structured interviews to triangulate the quantitative
results. This study provides deeper insight into the influence of national culture, internal control
systems, and transparency on fraud prevention with e-procurement as a moderating variable. The
results show that national culture, internal control systems, and transparency have a positive and
significant effect on fraud prevention. However, e-procurement and its moderating effects on those
relationships are not significant. Triangulated responses confirm that integrity, internal oversight,
and transparency are more effective deterrents than technology-based controls. This study is limited
to the context of a regional government and may not capture variations across different
administrative levels or cultural environments. Future research could integrate behavioral or
qualitative perspectives to explore how technological adoption interacts with ethical culture. The
findings suggest that strengthening internal culture, ethical integrity, and control systems is more
crucial than relying solely on technological instruments such as e-procurement. Continuous
evaluation, digital literacy improvement, and human integrity development are essential for
effective fraud prevention. This research contributes to the literature by integrating cultural,
institutional, and technological perspectives in fraud prevention, highlighting that internal
organizational integrity and transparency remain the primary determinants of clean governance in
public procurement.

© 2026 by the authors; licensee Growing Science, Canada

1. Introduction

Globally, fraud cases are increasing, proving that fraud prevention factors are an important concern to minimize the increase
in fraud cases worldwide. Fraud can occur in any entity, both profit and non-profit, and this is a serious problem. To minimize
this problem, all related elements must detect this problem and address it wisely (Button et al., 2011). Fraud is an action that
can harm others, both individuals and groups (Halbouni et al., 2016).

According to the Association of Certified Fraud Examiners (ACFE, 2024), several areas of concern are identified in corruption
cases across the country. The first category of corruption involves asset misappropriation, which involves the theft or misuse
of company resources by employees. This is the most common, with 89% of cases falling into this category. However, this
scheme tends to have the lowest average loss, at $120,000 per case. Conversely, the second category, financial statement
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fraud, in which the perpetrator intentionally misstates or omits material from an organization's financial statements, is the
least common, accounting for 5% of all incidents, but totaling $766,000. This is the most expensive category in dollar terms.
The third category, corruption, encompasses offenses such as bribery, conflicts of interest, and extortion, and is moderate in
both frequency and cost. It occurs 48% of the time and results in an average loss of $155,000. Based on the exposure of fraud
cases from the ACFE Report to the Nation on Occupational Fraud & Abuse (2024), it is proven that globally fraud cases are
increasingly widespread throughout the world, this proves that fraudulent behavior has made fraudulent behavior the main
business crime of this century (Kapardis & Papastergiou, 2016).

Fraud cases also frequently occur in the procurement of goods and services in the government sector. Government
procurement is a sector highly vulnerable to irregularities, collusion, and fraudulent practices. This is due to the large budget
allocations and the complexity of the administrative processes involving various parties, from planning and implementation
to accountability. Fraud in procurement is a global phenomenon that continues to be a serious concern because it causes
significant financial losses for both public and private organizations. The Occupational Fraud (2024): A Report to the Nations
report published by the Association of Certified Fraud Examiners (ACFE) shows that corruption and asset misappropriation
are the two most common forms of fraud in the procurement sector, with losses reaching billions of dollars annually. In many
countries, practices such as collusion, price markups, bribery, and bid rigging often hinder healthy competition and undermine
public trust in government institutions. Public procurement is vulnerable to corruption because it involves substantial financial
resources, complex procedures, and interactions between public officials and private suppliers. Corruption risks may arise
throughout the procurement process, including planning, bidding, contract award, implementation, and monitoring stages
(Morgner & Chéne, 2015). This condition shows that procurement of goods and services is not only a matter of administrative
efficiency, but also concerns integrity, transparency, and accountability as the foundation of good governance.

Indonesia is known as a country with abundant natural resources, ranging from mining and forestry to agricultural products.
However, this wealth often becomes a breeding ground for corruption, especially at the local government level. In 2024,
various data showed that corruption practices in the regions were still rampant and posed a serious challenge to realizing clean
and accountable governance. According to statistics published by the Corruption Eradication Commission, corruption cases
during the 2011-2024 period involved various institutions, including the House of Representatives, ministries and government
agencies, state-owned and regional-owned enterprises, commissions, provincial governments, and district or city
governments. The distribution of corruption cases by institution during the study period is presented in Table 1 (KPK, 2026).

Table 1
Corruption Cases by Institution, 2011-2024
No Agency Number of cases
1 Indonesian House of Representatives 86
2 Ministry/Institution 515
3 State-Owned Enterprises/Regional-Owned Enterprises 192
4 Commission 31
5 Provincial government 224
6 District/City Government 646
Total 1694

Source: Komisi Pemberantasan Korupsi (KPK, 2026), data for 2011-2024, processed by the authors.

Table 1 shows the distribution of corruption cases handled by the Corruption Eradication Commission across different
institutional categories during the 2011-2024 period. District and city governments recorded a substantial number of cases,
indicating that local government administration remains vulnerable to corruption risks. This condition highlights the
importance of strengthening internal control systems, transparency, accountability, and fraud prevention mechanisms within
local governments. To provide a more detailed overview of corruption patterns in Indonesia, Table 2 presents the distribution
of corruption cases handled by the Corruption Eradication Commission according to case type during the 2004-2023 period.

Table 2
Corruption Cases by Type, 2004-2023
Number Type of Case Number of Corruption Crimes Based on Case Type from
2004 to 2023
1 Gratification/Bribery 989
2 procurement of goods/services 339
3 Money Laundering 58
4 Misuse of Budget 57
5 Licensing 28
6 Levy or Extortion 28
7 Obstructing the Corruption Eradication Commission's Process 13
Total 1512

Source: Pemberantasan Korupsi (KPK, 2024), processed by the authors.

Based on Table 2, it can be concluded that criminal acts of corruption based on the type of case as a whole total to 1,512 types
of cases, however, if seen from the type of case, gratification/bribery cases have the largest number of cases with a total of
989 cases and then the type of procurement of goods and services cases amounting to 339 cases and the least type of case is
obstructing the KPK process with a total of 13 cases. Meanwhile, based on BPK.go.id data from 2023, when viewed from
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corruption crimes by region, Riau Province reached 71 cases of corruption crimes. This proves that corruption cases in Riau
Province are still relatively high, with Riau Province ranked 5th in the largest corruption cases in Indonesia. Based on BPK
Findings in the Procurement of Goods and Services in the Riau Provincial Government in 2023, the Riau provincial
government had BPK findings of Rp. 11,591,448,772, the data can be seen in Table 3.

Table 3
BPK Findings in the Procurement of Goods and Services in the Riau Provincial Government in 2023
NO AGENCY PBJ REALIZATION IN 2023 BPK FINDINGS
1 Riau Provincial Government Rp. 2,811,156,492,698.00 Rp. 404,218,393
2 Pekanbaru City Rp. 1,401,017,172,439.50 Rp. 30,443,931
3 Dumai City Rp. 700,247,720,233.49 Rp. 29,937,148
4 Pelalawan Regency Rp. 704,964,213,025.40 Rp. 2,036,060,354
5 Rokan Hilir Regency Rp. 686,237,907,064.00 Rp. 138,300,000
6 Bengkalis Regency Rp. 1,381,790,584,075.05 Rp. 1,260,484,500
7 Indragiri Hilir Regency Rp. 736,412,520,191.32 Rp. 128,714,453
8 Indra Giri Hulu Regency Rp. 498,717,421,433.00 Rp. 119,903,302
9 Kampar Regency Rp. 849,561,732,279.45 Rp. 3,297,293,032
10 Meranti Islands Regency Rp. 377,920,490,812.65 Rp. 81,635,530
11 Kuantan Singingi Regency Rp. 383,104,156,254.31 Rp. 119,783,424
12 Rokan Hulu Regency Rp. 532,662,237,285.95 Rp. 835,234,924
13 Siak Regency Rp. 914,007,835,402.94 Rp. 3,109,439,729
Total Rp. 11,977,800,483,195.10 Rp. 11,591,448,722

Source:(Badan Pemeriksa Keuangan Republik Indonesia, 2024)

The table above shows that each regional government in Riau Province has problems in the procurement of goods and services.
Based on the BPK's findings, the largest finding is the Kampar district government with a finding of IDR 3,297,293,032,
followed by the Siak district government with IDR 3,109,439,729, and the third is Pelalawan district with IDR 2,036,060,354.
These three districts are the objects of this study. To minimize this risk, the Indonesian government, particularly the Riau
Provincial Government, has undertaken various reform efforts to prevent fraud, but these efforts have not been sufficient to
prevent fraud in the procurement of goods and services. Therefore, the researcher conducted further research using the
variables of internal control systems, national culture, and transparency as fraud prevention factors, which were further
analyzed using moderating variables with the e-procurement system.

Fraud prevention in the public sector relies not only on internal control systems and formal regulations but is also heavily
influenced by cultural factors inherent in a nation. National culture is a key determinant in shaping the values, norms, and
behavior of individuals and organizations. Cultural values such as honesty, responsibility, adherence to rules, and respect for
social hierarchy can influence the level of integrity and ethics in carrying out government duties and business activities.
According to Hofstede (1980), national culture reflects a collective value system that distinguishes one country from another,
consisting of dimensions such as power distance, individualism versus collectivism, uncertainty avoidance, masculinity versus
femininity, long-term orientation, and indulgence versus restraint. In the context of fraud prevention, these dimensions
influence how individuals view power, rules, and moral responsibility. For example, countries with high power distance tend
to have strong hierarchies that can weaken oversight and increase the opportunity for abuse of authority. Conversely, cultures
with low power distance and a collectivist orientation encourage participation, transparency, and stronger social control in
preventing fraud.

In the Indonesian context, national cultural values such as mutual cooperation, honesty, responsibility, and shame (shame
culture) actually have the moral potential to strengthen fraud prevention. However, in practice, these values are often not
consistently internalized in the bureaucratic system and the behavior of civil servants. The phenomena of deviation, collusion,
and corruption demonstrate a gap between ideal cultural values and organizational practices. This emphasizes the need for
strengthening national culture and its concrete integration into ethical systems and governance. Previous research, such as that
by Husted (1999) and Park and Blenkinsopp (2011), shows that a country's level of corruption is significantly related to its
cultural characteristics. Countries with high levels of individualism and low power distance tend to have lower levels of
corruption. Meanwhile, research by Sakurai and Smith (2003) confirms that social norms and cultural values influence public
perceptions of deviant behavior. Therefore, understanding national culture is crucial in designing fraud prevention strategies
that are not only based on formal rules but also align with the social and moral values of the local community.

Furthermore, the internal control system is a crucial factor in fraud prevention. The Internal Control System (ISC) plays a
strategic role as a mechanism designed to detect and prevent fraud through an integrated oversight process. According to the
Committee of Sponsoring Organizations of the Treadway Commission (Kaplan, 2019), ISC aims to provide reasonable
assurance regarding operational effectiveness, reporting reliability, and regulatory compliance. Strengthening ISC can
eliminate opportunities for fraud, as outlined in the Fraud Triangle Theory (Cressey, 1953), by narrowing the opportunity gap
and strengthening a culture of compliance. Empirical evidence from multiple studies demonstrates that effective Internal Audit
Units play a pivotal role in fraud prevention by strengthening control systems, enhancing transparency, and reinforcing
organizational accountability (Drogalas et al., 2017; Mahdi et al., 2023). Consequently, the rigorous implementation of Internal
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Audit Units constitutes a fundamental mechanism for fostering integrity within public organizations and mitigating fraudulent
activities. With strong controls, irregularities can be prevented early and the quality of budget execution can be better assured.
However, the effectiveness of the Internal Audit Unit often faces challenges such as limited resources, weak leadership
commitment, and inconsistent implementation of regulations. Based on the report on the results of the audit of the financial
report of the Riau Provincial Government, several weaknesses were found in the internal control system of the Riau Provincial
Government, this can be seen in Table 4.

Table 4
BPK findings regarding weaknesses in the internal control system and compliance with laws and regulations of the Riau
Provincial Government

NO AGENCY NUMBER OF FINDINGS
1 Riau Province 13
2 Pekanbaru City 13
3 Dumai City 12
4 Pelalawan Regency 11
5 Rokan Hilir Regency 11
6 Bengkalis Regency 10
7 Indragiri Hilir Regency 11
8 Indra Giri Hulu Regency 14
9 Kampar Regency 10
10 Meranti Islands Regency 18

11 Kuantan Singingi Regency 9

12 Rokan Hulu Regency 14

13 Siak Regency 7
NUMBER OF FINDINGS 153

Source: (Badan Pemeriksa Keuangan Republik Indonesia, 2024)

Based on Table 4, it can be concluded that there are 153 findings in the implementation of the internal control system in the
regional government of Raiu province, this proves that the existing SPI has not been implemented optimally, this needs to be
consistent with the government to increase the effectiveness of SPI so that it can prevent fraud in the procurement of goods
and services. Transparency is a fundamental principle in realizing clean, accountable, and fraud-free organizational
governance. In the public sector, transparency serves as a social oversight mechanism, enabling the public and stakeholders to
transparently monitor decision-making processes, resource utilization, and financial reporting. A high level of transparency
reduces the opportunity for fraud because every organizational activity can be monitored broadly and objectively.

According to agency and institutional theory, transparency plays a crucial role in reducing information asymmetry between
management and the public, thereby encouraging more ethical and responsible organizational behavior. When information is
communicated openly, the scope for data manipulation, abuse of authority, and corruption is reduced.

A substantial body of prior research demonstrates that transparency plays a significant role in fraud prevention through the
reinforcement of accountability, the enhancement of public trust, and the improvement of oversight effectiveness (Kohler &
Dimancesco, 2020; Rose-Ackerman & Palifka, 2016; Yang, 2018). Accordingly, the consistent application of transparency
principles is indispensable for developing robust control systems that mitigate fraud risk and reinforce the integrity of
government administration. The implementation of e-Procurement in this study is a moderating variable, where the
implementation of e-procurement aims to increase transparency, accountability, and efficiency in the procurement process.
With this system, the auction process is conducted electronically so that it can reduce direct interaction between the
procurement committee and the goods/services provider. This is expected to reduce the potential for abuse of authority, bribery
practices, and document manipulation. However, the implementation of e-Procurement does not necessarily guarantee the
formation of clean governance, because there are still obstacles such as low human resource capacity, weak technological
infrastructure, and resistance from parties who benefit from old practices. To analyze the relationship between e-procurement
and fraud prevention in this study using complaint theory with grand agency theory.

Several research results related to the implementation of the e-procurement system for fraud prevention, namely Septiawan
and Ningsih (2020) and Rotchanakitumnuai (2013), stated that the implementation of e-procurement has an effect on fraud
prevention, namely a transparent e-procurement process will have a positive impact on good procurement governance
practices, increase cost effectiveness and accountability, and can reduce collusion between vendors. Different results were
found in the study of Romaissah et al. (2019), which stated that the implementation of e-procurement did not affect fraud
prevention efforts in the procurement of goods and services.

Based on this description, this research is crucial to analyze how national culture, internal control systems, and transparency
influence fraud prevention with e-procurement as a moderating variable. The results are expected to provide empirical
contributions and practical recommendations for strengthening goods and services procurement policies in Indonesia.
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2. Literature review
2.1 Agency Theory

This research is based on agency theory in good governance. Agency theory is part of a group of positivist theories originating
from the literature of financial economics. Adams (1994) stated that agency theory consists of a contractual relationship
between the owner (principal) of economic resources and the manager (agent) assigned to use and control those resources.
Agents with motives tend to take opportunities to act against the interests of their owners, for example, agents take part in
high consumption levels or even commit fraud to gain personal gain. “According to Agency Theory, the government acts as
an agent responsible for implementing development programs and public policies for societal welfare, while the House of
Representatives serves as the principal representing citizens in overseeing government performance (Jensen & Meckling,
1976; Mardiasmo, 2018).

2.2 Fraud Triangle Theory

The Fraud Triangle Theory was first introduced by Donald R. Cressey (1953) in his book *Other People's Money*. This
theory explains that fraud in organizations is influenced by three main elements:

1. Pressure

Pressure arises when an individual faces certain needs or urges that are difficult to meet reasonably, such as financial pressure,
high performance targets, or an excessive lifestyle. This pressure is often the initial trigger for someone to seek a shortcut
through fraud.

2. Opportunity

Opportunities arise from weak internal control systems, inadequate oversight, or gaps in organizational procedures. When
organizational controls are ineffective, individuals perceive opportunities to commit fraud with little risk of detection.

3. Rationalization

Rationalization is the process of self-justification by fraudsters. Individuals convince themselves that their fraudulent actions

9 <

are acceptable, for example, by arguing that “it's just a loan”, “everyone else does it”, or “the organization isn't losing much.”

This theory is widely used in accounting, auditing, and governance research as a theoretical framework for analyzing the
causes of fraud. In the public sector context, the Fraud Triangle explains that:

1. Pressure can come from personal needs or political/bureaucratic pressure,
2. Opportunities arise from weak SPI and low transparency,
3. Rationalization is often influenced by organizational culture and weak enforcement of ethics.

Recent research confirms that the Fraud Triangle remains relevant, despite its extensive development into advanced models
such as the Fraud Diamond Theory (Wolfe & Hermanson, 2004), which adds the element of capability, and the Fraud Pentagon
Theory, which adds the element of arrogance. However, the Fraud Triangle remains the most widely used basic theory to
explain the motivations for fraud (Dorminey et al., 2012). Thus, the Fraud Triangle Theory provides a framework that fraud
prevention relies not only on internal control systems (to reduce opportunities) but also on organizational ethical management
(to minimize rationalization) and policies that reduce individual pressure.

2.3 Hofstede's Cultural Dimensions Theory

Hofstede developed this model based on a survey of IBM employee values in many countries between 1967 and 1973. Initially,
four dimensions were identified, later expanded to six dimensions in a more recent version. This theory offers a cross-cultural
analytical tool that can be used to explain differences in value systems across countries and their implications for
organizational and institutional behavior.

According to Hofstede and his developments, the relevant cultural dimensions include:
1. Power Distance (PDI) — the degree to which members of society accept that power is distributed unequally.

2. Individualism vs Collectivism (IDV) — the degree to which an individual is oriented towards himself or herself rather than
the group.

3. Masculinity vs Femininity (MAS) — cultural value preference for competition, material success, over cooperation, quality
of life.

4. Uncertainty Avoidance (UAI) — the extent to which members of a society feel uncomfortable with uncertainty and
ambiguity, and seek to control it through rules and structures.
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5. Long-Term Orientation vs Short-Term Orientation (LTO) — the extent to which a society values the future, thrift,
perseverance over a focus on the past/present and tradition.

6. Indulgence vs Restraint (IVR) — the extent to which society allows the fulfillment of basic human desires and pleasures
rather than restraining them through strict social norms.

2.4 COSO Internal Control Theory

The Committee of Sponsoring Organizations of the Treadway Commission (COSO) developed the Internal Control —
Integrated Framework (ICIF) and later refined it into COSO Enterprise Risk Management (ERM). COSO's theory explains
that an organization's effectiveness is greatly influenced by how management designs, implements, and evaluates its internal
control system to achieve three main objectives:

1. Reliability of financial reporting,
2. Compliance with applicable laws,
3. Effectiveness and efficiency of operations (Kaplan, 2019).

The COSO framework includes five main components:

Control Environment: organizational culture, integrity, and ethical values,

Risk Assessment: identification and analysis of risks that may hinder the achievement of objectives,
Control Activities: policies and procedures designed to mitigate risks,

Information and Communication: provision of relevant and timely information,

Monitoring Activities: ongoing monitoring activities to ensure the effectiveness of controls.

Al

In public sector governance literature, COSO theory is widely used to explain how SPI (Internal Control Systems) can play
an important role in:

1. Prevent and detect fraud (Kaplan, 2019).
2. Improving transparency in public financial management (Agbejule & Jokipii, 2018).
3. Supporting the effectiveness of government administration through structured risk management (OECD, 2023).

With this framework, public sector organizations can assess whether their administration and internal control systems are
running effectively in preventing irregularities.

2.5 The Concept of Good Governance

Good governance refers to the principles of good governance, including transparency, accountability, participation, and the
rule of law. According to Nadeak et al. (2024), good governance is a form of government that ensures transparent,
participatory, and accountable governance, with a focus on the needs and welfare of the community. This definition
demonstrates that good governance is not only concerned with state administration but also with the fulfillment of public
rights, efficient resource management, and improving the quality of life for the community.

“The principle of transparency in good governance refers to openness in decision-making and policy implementation.
Transparency functions to prevent abuse of power and ensure that the public obtains adequate information regarding
government policies and public services (Kohler & Dimancesco, 2020; Yang, 2018). In the context of public services,
transparency increases public trust in the government because they can directly monitor how public policies and resources are
managed.

3. Research Methodology

This study adopts a sequential explanatory mixed-methods design to examine the effects of national culture, internal control
systems, transparency, and e-procurement on fraud prevention, as well as the moderating role of e-procurement in these
relationships.

3.1 Quantitative Phase

The quantitative phase aimed to empirically test the causal relationships among variables using Structural Equation Modeling
(SEM-PLS). The population comprises 88 local government work units (OPDs) across Kampar, Pelalawan, and Siak
Regencies in Riau Province, Indonesia—regions identified by the Audit Board (BPK) as having the highest procurement audit
findings.

A purposive sampling technique was applied with the inclusion criterion that OPDs must have implemented e-procurement
systems. Respondents included officials directly involved in procurement processes: Budget Users (PA), Authorized Budget
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Users (KPA), Commitment Making Officials (PPK), Procurement Service Units (ULP), and Technical Implementation
Officers (PPTK). Out of 528 distributed questionnaires, 487 valid responses were analyzed.

Data were collected through structured questionnaires using a five-point Likert scale to measure five latent constructs:
1. National Culture (X1)

2. Internal Control Effectiveness (Xz)

3. Transparency (X3)

4. E-procurement (Z)

5. Fraud Prevention (Y)

Measurement and structural model assessments (outer and inner models) were conducted using SmartPLS 4, including
reliability, validity, structural relationship, and moderation assessments using bootstrapping.

3.2 Qualitative Phase

The qualitative phase was designed to contextualize and deepen the quantitative results through a multiple-case study across
the same three districts. Data were obtained via semi-structured interviews with 15 key informants (five per district) and
document analysis of audit reports and procurement records. Thematic analysis was employed to extract and categorize
insights regarding e-procurement practices, control environments, and administrative effectiveness in fraud prevention.

3.3 Integration and Validation

Findings from both phases were integrated through interpretive triangulation, allowing qualitative insights to explain the
mechanisms behind the statistical relationships identified in the quantitative model. This approach enhanced the validity,
contextual richness, and explanatory power of the study.

All procedures adhere to ethical research standards, with Voluntary participation and confidentiality assured for all
respondents.

The research model is presented in Fig. 1.

National Culture

Fraud Prevention

Internal
Control System
Transparency

Fig. 1. Research model

National culture influences how individuals think and act, both at the organizational and national levels (Hofstede, 1997).
Cultural values inherent in a society determine how individuals perceive power, uncertainty, and future orientation. In the
context of fraud prevention, national culture is a crucial factor shaping ethical behavior and adherence to norms.

Research by Mihret (2014) shows that high power distance and low long-term orientation increase the risk of fraud. This
suggests that cultures that tolerate power inequality and are oriented toward short-term results tend to open up greater
opportunities for fraudulent behavior. Meanwhile, research by Tonasa et al. (2022) found that the power distance dimension
influences fraud, while other dimensions such as uncertainty avoidance, individualism, and masculinity showed no significant
effect.

Based on these findings, it can be concluded that national cultural values play a role in shaping ethical behavior and individual
compliance with regulations. Therefore, the following hypothesis can be formulated:

Hu: National culture influences fraud prevention.
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The Internal Control System (ISC) is a crucial mechanism for ensuring operational effectiveness, reporting reliability, and
compliance with applicable regulations. ISCs are designed to provide reasonable assurance regarding the achievement of
organizational goals while also serving as a tool for fraud detection and prevention. Effective internal controls are believed to
mitigate business risks and reduce the likelihood of fraud (Rahman, 2019). Barra's (2010) research found that implementing
internal controls, such as segregation of duties, increases the costs employees face in committing fraud. This means that the
stronger the internal control system, the lower the incentive for individuals to commit fraud. Similar findings were also
revealed by Ghanem and Awad (2023), who demonstrated that effective internal controls in Lebanon successfully reduced the
potential for fraud in the public sector. Furthermore, Seetharaman et al. (2004) emphasized that effective internal control
systems are a key mechanism for preventing and detecting fraud in various organizations. Based on these research findings,
it can be concluded that strengthening internal control systems significantly contributes to fraud prevention by improving
early detection, limiting opportunities, and creating a culture of compliance. Therefore, the following hypotheses can be
proposed:

Hz: Internal Control System (ISC) has an impact on fraud prevention.

Transparency is a key principle of good governance, playing a crucial role in preventing fraud through information disclosure
and public accountability. Transparency allows every organizational process and decision to be widely scrutinized by
stakeholders, thereby reducing the scope for manipulative practices and abuse of power. Research by Mahuwi and Israel
(2024) shows that transparency has a negative and significant relationship with the level of corruption in the procurement of
goods and services (f = 0.117; p < 0.008). These findings also confirm that when an e-procurement system is implemented
effectively, the influence of transparency and accountability on anti-corruption measures is strengthened. Similar findings
were reported by Yang (2018), Kohler & Dimancesco (2020), and Lega & Castellini (2022), who confirmed that transparency
contributes positively and significantly to suppressing corrupt practices in the public sector. Furthermore, study by Saeed et
al. (2022) also suggest that transparent procurement processes increase public trust by enhancing accountability and reducing
unethical practices such as favoritism, bribery, and fraud. These findings confirm that information transparency is a crucial
tool in reducing the potential for fraud. Based on this description, the following hypothesis can be formulated:

Hs: Transparency has an impact on fraud prevention.

The implementation of electronic procurement (e-procurement) is a key innovation in public procurement governance
reform, aimed at increasing transparency, accountability, and efficiency in the procurement process. By digitizing the
procurement process, e-procurement can reduce direct interaction between suppliers and procurement officials, thereby
minimizing the potential for corruption and fraud. Research by Neupane et al. (2013) shows that a high level of e-
procurement implementation has a positive and significant relationship with corruption prevention efforts in public
procurement. This indicates that e-procurement systems can be an effective instrument in supporting clean governance, both
in developed and developing countries. In previous research, Neupane et al. (2013) also found that public e-procurement
capabilities, particularly automation and audit trail capabilities, play a crucial role in increasing transparency and
accountability, ultimately preventing fraud in government procurement. Consistent with this perspective, prior research has
demonstrated that the adoption of information technology-based communication systems contributes positively to the
reduction of corrupt practices by reinforcing monitoring mechanisms, enhancing transparency, and minimizing opportunities
for data manipulation (Neupane et al., 2013; Rotchanakitumnuai, 2013). Based on these findings, it can be concluded that
the effective implementation of e-procurement can prevent fraud by increasing transparency, accountability, and efficiency
in the procurement process. Therefore, the following hypothesis is proposed:

Hs: e-Procurement has an impact on fraud prevention.

The implementation of e-procurement has proven effective in increasing transparency, accountability, and efficiency in
public procurement, while simultaneously reducing the potential for fraud. Research by Neupane et al. (2013) shows that
automation and audit trail capabilities in e-procurement have a positive and significant impact on corruption prevention
efforts. Findings by Neupane (2013) also support the idea that information technology can reduce corrupt practices by
improving oversight and control. In addition to technological factors, national culture, internal control systems (ISCs), and
transparency are important elements in fraud prevention. Hofstede (1997), Dessalegn Getie Mihret (2014), and Tonasa et al.
(2022) show that cultural values such as power distance and long-term orientation influence ethical behavior and the risk of
fraud. Effective ISCs have also been shown to reduce the risk of fraud (Barra, 2010; Ghanem & Awad, 2023; Rahman, 2019),
while transparency plays a significant role in suppressing corruption through information disclosure and accountability
(Khan et al., 2019; Kohler & Dimancesco, 2020; Lega & Castellini, 2022; Mahuwi & Israel, 2024; Saced et al., 2022).
Conceptually, e-procurement can strengthen the relationship between these three factors in fraud prevention. This system
expands data transparency, strengthens internal controls, and reduces the dominance of a bureaucratic culture that is prone
to irregularities. Thus, the proposed moderation hypothesis is as follows:

He: e-Procurement strengthens the influence of national culture on fraud prevention.
H7: e-Procurement strengthens the influence of internal control systems on fraud prevention. HS: e-Procurement strengthens
the influence of transparency on fraud prevention.

For the researcher modelThe results and similarities of the research can be seen in Fig. 2 as follows:
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Fig. 2. Path Diagram
The overall equation model can be written in structural equations as follows:
Y=0.396X1 + 0.299X2+ 0.162X3+ 0.007Z+ 0.396X1*0.011+0.299X2*0.005+0.162X3*0.065
4. Results and Discussion
4.1 Partial least squares analysis

4.2 Outer model testing

The purpose of outer model testing is to assess the validity and reliability of a model. This analysis will examine the influence
of factor loading, average variance extracted (AVE), discriminant validity, and composite reliability. Indicator reliability was
assessed using the outer loading values. Outer loadings of 0.708 or higher were considered satisfactory. Indicators with
loadings between 0.40 and 0.70 should be evaluated based on their contribution to composite reliability and average variance
extracted before being considered for removal. As all indicators in this study had outer loadings above 0.708, they were
retained for further analysis (Hair et al., 2020). Table 5 presents the factor loading values.

Table §

Factor Loading Values
Indicator BN EP PF SPI TP PxTP PxSPI PxBN
BN1 0,769
BN10 0,722
BN11 0,856
BN12 0,874
BN13 0,840
BN14 0,822
BNI15 0,858
BN16 0,820
BN17 0,842
BN18 0,807
BN19 0,818
BN2 0,859
BN20 0,831
BN21 0,842
BN22 0,851
BN23 0,834
BN24 0,861
BN25 0,871
BN3 0,772
BN4 0,790
BNS 0,817
BN6 0,850
BN7 0,852
BN8 0,790

BN9 0,870
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Table 5

Factor Loading Values (Continued)
Indicator BN EP PF SPI TP PxTP PxSPI PxBN
EP1 0,749
EP10 0,728
EP11 0,784
EP12 0,769
EP13 0,731
EP14 0,752
EP15 0,760
EP16 0,747
EP2 0,741
EP3 0,884
EP4 0,818
EP5 0,814
EP6 0,816
EP7 0,773
EP8 0,748
EP9 0,807
PF1 0,765
PF2 0,769
PF3 0,759
PF4 0,769
PF5 0,763
PF6 0,759
PF7 0,796
PF8 0,770
PF9 0,865
SPI1 0,779
SPI10 0,780
SPI11 0,720
SPI12 0,803
SPI13 0,807
SPI14 0,793
SPI15 0,792
SPI16 0,745
SPI17 0,785
SPI18 0,772
SPI19 0,759
SPI2 0,770
SPI20 0,742
SPI21 0,795
SPI22 0,801
SPI23 0,802
SPI24 0,757
SPI25 0,835
SPI26 0,746
SPI3 0,796
SPI4 0,767
SPIS5 0,757
SPI6 0,767
SPI7 0,771
SPI8 0,770
SPI9 0,718
TP1 0,827
TP10 0,762
TP2 0,778
TP3 0,753
TP4 0,814
TP5 0,771
TP6 0,839
TP7 0,765
TP8 0,787
TP9 0,748
EPxBN 1,000
EPxSPI 1,000
EPxTP 1,000

Source: Processed data from Smart Pls, 2025

Table 5 shows that all outer loading values ranged from 0.718 to 0.884, exceeding the recommended threshold of 0.708.
Therefore, all indicators demonstrated satisfactory indicator reliability and were retained for further analysis (Hair et al.,
2020).
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Table 6
Variance extracted value (ave),
Cronbach's alpha Composite reliability (rtho_a) Composite reliability (rtho_c) Average variance extracted (AVE)
BN 0.981 0.982 0.982 0.688
EP 0.956 0.962 0.961 0.604
PF 0919 0.924 0.933 0.609
SPI 0.973 0.974 0.975 0.597
TP 0.930 0.933 0.941 0.613

Source: Smart PLs data processing, 2025

Based on Table 6. It can be concluded that the Average variance extracted (ave) value shows > 0.50, which can be interpreted
that the convergent testing criteria based on the Ave value have been fulfilled, then for the composite reliability test and
Cronbach's alpha value shows > 0.70 which means all data have been fulfilled and then for the discriminant validity test using
the HTMT value criteria can be seen in Table 7.

Table 7
HTMT Test Results
BN EP PF SPI TP EPXTP EPxSPI EPxBN
BN
EP 0.345
PF 0.604 0.323
SPI 0.396 0.376 0.546
TP 0.247 0.256 0.399 0.285
EPxTP 0.251 0.297 0.334 0.248 0.360
EPxSPI 0.242 0.219 0.307 0.467 0.229 0.317
EPxBN 0.501 0.242 0.368 0.246 0.238 0.381 0.325

Source: Smart PLs data processing, 2025

The HTMT results show that all values were below the threshold of 0.90. Therefore, discriminant validity was established,
indicating that each construct was empirically distinct from the other constructs. Thus, each variable, such as National Culture
(BN), e-Procurement (EP), SPI, Transparency (TP), and Fraud Prevention (PF), has a clear distinction from one another, and
there is no multicollinearity problem between constructs.

4.3 Inner model testing
4.3.1 Coefficient of Determinization R2 (R-Square)

Goodness of fit in PLS can be determined by the Q2 value. The Q2 value has the same meaning as the coefficient of
determination (R-Square) in regression analysis. The R2 value can be seen in Table 8.

Table 8

R-Square Value
Variables R-square Adjusted R-square
PF 0.480 0.473

Source: Smart PLs data processing, 2025

The test results showed an R-square value of 0.480, indicating that the e-Procurement, SPI, Transparency, and National Culture
variables were able to explain 48% of the variation in fraud prevention. This value indicates that the model has moderate
explanatory power, thus these variables play a significant role in increasing the effectiveness of fraud prevention in the
procurement sector.

4.3.2  Hypothesis Testing

To test a hypothesis in PLS SEM, a significance value is used, where the p-value is considered significant if it is below 0.05
(<5%). The results of the hypothesis testing can be seen in Table 9

Table 9

Hypothesis Testing
Variables Original sample (O) Sample mean (M) Standard deviation (STDEV) T statistics ((O/STDEV]) P values
BN — PF 0.396 0.384 0.067 5,904 0,000
EP — PF 0.007 0.016 0.052 0.132 0.895
EP x BN — PF -0.011 -0.013 0.060 0.181 0.856
EP x SPI — PF 0.005 0.003 0.067 0.080 0.936
EP x TP — PF -0.065 -0.070 0.049 1,325 0.185
SPI — PF 0.299 0.307 0.069 4,332 0,000

TP — PF 0.162 0.161 0.049 3,335 0.001
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Based on the hypothesis test results in the table above, it can be explained that National Culture (BN) has a positive and
significant effect on Fraud Prevention (PF), with a coefficient value of 0.396 and a significance value of 0.000 > 0.05. This
indicates that the stronger the implementation of national cultural values, the greater the fraud prevention efforts will be.

Furthermore, the Internal Control System (ISC) was also proven to have a positive and significant effect on fraud prevention
(B = 0.299; p = 0.000 <0.05), which indicates that the more effective the internal control implemented, the higher the
organization's ability to prevent fraudulent acts. Similarly, Transparency (TP) has a positive and significant effect on fraud
prevention (f = 0.162; p = 0.001 <0.05), which means that openness in processes and public information plays an important
role in suppressing the potential for fraud.

Meanwhile, e-Procurement (EP) did not show a significant effect on fraud prevention (p = 0.895>0.05). Likewise, the results
of the interaction (moderation) test between e-Procurement and the variables of National Culture, SPI, and Transparency
(EPxBN, EPxSPI, EPxTP) all showed a p value > 0.05, which means that e-Procurement does not act as a moderating variable
that strengthens the relationship between the three independent variables and fraud prevention.

Overall, these results confirm that National Culture, SPI, and Transparency are important factors in fraud prevention efforts,
while the implementation of e-Procurement has not been proven to be able to strengthen the influence of these three factors.

These findings were reinforced through triangulation of respondents involving four main procurement actors: the Procurement
Supervisory Agency (PPK), Procurement Implementation Unit (ULP), Procurement Service Provider (PPTK), and
Procurement Advisory Board (PA). Interview results revealed a shared view that an integrity-based work culture, effective
internal control systems, and public information transparency are key factors in preventing fraudulent practices. Respondents
emphasized that strengthening moral values, multi-layered oversight, and accountability at every stage of procurement create
an environment that is not conducive to fraud.

Conversely, respondents revealed that e-procurement implementation still faces various limitations, such as a lack of digital
literacy, weak oversight of system users, and the potential for human intervention. This view is consistent with the results of
statistical analyses showing no significant effect of e-procurement on fraud prevention.

Thus, the research results and triangulation of respondents yield a consistent conclusion: that fraud prevention efforts are more
effective when strengthening the internal factors of organizational culture, control, and transparency—rather than relying solely
on e-procurement technology.

5. Conclusion and suggestions
5.1 Conclusion

This study demonstrates that national culture, internal control systems, and transparency have a positive and significant impact
on fraud prevention in the procurement of goods and services in the Riau Provincial Government. Conversely, e-procurement
and its moderating effect were insignificant, indicating that technology is not yet fully effective as a fraud control tool.
Therefore, fraud prevention is more determined by internal organizational factors and the integrity of the apparatus than by
the implementation of digital systems.

5.2 Suggestion

Based on the research results, several suggestions are given to local governments:

1. Strengthening a work culture with integrity through ethics training and moral values development for civil servants.
2. Improve the effectiveness of SPI, especially in the aspects of internal audit, violation reporting, and risk control.

3. Promote public transparency by expanding access to open procurement information.

4. Optimizing e-procurement through increasing HR capacity and digital monitoring systems.

5.3 Research Implications

1. Theoretical implications: The results of this study strengthen and expand understanding within the framework of Fraud
Triangle Theory and Institutional Theory by demonstrating that fraud prevention is influenced not only by pressure and
opportunity, but also by the strength of cultural values, the effectiveness of internal controls, and the level of organizational
transparency. These findings confirm that social and institutional factors play a significant role in shaping the anti-fraud
behavior of government officials. Furthermore, this study shows that technologies such as e-procurement do not
automatically reduce the risk of fraud without being supported by a strong ethical commitment and oversight system.

2. In practice, the research findings provide guidance for local government agencies to prioritize strengthening individual
integrity and organizational systems. Fraud prevention efforts should focus on:

a) Increasing employee capacity and ethical awareness,
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b) Optimization of internal audit functions and reporting mechanisms,

¢) Implementation of the principle of transparency in all stages of procurement. In addition, the implementation of e-
procurement needs to be accompanied by technical assistance, increased digital literacy, and supervision of system users
so that it functions effectively as a control tool.

3. Public Policy: Local governments need to establish policies that emphasize integrity-based governance, not just system-
based governance. A comprehensive evaluation of e-procurement implementation is also needed to ensure that the
technology truly supports accountability and efficiency, rather than simply serves as an administrative tool.
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