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 In the changing educational environment brought about by the COVID-19 pandemic, this study 
investigates the dynamic interactions between digital citizenship, digital empowerment, and aca-
demic performance. Data is collected from a survey of students at the College of Business, Al-
Ahliyya Amman University. The Partial Least Squares (PLS) method of structural equation Mod-
eling (SEM) was used to analyze the collected data. The findings reveal how digital empowerment 
is directly impacted by digital education, respect and protection. It was also discovered that digital 
empowerment directly improves academic performance, highlighting the significance of promot-
ing digital settings that are safe, respectful, and conducive to learning. With the changing educa-
tional landscape, this study adds to a better understanding of how digital citizenship influences 
students' academic performance and learning experiences. It provides educators, organizations, 
and legislators with useful information to help them better prepare students for success in a fast-
evolving educational landscape by enhancing their digital skills and competences.   
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1. Introduction 
 
The global COVID-19 pandemic has played a significant role in causing an unparalleled shift in the educational landscape at 
the beginning of the twenty-first century (Ng et al., 2023; Narayanan & Musthafa, 2023). As educational institutions, teachers, 
and students struggled with the pandemic's effects, the quick transition to digitalization became more than just a choice. The 
Internet, which was formerly thought of as an additional resource, is now the main place where education takes place(Wong, 
2020).This enormous change has created a distinct educational ecology that calls for a new way of looking at things and an 
awareness of the ways in which digital citizenship affects students' academic performance.  

Students’ academic performance is a crucial component of their educational experience and is frequently interpreted as an 
accurate representation of their knowledge and skills (MacCann et al., 2019). It includes a variety of metrics such as test 
scores, grades, and general academic success. Academic performance has new dimensions in the post-COVID-19 educational 
landscape, as students adjust to online and distance learning environments. To effectively support and enable students to thrive 
in this era of digitally mediated education, educators and institutions must have a thorough understanding of the enablers that 
impact academic success, including digital citizenship and digital empowerment. 
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Digital citizenship has grown to become an essential part of students' lives (Capuno et al., 2022). It includes using digital tools 
in an ethical and responsible manner, being aware of online safety, and having fruitful online conversations (Al-Khatib, 2023). 
Students learn academic content and exhibit their skills in the digital environment. The concept of digital citizenship behavior 
refers to a set of rules, laws, customs, regulations, ethics, and values that govern how people of any age or gender use social 
media, the Internet, and communication technology responsibly(Rahmatullah et al., 2022). It includes professionals, students, 
and educators. A thorough understanding of several issues, including cyberbullying, Internet privacy, information literacy, 
copyright issues, and moral decision making, is a component of citizenship(Harrison & Polizzi, 2022). Students who possess 
this knowledge are better able to evaluate materials critically, recognize reliable sources, and participate in meaningful online 
discussions. 

Simultaneously, the concept of digital empowerment has become prominent. The degree to which people feel capable and 
secure when using digital tools to complete a variety of tasks is referred to as digital empowerment (Sharma et al., 2022). It 
encompasses feelings of independence and command when interacting with the digital environment (Hill et al., 2015). In the 
context of education, students who feel empowered are more likely to be proactive, self-directed learners who can better 
utilize the digital resources available to them to improve their academic achievement and educational advancement. 

As the world continues to struggle in the aftermath of the COVID-19 pandemic, the educational landscape continues to change. 
Navigating this change requires a comprehensive understanding of how digital elements shape students' educational experi-
ence and academic achievement. This study provides essential insights into the evolving dynamics of digital citizenship and 
empowerment, and their impact on academic performance. Through empirical research and an analytical approach, this study 
aims to contribute to the development of effective pedagogical strategies, ultimately better preparing students for success in 
an ever-changing educational landscape. 

In terms of population, our study focuses on university students because of their prominent role in the educational transfor-
mation brought about by the COVID-19 pandemic. These students had to swiftly adapt to online and remote learning, making 
them a crucial group for evaluating the impact of digital citizenship and digital empowerment on academic performance. In 
addition, university students often belong to the digital native generation and have grown alongside digital technologies. This 
background renders their experiences and responses highly relevant in the context of digital education and empowerment. To 
conduct an in-depth examination within a well-defined academic cohort, we selected the College of Business at Al-Ahliyya 
Amman University as a representative case study. 

2. Theoretical Background 
 
2.1 Digital Citizenship 
 

Encouraging digital citizenship behavior supports individuals to harness the benefits of technological advancements and the 
information and communications technology revolution while ensuring responsible use and averting potential drawbacks (Al-
Abdullatif & Gameil, 2020). Surprisingly, many reports have highlighted the integration of digital citizenship curriculum into 
the academic programs of schools, colleges, and universities in Western societies (Li et al., 2023; Martin et al., 2022). Uni-
versity professors play a pivotal role as leaders and role models, not only for their students but also for society as a whole, 
both in private and public institutions. They possess the capacity to translate theoretical frameworks into practical realities 
that resonate with the diverse segments of society. Interest in the concept of digital citizenship has surged in the wake of the 
COVID-19 pandemic (Akcil & Bastas, 2021; Avcı & Yıldız Durak, 2022; Aydoǧan, 2022). The shift of numerous business 
and educational activities to the virtual realm, along with the widespread adoption of communication technologies for com-
pleting tasks and sustaining the educational process, underscores the urgency of promoting digital citizenship awareness 
among all members of society, particularly among university students. 

Formal education serves as a crucial avenue for fostering a culture of digital rights, responsibilities, and ethical digital behav-
ior(Anthonysamy et al., 2020). This is paramount because it significantly contributes to the stability of society; the preserva-
tion of its cultural, religious, and political values; and the cultivation of competencies necessary for future generations to 
coexist harmoniously in diverse democratic societies. The integration of digital culture into academic curricula remains a 
challenge, with the central goal of nurturing a generation that embraces the principles of digital citizenship to ensure safe and 
responsible internet usage (Althibyani & Al-Zahrani, 2023). This endeavor is particularly important in the context of teaching 
and learning, where educators, including teachers and university professors, can serve as role models for responsible technol-
ogy use, emphasizing the significance of imparting these values in the educational process. The rapid digitization and trans-
formation precipitated by the COVID-19 pandemic has further underscored the importance of reevaluating traditional citizen-
ship behavior in response to new challenges and opportunities in the digital age (Calzada, 2023; Capuno et al., 2022). 

Numerous academics such as (Erdem et al., 2023; James et al., 2019; Prasetiyo et al., 2023) support the expansion of digital 
citizenship education into higher education and emphasize the importance of doing so from a theoretical standpoint. Devel-
oped nations have long understood the importance of this issue because of the early adoption of information-driven advance-
ments and technology. As a result, some are currently evaluating the results and difficulties of implementing global and digital 
citizenship courses at the university level. However, the Arab educational system did not keep up with the rapid advancement 



A. Al-Ali et al.   / International Journal of Data and Network Science 8 (2024) 1277

of information technology and communication. However, it is imperative to acknowledge the significance of incorporating 
digital citizenship into the educational system. 

2.2 Dimensions of digital citizenship 
 

Digital citizenship comprises three essential elements: digital education, digital respect, and digital protection (Capuno et 
al.,2022).  

2.3 Digital Education  
 

One of the most important aspects of digital citizenship is digital education, which focuses on gaining the fundamental 
knowledge and abilities required to succeed in a digital environment (Villar-Onrubia et al., 2022). Digital literacy is now a 
requirement in the era of information and technology, and not a matter of choice (Erdem et al., 2023). Digital education 
includes knowing how to utilize digital technologies efficiently, critically assessing online content, identifying reliable 
sources, and being conscious of potential risks and difficulties in the digital sphere. Schools and educators play a crucial role 
in providing digital education to students by teaching them how to utilize technology for learning, promoting responsible 
online behavior, and highlighting the significance of identifying sources and respecting intellectual property rights. Digital 
education is a lifetime learning process that encompasses more than just students. Professionals and adults alike must con-
stantly improve their digital literacy in order to stay up-to-date and make wise judgments in a constantly changing digital 
environment. Digital education helps create a more responsible, tech-savvy, and informed digital society in addition to em-
powering individuals. 

Digital communication encompasses the process of interaction between individuals through digital means and the exchange 
of information facilitated by technology (Buchholz et al., 2020). To achieve success in this mission, individuals must embrace 
lifelong learning and acquire essential skills such as information retrieval and the ability to engage intelligently, appropriately, 
and effectively using technologies such as email and cell phones (Lauricella et al., 2020). 

In the ever-evolving landscape of digital education and citizenship, it's essential to recognize the integral role of digital com-
merce (Prasetiyo et al., 2021). 

One important aspect of digital citizenship is understanding the fundamentals of ethical and responsible digital commerce to 
ensure that people can safely and securely engage in the online economy. Consequently, to prepare people to be capable, 
responsible digital citizens in all facets of their online interactions, education, and skill development in digital citizenship 
should cover not only information literacy and responsible online behavior but also financial literacy and consumer awareness 
(Prasetiyo et al., 2021). 

2.4 Digital Respect  
 

Digital respect is essential within the complex field of digital citizenship and education (Kim & Choi, 2018). Digital respect 
involves creating an environment of empathy and understanding in the digital realm, in addition to upholding the standards 
of civil and thoughtful online conduct (Suphattanakul et al., 2023). Moreover, digital law is essential in establishing standards 
for proper online behavior and demarcating what is and is not legal(Schou and Hjelholt 2018). This dimension resembles 
domains such as intellectual property and copyright, highlighting the significance of guaranteeing that users can employ dig-
itally released content without fear of legal consequences (Goode, 2010). Accordingly, equipping students with the knowledge 
and skills to navigate the intricacies of digital law and intellectual property rights not only promotes responsible behavior but 
also empowers them to be informed and ethical digital citizens in an increasingly interconnected world. 

On the other hand, digital etiquette, an integral facet of digital citizenship, goes beyond merely defining standards for accepta-
ble online behavior. It encompasses a fundamental understanding of respecting fellow digital citizens, communicating cour-
tesy, and exhibiting proper conduct (Capuno et al., 2022). 

 It also involves compliance with unspoken norms, agreements, and a shared understanding of the digital world. This aspect 
of digital citizenship, often referred to as “Netiquette” by Heitmayer and Schimmelpfennig (2023) emphasizes the importance 
of cultivating a civil and respectful digital environment. Teaching students the principle of digital etiquette is essential to 
ensure that they engage in online interactions with empathy, politeness, and adherence to the unwritten rules governing digital 
discourse. By understanding and practicing digital etiquette, individuals contribute to the creation of a positive and harmoni-
ous digital space, which is the cornerstone of responsible digital citizenship. 

2.5 Digital Protect 
 

Another essential component of digital citizenship is digital protection, which aims to protect people and their digital assets 
from potential hazards and attacks in the online world (Jagasia et al.2015). This dimension extends beyond data privacy and 
cybersecurity to include the careful and knowledgeable use of digital tools to reduce harm. It entails being watchful for the 
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protection of personal information, realizing the value of strong, one-of-a-kind passwords, and appreciating the relevance of 
maintaining privacy (Althibyani & Al-Zahrani, 2023). By enabling people to use caution when navigating the digital world, 
digital protection ensures that they are prepared to recognize and avoid potential online threats, including identity theft, phish-
ing, and cyberbullying. To help students develop a feeling of responsibility and resilience in the digital world and to enable 
them to interact safely and securely, educators must teach them the fundamentals of digital protection. 

Furthermore, it is imperative for individuals to acknowledge their entitlement to access digital resources and voice their view-
points while concurrently showing due regard for the rights and privacy of others (Suson 2019). This aspect underscores the 
essential equilibrium between personal freedom and accountability, fostering ethical conduct, considerate interactions, and 
recognition of intellectual property rights. 

2.6 Digital Empowerment, Digital Citizenship and Academic Performance 
 

The revolution in the field of education is driven by the rapid integration of digital technologies. In the current digital era, 
digital empowerment is a key idea that influences how teachers create and present lessons to students as well as how they 
interact with educational materials. Giving teachers and students the digital tools, resources, and abilities needed to succeed 
in a digitally advanced classroom are known as digital empowerment in education (Runge et al., 2023).  It includes more than 
just having access to digital resources; it also includes knowing how to use them wisely for education (Chesire et al., 2022), 
problem solving (Passey et al., 2018), and personal development (Passey et al., 2018). By utilizing the opportunities provided 
by the digital world, learners can control their educational experiences and become empowered through digital empowerment. 

Sharma et al. (2022) point pointed out that fostering digital empowerment makes students more engaged in their education 
and support them to investigate a variety of information sources, conduct independent research, work with classmates and 
teachers, and gain a deeper comprehension of the material. By doing so, students can receive personalized information and 
learning paths that are suited to their unique requirements and progress by utilizing digital platforms and adaptive technolo-
gies. This guarantees that students receive the help and challenges that suit their individual learning styles, resulting in a more 
inclusive and productive learning environment. 

Digital empowerment has a significant impact on learning outcomes and is directly linked to students' academic success 
(Dubey et al., 2023; SN & K, 2023). Having the ability to improve self-directed learning, increase access to educational 
resources, foster peer and teacher cooperation, and advance information literacy accounts for this influence. 

This study argues that digital empowerment plays a varied role as a mediator between digital citizenship and student academic 
performance, reflecting the interplay between two important elements. Digital citizenship, which includes morally and re-
sponsibly using technology, establishes the foundation for digital empowerment, which gives pupils the know-how and ability 
to use technology efficiently. By enabling students to link the value of digital citizenship to their academic success, digital 
empowerment serves as a mediator. Enhancing students' comprehension of academic subjects promotes self-directed learning 
by giving them the freedom to explore, research, and contribute individually. 

2.7 The relationship between digital citizenship and The Covid-19 pandemic 
 

Digital citizenship and COVID-19 have become closely intertwined throughout the pandemic. Technology plays a pivotal 
role in shaping people’s engagement with the world. Digital citizenship encompasses the responsible, ethical, and safe use of 
digital tools including social media, online communication platforms, and information-sharing networks. During the pan-
demic, digital spaces were essential for university students, enabling them to sustain business operations, maintain social 
connections, access accurate health information, and engage in virtual work and education, particularly in business school 
settings (WHO, 2022). 

However, increased reliance on digital platforms has also exposed individuals to various challenges, including misinfor-
mation, cyberbullying, and privacy concerns. The demand for digital literacy and critical thinking has become increasingly 
apparent when navigating the vast sea of information and online interactions (Evans, 2021; Ribble, 2015). This, in turn, 
augments digital citizenship behavior, which this study aims to highlight with a particular focus on its implications for uni-
versity applications. 

Researchers argue that the digital citizenship behavior of business students has been significantly reshaped by the drastic 
impact of the Covid-19 pandemic. The pandemic has accelerated the integration of digital technologies into most commercial 
and educational activities, changing how students interact with the business world. With the shift to remote work and the 
virtual exchange of information, business school students have had to adapt to the new digital work environment, requiring 
them to be adept at online communication, virtual teamwork, and remote management of research projects (Ahern & Peck, 
2022). However, the Covid-19 pandemic has highlighted the importance of digital ethics and legal and responsible online 
behavior as students navigate the abundance of information and diverse online communities. Researchers believe that to suc-
ceed in the post-pandemic business world, students need to possess strong digital literacy skills, discern consumers of infor-
mation, and demonstrate ethical practices in their digital interactions (Roberts & Johnson (2023). Institutions have recognized 
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the importance of providing comprehensive digital citizenship education. Smith and Davis (2023) provide business students 
with the tools to thrive in this digital age, ensuring they are well prepared to meet the challenges and opportunities that lie 
ahead. Furthermore, prior studies argue that the digital citizenship behavior of business students has undergone a significant 
transformation due to the profound impact of the COVID-19 pandemic (Akcil & Bastas, 2021; Yu et al., 2021). This global 
crisis accelerated the integration of digital technologies into most commercial and educational activities, reshaping how stu-
dents engage with the business world. As remote work and the virtual exchange of information have become the new norm, 
business school students have had to adapt to this digital work environment, necessitating proficiency in online communica-
tion, virtual teamwork, and remote project management. Nonetheless, the COVID-19 pandemic has underscored the critical 
importance of digital ethics and responsible online behavior as students navigate a vast sea of information and diverse online 
communities (Bogler & Somech, 2023). Based on previous arguments, the following hypothesis is proposed. 

H1: Digital education significantly influences digital empowerment of university students. 
H2: Digital respect significantly influences digital empowerment of university students. 
H3: Digital protection significantly influences digital empowerment of university students. 
H4: Digital empowerment significantly influences the academic performance of university students. 
H5: Digital empowerment significantly mediates the relationship between digital education and academic performance of 
university students. 
H6: Digital empowerment significantly mediates the relationship between digital respect and academic performance of uni-
versity students. 
H7: Digital empowerment significantly mediates the relationship between digital protection and academic performance of 
university students. 

3. Methodology 

This study employed a quantitative approach, utilizing a survey-based questionnaire to collect data. The questionnaire incor-
porated five main constructs, each with validated instruments derived from previous studies. Data collection was conducted 
through an online survey using Google Forms. The study employed a convenience sampling technique, focusing on students 
from the College of Business at Al-Ahliyya Amman University during the academic year 2022-2023. A total of 130 completed 
questionnaires were obtained, constituting a sufficient sample size for the chosen data analysis approach. The research data 
were analyzed using Structural Equation Modeling (SEM) with Smart PLS software. PLS-SEM is recognized for its flexibility 
in assessing relationships between multi-item constructs (Hair Jr. et al., 2017; Sarstedt et al., 2022). 

4. Results 
 
4.1 Measurement model assessment 
 

The measurement model assessment phase is essential for validating the constructs being studied and for ensuring the validity 
and reliability of the measurements. Academic performance, digital education, digital empowerment, digital protection, and 
digital respect were the five main components examined in this analysis. To gain an in-depth understanding of the quality of 
the measurement model, the evaluation entails examining the factor loading, Cronbach's α (alpha), Average Variance Ex-
tracted (AVE), and Composite Reliability (CR). Cronbach’s α is a commonly utilized indicator of internal consistency relia-
bility (Hair et al., 2019), which refers to the degree to which a construct's items consistently measure the same underlying 
concept. Within this evaluation, every concept had a Cronbach's α value greater than 0.6, signifying strong internal con-
sistency. This is the case for all items. This suggests that the instruments accurately assessed their corresponding constructs. 

By comparing the amount of variance explained by a concept to the variance resulting from a measurement error, AVE eval-
uates a construct's convergent validity(Fornell & Larcker, 1981).Strong convergent validity was confirmed by the AVE values 
of all constructs in this research, all above the suggested threshold of 0.5. This finding suggests that the underlying notion 
accounts for more than half of the variance observed in the items. 

CR is regarded as a useful indicator in structural equation modeling and functions as an alternate measure of internal con-
sistency dependability (Sarstedt et al., 2022). Every construct examined in this analysis had a CR value higher than 0.7, 
supporting the constructs' strong internal consistency. This enhanced the dependability of the measurement model. 

Factor loadings indicate the degree to which items and relevant structures are related. Within each construct, the study revealed 
a wide variety of factor loadings for items. Interestingly, the majority of factor loadings were higher than the traditional cutoff 
point of 0.6, indicating that these items are useful for measuring the relevant constructs(Hair Jr. et al., 2017). Table 1 summa-
rizes the results. 

In the context of this analysis, we focused on model fit indices, the Standardized Root Mean Square Residual (SRMR), and 
the R-squared value for two key constructs: academic performance and digital empowerment. These statistics offer insight 
into the explanatory power and fit of the models for the respective constructs. One important measure of the model's goodness 
of fit is SRMR. It evaluates the mean standard deviation of the observed and expected correlations. A better match was 
indicated by the lower number of SRMR. Although it was not included in our analysis, the SRMR value is an important 
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statistic for assessing model fit. A good match is generally defined as having an SRMR value less than 0.08 (Hair et al., 2019), 
which is the case in our study (SRMR=0.069). 

Table 1  
Construct validity 

SD Mean Loading Items Constructs 
0.79 4.338 0.617 APerf1 Academic Performance 

(Cronbach α= 0.755 ; CR=0.779 ; AVE=0.514) 0.578 4.654 0.637 APerf2 
0.873 4.231 0.608 APerf3 
0.635 4.477 0.713 APerf4 
0.682 4.492 0.635 APerf5 
0.755 4.246 0.677 DE1 

Digital Educations 
(Cronbach α= 0.754 ; CR=0.796 ; AVE=0.578) 

0.646 4.462 0.799 DE2 
0.71 4.415 0.731 DE3 
0.61 4.462 0.825 DE4 

0.848 3.198 4.208 DEMP1 
Digital Empowerment 

(Cronbach α=0.765  ; CR=0.796 ; AVE=0.595)  
0.597 3.045 4.538 DEMP2 
0.702 3.05 4.446 DEMP3 
0.584 3.045 4.631 DEMP4 
0.869 4.246 0.678 DP1 Digital Protection 

(Cronbach α= 0.779 ; CR=0.850 ; AVE=0.533) 0.61 4.469 0.685 DP2 
0.989 4.115 0.740 DP3 
0.816 4.285 0.815 DP4 
0.659 4.677 0.722 DP5 
0.597 4.538 0.771 DR1 Digital Respect 

(Cronbach α= 0.793 ; CR=0.865 ; AVE=0.616) 0.595 4.638 0.728 DR2 
0.906 4.508 0.844 DR3 
1.249 4.254 0.793 DR4 

 

R-squared is a metric used in regression models to express how much of the variance in the dependent variable can be at-
tributed to independent variables. It measures the extent to which the model explains things. The independent variables in the 
model accounted for 40.4% of the variance in academic performance, as indicated by the R2 value of 0.404 for academic 
performance. The independent factors accounted for 60.7% of the variance in digital empowerment, as indicated by the R2 

value of 0.607. 

5. Hypotheses Testing 
 

In the field of structural equation modeling, hypothesis testing is an essential method for validating research hypotheses and 
assessing the connections between variables. To investigate complex connections between variables, PLS-SEM analysis is a 
dependable statistical method that is widely employed. Moreover, bootstrapping was employed to assess the statistical signif-
icance of these correlations by generating 5,000 subsamples from the data and offering details on the stability of estimates for 
the β coefficient. Table 2 and Fig. 1 display the results of the hypothesis tests. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Research Model 
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Table 2  
Hypotheses test (Direct Path) 

Path Relationships (β) Standard deviation T Statistics p-values 
Hypothesis 1 

Digital Education → Digital Empowerment  0.297 0.086 3.470 0.001 
Hypothesis 2 

Digital Respect → Digital Empowerment  0.424 0.097 4.349 0.000 
Hypothesis 3 

Digital Protection → Digital Empowerment  0.190 0.074 2.554 0.011 
Hypothesis 4 

Digital Empowerment → Academic Performance  0.635 0.046 13.756 0.000 
 

The findings in Table 2 show how different factors directly affect digital empowerment. Significantly favorable connections 
were found for each of the four hypotheses. According to the findings of Hypothesis 1, digital education has a statistically 
significant positive impact on digital empowerment (β = 0.297, p < 0.001).  A positive impact (β= 0.424, p < 0.001) is seen 
in Hypothesis 2 for Digital respect on digital empowerment.   Hypothesis 3 revealed a statistically significant positive impact 
of digital protection on digital empowerment ( β= 0.190, p < 0.05). In addition, digital empowerment has a a highly significant 
positive impact on academic performance (β = 0.635, p < 0.001). These results suggest that individual experiences of digital 
empowerment are directly impacted by shifts in digital education, respect, and protection. Furthermore, compelling statistical 
data suggests that the level of digital empowerment has a direct impact on academic performance. 

Table 3  
Hypotheses test (Indirect Path) 

Path Relationships (β) Standard deviation T Statistics p-values 
Hypothesis 5 

Digital Education → Digital Empowerment → Academic Performance 0.189 0.063 3.008 0.003 
Hypothesis 6 

Digital Respect → Digital Empowerment → Academic Performance 0.269 0.061 4.387 0.000 
Hypothesis 7 

Digital Protection → Digital Empowerment → Academic Performance 0.121 0.050 2.427 0.015 
 

This section shows how the mediating role of digital empowerment, which we examined, indirectly affects academic perfor-
mance. For each hypothesis, the standard deviations, p-values, T-statistics, and standardized beta coefficients (α) are provided. 
Digital empowerment acts as a mediating factor between digital education and academic performance, as demonstrated by 
Hypothesis 5 (β = 0.189, p<0.05). This indicates that digital education influences digital empowerment both directly and 
indirectly, through its impact on digital empowerment and academic performance. These findings support the sixth hypothesis, 
which states that academic performance is influenced by digital respect through the mediation of digital empowerment (β = 
0.269, p<0.05). Finally, the outcome shows that in relation to Hypothesis 7, digital protection has an indirect impact on aca-
demic performance through the mediating role of digital empowerment (β= 0.121, p<0.05). This finding implies that the 
degree of digital empowerment partly mediates the relationship between digital protection and academic performance. 

6. Discussion   
 

Recall that the research question examined in this study focused on the nexus between student digital citizenship, digital 
empowerment, and academic performance in the post-COVID-19 educational landscape. The direct impacts of digital educa-
tion, resect, and protection on digital empowerment were the main emphasis of our initial set of hypotheses, and the strong 
and positive connections discovered in Hypotheses 1, 2, and 3 are consistent with earlier studies.  

In line with our findings in Hypothesis 1, Capuno et al. (2022) highlighted the importance of digital education in equipping 
students with digital abilities. James et al. (2019) emphasized the significance of digital respect in augmenting digital citizen-
ship, validating our findings in Hypothesis 2. The results of Hypothesis 3, which establish a connection between digital em-
powerment and protection, are consistent with research emphasizing the significance of online safety and security (Villar-
Onrubia et al., 2022).  

The fourth hypothesis supports the findings of (SN & K, 2023)who found a significant positive correlation between academic 
performance and digital empowerment. In support of this connection, our findings also highlight the potential for improving 
academic performance through the promotion of digital empowerment, particularly in the context of online and distant learn-
ing that the COVID-19 pandemic has made necessary. 

Regarding the indirect impact, the mediating role of digital empowerment in the relationship between digital education, digital 
respect, and academic performance is illustrated by Hypotheses 5 and 6. Facilitating digital empowerment can be a strategic 
approach for educators to enhance students' academic performance (Runge et al., 2023).  Furthermore, digital empowerment 
is influenced by digital protection both directly and indirectly, which highlights the significance of creating a secure digital 
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environment to support both academic success and digital empowerment(Erdem et al., 2023). Together, these findings ad-
vance our knowledge of the complex relationships among digital citizenship, digital empowerment, and academic achieve-
ment in the post-COVID-19 educational environment. They also provide insightful information for educators, decision mak-
ers, and organizations seeking to maximize their academic performance. 

7. Conclusion 
 

This study uncovers how in the post-COVID-19 educational environment, digital citizenship, digital empowerment, and aca-
demic success interact in a complicated way. Empowering students and enhancing their academic performance emphasizes 
the critical role of comprehensive digital education and safe digital environments. 

7.1 Practical implications 
 

This study has significant practical implications for policymakers and educational institutions. Therefore, it is critical to pri-
oritize strong digital education programs. In addition to teaching digital skills, these programs should foster a culture of digital 
security, responsibility, and respect. Encouraging students to behave responsibly online and implementing strict cybersecurity 
measures in place are essential for creating a safe digital environment. In addition, teachers must receive training on how to 
incorporate digital citizenship into the curriculum in a smooth manner while highlighting the need to develop students' digital 
competence and character. By implementing these actions, institutions can better prepare students for success in the new era 
of education. These practical implications have tangible results such as improved academic achievement and the provision of 
essential skills for students to navigate a constantly changing educational context. 

7.2 Theoretical implications 
 

The theoretical implications of this study are thus important. The theoretical landscape is enhanced by the recognition of 
digital empowerment as a mediating element linking academic success to digital education, respect, and protection. This 
discovery broadens our understanding of complex interactions in the educational setting of the digital age. More investigation 
into the dynamically changing nature of digital elements and how they affect students' learning outcomes is required. Devel-
oping more focused and successful teaching practices requires a complex theoretical underpinning, as educational paradigms 
continue to change. These theoretical ramifications highlight the necessity for researchers to go further into the complexities 
of the digital age’s educational environment, acknowledging the interconnectedness of digital components and their influence 
on students' academic paths. These implications provide a strong theoretical basis for successful pedagogical practices in a 
constantly shifting educational environment, and motivate future research initiatives to investigate the evolving dynamics of 
digital elements and their influence within the framework of post-COVID-19 education. 

7.3 Limitations and future research 
 

Despite the valuable insights provided, this study had several limitations. Initially, the study focused on a particular educa-
tional environment following COVID-19. It is possible that these results cannot be applied to other educational settings. 
Similar studies conducted in different educational contexts may provide a more thorough understanding of these relationships. 
Second, there is potential for improving and broadening the measurement of digital empowerment, respect, and protection. 
Additional variables that could impact these constructs should be considered in future research along with more detailed 
assessments. Finally, the students’ perspective was the main emphasis of the study. Examining the viewpoints of educators, 
guardians, and administrators regarding these matters may provide a more comprehensive understanding of the digital learning 
environment and its effects on student achievement. 
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