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 The Internet of Things (IoT) has become essential for business. The adoption rate of IoT has 
dropped recently and this could be due to security, privacy, and trust issues. Blockchain (BC) 
has the potential to mitigate the risk of security, privacy, and trust. However, few studies 
examined the integration between IoT and BC in the context of developing countries. The 
purpose of this study is to examine the predictors of IoT adoption by telecommunication 
companies in the Gulf Cooperation Council (GCC). In addition, the study aims to examine the 
moderating role of BC as well as the effect of using IoT and BC on the competitive advantage 
of companies. Based on technology acceptance model, social exchange theory, and resource-
based view, the study proposed that security, privacy, trust, communication quality, perceived 
ease of use (PEOU), and perceived usefulness (PU) affect positively the adoption of IoT. BC is 
proposed as a moderating variable and expected with IoT to affect the competitive advantage of 
companies. The population includes all the telecommunication companies in GCC. Data was 
collected using purposive sampling from IT professionals. The results of data analysis using 
SmartPLS showed that security, privacy, trust, PU, and PEOU positively affected the adoption 
of IoT. BC and IoT adoption have a positive effect on competitive advantage. Further, BC 
moderated only the effect of security and privacy on the adoption of IoT. Services providers must 
enhance the security, privacy, and trust of IoT services by deploying BC technology. Effective 
integration of IoT and BC will lead to the achievement of competitive advantages. 
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1. Introduction 
 

Security and privacy of using the technology are ongoing issues. The Internet of things (IoT) is no exception. Based on 
statistics from the world bank, the adoption rate of IoT worldwide reached 11% in 2016 and increased to 18% in 2018 
(Dataprot, 2022). However, due to the outbreak of COVID-19, the compound annual growth rate (CAGR) of IoT reduced 
to 8.2% in 2020 which is less than the expected growth of 14.9%. IoT is expected to grow to 11.3% during the 2020-2024 
period (Dataprot, 2022). In terms of statistics, the IoT makes a contribution of 6% to the global economy, and the number 
of connected devices accounted for 15.4 billion in 2015, 26.7 billion in 2019, and it is anticipated to reach 75 billion devices 
by 2025. (Blanter & Holman, 2020). The IoT is used by a variety of industries, including healthcare (22%), industrial IoT 
(26.4%), smart cities (28.6%), smart homes (15.4%), and smart cars (7.7%) (Ge et al., 2021). Despite this, the IoT is just 
beginning to see limited usage in the telecommunications industry (Indiani & Fahik, 2020).The IoT has a wide range of 
potential applications. Because of this, the size of the IoT market has reached $330,6 billion, and it is anticipated that it will 
reach $875 billion in 2025 (Market Data Forecast, 2021). According to the findings of the researchers, the IoT is a 
developing technology that has not yet been perfected. There has not been much research done on the acceptance and 
adoption of the IoT (Khan et al., 2021; Mircea et al., 2021; Romero-Rodrguez et al., 2020; Shaikh et al., 2021). According 
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to findings from earlier research, the existing body of knowledge on the subject of the acceptance and adoption of IoT 
technologies, as well as the lack of trust and uncertainty produced by new technologies, has a number of lacunae (Almetere 
et al., 2020).The application and usage of IoT are dominated by developed countries. The use of IoT technologies is less 
investigated by developing countries. IoT in developing countries is still in its infancy stage (Alazie Dagnaw & Ebabye 
Tsige, 2019). Further, the majority of the articles on IoT come from China, the US, and the UK (Nascimento et al., 2019).  

Technology adoption models such as TAM and UTAUT are widely used in predicting the adoption of new technology. 
UTAUT is designed for the individual level, and TAM is developed to predict the adoption of the organizational level. 
Nevertheless, UTAUT and TAM were criticized for focusing on individual and social factors while ignoring technological 
characteristics such as privacy, trust, and security of technology (Shachak et al., 2019). Privacy and security are critical for 
all clients and businesses. Telecommunication companies should benefit from blockchain (BC) technology in mitigating 
the risk of privacy and security and increasing the trust in telecommunication companies and with IoT service providers. In 
addition, using this disruptive technology provides the first movers with competitive advantages (Cranmer et al., 2022).  

This research will thus look at how the telecommunications industry has embraced IoT. The research used TAM, which 
incorporates PEOU and PU into the analysis. The UTAUT variables of "effort expectancy" and "performance expectancy" 
are analogous to PEOU and PU, respectively (Venkatesh et al., 2003). There will be no need for banks or other centralized 
institutions to process transactions while using BC technology (Pennino et al., 2022). The present iteration of the IoT suffers 
from severe limitations in terms of its widespread use due to issues of data security and trust (Xu Wang et al., 2019; 
Mahadeo, 2009). Thus, by integrating the IoT with BC, more trusted, accurate, and transparent transactions can be made 
(R. Singh & Singh, 2021). Nevertheless, since the BC technology is still relatively new, most of the prior literature was 
conceptual or review of the usage of BC (Ali Syed et al., 2019; Alkhateeb et al., 2022; Dedeoglu et al., 2020; Florea et al., 
2022; Mahlous & Ara, 2020; Pennino et al., 2022). This research contributes to the field by investigating the moderating 
effect of BC technology in preventing security and privacy breaches. Research methodology, results, discussion, 
implications, and concluding remarks are presented below.  
 

2. Literature Review  
 

2.1 IoT  

IoT is a trendy technology, and it is being used by various fields and industries. In simple terms, it refers to the 
communication between machines without human intervention. The usage of sensors, cloud computing, IoT gateway, 
connectivity, and user interface are the components of IoT (Kim et al., 2021; Rastogi et al., 2021; Rastogi & Garg, 2021). 
The adoption rate of the technology has dropped as a result of the outbreak of COVID19 and it is expected to grow to 11.4% 
in the coming four years (Dataprot, 2022).  In IoT, there are several layers. However, researchers agreed that there are three 
basic and essential layers which are the perception layer, application layer, and network layer (Kumar & Mallick, 2018). 
Adoption studies of IoT are limited especially from the organizational perspective. The IoT is being used by several 
industries. However, its usage in telecommunication companies and in particular in developing countries is still limited and 
there is an avenue for more studies. Therefore, this study is conducted in GCC to examine the adoption of IoT among 
telecommunication companies.   

2.2 Blockchain  

BC is described to be a decentralized, distributed, and public ledger which can be deployed to record and verify transactions 
between any two parties, and it eliminates the need for third party involvement in the transactions. As a result of this defining 
feature, BC technology may find applications in many different sectors. Bitcoin and other monetary transactions are where 
BC technology has found its most widespread use so far. BC is a distributed ledger system that uses a peer-to-peer (P2P) 
architecture to make all transaction records permanently accessible to all nodes in the network. Without the requirement for 
a trusted third party, it enables anonymous users to safely deal with one another and broadcast those transactions to others 
in the network (Hasan et al., 2022). BCs' distributed consensus process is a key component. It enables a number of 
geographically scattered network members to guarantee the authenticity and accuracy of all financial dealings. There have 
been many different consensus algorithms created by academics since the advent of BC and distributed ledger technologies, 
each catering to the needs of the user (Lustenberger et al., 2021; Sun et al., 2018). The implementation of BC into the 
operations of both small and large-scale firms may increase security, privacy, and data transparency; however, few studies 
have explored the potential influence of BC on organizations (Joshi et al., 2022). This study will examine the usage of BC 
as a moderating variable.  

2.3 Theoretical Framework  

Several theories can be used to explain the relationships among the variables. One of the widely used theories in the context 
of technology adoption is the TAM which was developed by Davis (1989). AM consists of two main variables that are 
PEOU and PU which are similar to other variables in other theories such as the diffusion of innovation and UTAUT 
(Venkatesh et al., 2003). TAM allows for adding external or contextual factors. In this study, IoT adoption is investigated 
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and there are variables that need to be tested in this context. These variables were also sources of criticism of TAM and 
these include security, privacy, and trust. Therefore, these variables also with PU and PEOU are included in this study. 
Another theory that might explain the usage of technology is the social exchange theory (SET). SET is based on an exchange 
in which the benefit and cost are analyzed and a cost-benefit ratio is used for decision-making (Maley & Moeller, 2014). 
Using the BC and IoT might be costly but it provides a competitive advantage in terms of security and privacy of 
transactions. Thus, organizations might evaluate the benefits and costs and make decisions about using the technology. 
Having secure communication and transaction is highly preferable by all organizations while this might bear the cost of 
implementing these technologies. From the resource-based view (RBV), the theory suggests that an organization can deploy 
its resources and capabilities to enhance performance and create a competitive advantage (Barney, 1991). Thus, using these 
new technologies might lead telecommunication companies to achieve a competitive advantage. Accordingly, the study 
proposes a link between the adoption of IoT and BC on the competitive advantage of telecommunication companies.   

2.4 Critical analysis  

Behavioral studies that are related to the usage of BC technology are limited. We have done a critical analysis to understand 
the status of integrating the IoT with BC technology to improve security, privacy, trust, and communication as well as the 
outcome of using these technologies. Table 1 shows the author and year as well as the deployed technology. The variable 
of studies is shown. The technical study is referred to by “T”, and behavioral studies are referred to by “B”. Variables of 
this study that are included in the Table are security (SE), privacy (PV), trust (TR), Blockchain usage (BC), perceived 
usefulness (PU), communication quality (CQ) perceived ease of use (PEOU). Adoption of technology (AD), and 
competitive advantage (CA). Table 1 shows a critical analysis of the variables of the study. 

Table 1  
Critical Analysis of the Variables 

Author/year  Technology  Variable T B SE  PV TR CQ BC PU PEOU AD CA 
(Lustenberger 
et al., 2021) 

IoT-BC Organizational  
Technological  
Environmental  
BC knowledge  

 √      √      

(Joshi et al., 
2022) 

BC Security  
Privacy  

 √  √   √          

(Clohessy & 
Acton, 2019) 

BC TMS 
Size  
Readiness  

 √           

(Teisserenc & 
Sepasgozar, 
2021) 

BC Political 
Economic  
Social  
Technological  

√    √   √   √         

(Muzammal 
& 
Murugesan, 
2018) 

IoT-BC Security  
Privacy  

√    √   √          

(Ali Syed et 
al., 2019) 

BC Security  
Trust  

√    √    √         

(Sciarelli et 
al., 2021) 

BC PU 
PEOU 
Security 
Attitude  

 √   √       √   √   √    

(Taufiq et al., 
2018) 

BC PU 
PEOU 

 √        √   √     

(Sujata & 
Shalini, 2021) 

BC Organizational  
Technological  
Organizational  
Trust  

 √     √         

(Choi et al., 
2020) 

BC Organizational  
Technological  
Environmental  

 √            

(Post et al., 
2018) 

BC Strategic  
Technical  
Operational  

 √           

 

As can be seen in Table 1, a large portion of the studies are technical and none of the included studies have examined 
collectively the variables of this study. Therefore, this study aims to examine the PU, PEOU, security, privacy, trust, and 
communication quality of IoT adoption. Additionally, the BC and IoT adoption on competitive advantage as well as the 
moderating role of BC usage. 

2.5 Conceptual Model and Hypotheses Development 

This research suggests that PU and PEOU have a beneficial influence on IoT adoption based on TAM, RBV, and SET. The 
research also suggested that extraneous factors like security, privacy, trust, and communication quality have a major role in 
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determining how widely IoT is adopted. The impact of concerns about safety, privacy, trust, and communication quality on 
IoT uptake is anticipated to be moderated with the use of BC. The competitive advantage may be impacted by businesses' 
use of BC and the widespread use of IoT. 

 

 

 

 

 

 

 

 

 

Fig. 1. Conceptual Framework 

2.6 Hypotheses Development  

Based on SET, TAM, and the RBV as well as the review of existing studies, this study is proposed and discussed in the next 
sections the hypotheses. 

2.6.1 Security and adoption of IoT 

Prior literature focused on security since technology adoption is a continuing concern. However, the results are inconsistent. 
Sepasgozar et al. (2018) discovered that mobile security has no impact on PEOU. Ireda et al. (2019) hypothesized that 
security would have a beneficial impact on cloud IoT adoption. Al-Hashimy et al. (2019) discovered that security positively 
influenced IoT adoption. Das (2019) analyzed the relationship between security and IoT adoption and discovered a favorable 
correlation between the two factors. Narwane et al. (2019) discovered that cloud of things adoption was impacted by 
security. In this research, it is expected that IoT adoption would benefit from increased security. Consequently, it is 
theorized. 

H1: Security impacts have a beneficial effect on IoT adoption. 

2.6.2 Privacy and adoption of IoT  

Privacy is critical for the individual’s perception of the protection of their personal information (Johnson et al., 2020). In 
the study of Sepasgozar et al. (2018), it is found that privacy affected the observation of IoT. Similarly, findings were 
derived from the study of Karahoca et al. (2018) who found that privacy affected the intention to use IoT. Ireda et al. (2019) 
hypothesized that concerns around privacy would have a major impact on the UB of cloud-based IoT. On the other side, 
Hsu and Lin (2018) discovered that the presence of privacy has a detrimental impact on the value that is perceived. The 
evaluation of the reliability of the Internet of Things was not impacted by privacy concerns either (Garry & Harwood, 2019). 
In the context of this research, concerns around privacy are anticipated to have a substantial impact on the rate of IoT 
adoption. As a result, the following is proposed as a hypothesis: 

H2: The adoption rate of IoT is favorably influenced by privacy concerns. 

2.6.3 Trust and adoption of IoT  

According to SET, trust is an essential component for every transaction, even the introduction of a new technology (Bobko 
et al., 2014). According to previous research, trust is a crucial component in the implementation of the IoT (Shaikh et al., 
2019). The consistency of Internet of Things evaluations is significantly impacted by trust (Garry & Harwood, 2019). 
Mashal and Shuhaiber (2019) conducted research in Jordan and discovered that trust has a favorable influence on the 
inclination to purchase a smart house. Trust was another factor that played into the PU's decision to utilize IoT. (Tsourela 
& Nerantzaki, 2020). Chohan and Hu (2020) discovered that trust in government and public trust has an effect on the use 
patterns of the IoT in the public sector. The level of trust had an effect on the desire to adopt IoT. (Dhagarra et al., 2020). 
The research conducted by Chakraborty and colleagues in 2020 discovered that trust plays a key role in the adoption of IoT. 

Security 

Privacy  

Adoption of 
IoT 

Trust 

Usage of BC 

Communicatio
n  

PEOU PU 
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It is hypothesized in this research that trust plays a crucial role in the degree to which individuals embrace IoT technologies. 
Therefore, the following is postulated as a hypothesis: 

H3: Trust has a favorable impact on the spread of the Internet of Things. 

2.6.4 Communication quality and adoption of IoT  

Communication quality is a critical component of business processes. Companies need to communicate internally and 
externally. The use of IoT helps in achieving a high level of communication quality among business partners, suppliers, and 
customers (Osmonbekov & Johnston, 2018). The need for having a better quality of communication might put pressure on 
telecommunication companies to adopt the IoT for atomizing communication with all stakeholders (Kamble et al., 2019). 
In addition, the communication quality with the service providers is an enabler of the adoption of IoT (Raj & Shetty, 2021). 
Therefore, in this study, it is proposed that the communication quality will positively affect the adoption of IoT by 
telecommunication companies in GCC.  

H4: Communication quality affects positively the adoption of IoT. 

2.6.5 PEOU and adoption of IoT  

The importance of PEOU to TAM cannot be overstated. The TAM model claimed that PEOU is an essential component for 
the successful implementation of any new technology (Davis, 1989). According to the findings of Sciarelli et al. (2021), 
who investigated the adoption of BC, PEOU is a significant factor in determining whether or not BC will be adopted. In a 
similar vein, Dong et al. (2017) discovered that PEOU influences both the PU and the intention to utilize IoT. According to 
the findings of Wang et al. (2018), PEOU had an effect on attitude, which in turn had an effect on the intention to adopt 
IoT. As a result, the results of this research indicate that PEOU should have a favorable impact on the implementation of 
IoT. 

H5: PEOU positively affects the adoption of IoT. 

2.6.6 PU and adoption of IoT  

PU is also one of the important variables in TAM and it is proposed to affect the intention and usage of new technology. 
Dhagarra et al. (2020) in Indian healthcare settings found that PU affected the adoption of IoT. Singh and Msibi (2021) also 
found that PU affected the adoption of IoT in higher education in South Africa. The findings of the study of Alanazi and 
Soh (2019) in Saudi Arabia indicated that PU is one of the most important predictors of the adoption of IoT. Abd Majid and 
Mohd Shamsudin (2019) in Malaysia found that PU affected positively the adoption of IoT. In this study, PU is proposed 
as a positive predictor of the adoption of IoT.  

H6: PU affects positively the adoption of IoT.  

2.6.7 Impact of BC and IoT on Competitive advantage  

The RBV suggested that companies can use its resources and capability to enhance their competitive advantage (Barney, 
1991). In this study, the use of technology such as the IoT consumes the resources of companies such as financial and 
human capital resources. Several studies referred to the notion that using technology will lead to a competitive advantage. 
Researchers proposed that the desire for having a competitive advantage will lead companies to use the IoT (Cranmer et al., 
2022; Das, 2019). Digital business strategy positively affected the innovation and the financial performance of companies 
in Pakistan (Khalil et al., 2021). Further, the usage of BC enhanced consumer trust (Garaus & Treiblmaier, 2021). The usage 
of BC also affected positively the supply chain process (Karamchandani et al., 2021). Furthermore, the usage of IoT and 
BC affected positively green supply chain practices (Rane et al., 2020). In this study, we argue that having the technology 
and being the first mover in the market will provide the companies with a competitive advantage. This argument is in line 
with the RBV. Accordingly, this study proposes that the adoption of IoT and the usage of BC will have a positive effect on 
the competitive advantage of telecommunication companies in GCC.  

H7: Adoption of IoT positively affects the competitive advantage.  

H8: Usage of BC affects the competitive advantage.  

2.6.8 Moderating Role of Blockchain  

The use of technology has the ability to affect not just the success of businesses but also the performance of persons working 
in such businesses. The use of BC technology is now very necessary in order to lessen the risks associated with breaches of 
security and privacy, as well as a general lack of confidence in the online world (Joshi et al., 2022; Sciarelli et al., 2021). 
Previous research on the mediating function of BC between digital business strategy and innovation and financial success 
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came to the conclusion that such a role does exist for BC (Khalil et al., 2021). The implementation of enterprise risk 
management has less of an impact on the competitive advantage as a result of the use of information technology (Saeidi et 
al., 2019). The use of artificial intelligence (AI) and customer relationship management in India has favorably tempered the 
influence that digital transformation has had on the entrepreneurial process in small and medium businesses (SMEs) 
(Chatterjee et al., 2021). In the context of telecommunications firms, the use of QR technology has moderated the impact 
of innovative practices and environmentally responsible supply chain management (Indiani & Fahik, 2020). The use of BC 
is anticipated to alleviate concerns regarding trust, communication quality, security, and privacy in the process of this study 
project. When adopting the BC technology for security and convenience, business partners, stakeholders, consumers, and 
suppliers will have a tendency to regard telecommunication firms as being more secure, confidential, trustworthy, and 
having a high degree of communication quality. On the other hand, to the best of our knowledge, none of the earlier studies 
looked at how the use of BC may have a moderating role in the relationship. As a result, the following suggestions are made 
based on this study: 

H9: BC moderates the effect of security on IoT adoption.  

H10: BC moderates the effect of privacy on IoT adoption.  

H11: BC moderates the effect of trust on IoT adoption.  

H12: BC moderates the effect of communication quality on IoT adoption.  

3. Research Methodology  

This research is quantitative in nature, and it examines the predictors of using IoT by telecommunication companies in 
GCC. The unit of analysis in organizations. The population of this study includes all the telecommunication companies in 
GCC. These companies account for 138 companies (57 in United Arab Emirates (UAE)), 38 companies in Saudi Arabia, 8 
in Kuwait, 12 in Qatar, 13 in Oman, and 8 in Bahrain). These companies are the population of this study. The research is 
interested in highly advanced technology such as BC and IoT. Thus, to select only respondents who have knowledge about 
the technology, the study is deploying purposive sampling. This sampling technique is preferable due to the need for certain 
information from the respondents. Thus, IT professionals working in telecommunication companies in GCC are selected as 
the target respondents (Sekaran & Bougie, 2019). Snowballing approach and network referral were deployed in this study 
to collect the data.  

A questionnaire is used as the tool to gather the data. The questionnaire is based on previous research and was taken from 
it as well. The measurement of PEOU (consisting of three items) and PU (consisting of four items) was adopted from Gao 
and Bai (2014) and Karahoca et al. (2018), respectively. Additionally, security (consisting of three items) and privacy 
(consisting of four items) were adopted from Shin and Shin (2011) and Park and Kim (2014), respectively. Trust (consisting 
of four items) was adopted from Mashal and Shuhaiber (2019), and the adoption of IoT (consist of three items) was adopted 
from Davis et al. (1989); Venkatesh and Davis (2000), and Alotaibi (2014). In addition, the seven points that make up the 
competitive advantage were taken from Saeidi et al. (2019). In conclusion, the BC use was something that the researchers 
devised on their own, and it includes a total of 4 items. In addition, the quality of one's communication is something that 
one develops independently, and it consists of four components. The validity of the questionnaire was evaluated by a panel 
of three technology adoption specialists. In order to make the instrument more valid, the comments and suggestions that 
were given were taken into account and followed. Following that, a pilot study was carried out in order to determine the 
accuracy of the measurement. The reliability of the assessment was supported by the fact that every single Cronbach's Alpha 
(CA) score was more than 0.70. 

For the field data collection, the questionnaire was made online and sent to respondents. A question was highlighted to ask 
about the knowledge of IoT and BC. Respondents with limited knowledge were asked to refrain from answering the 
questionnaire. Respondents were asked to forward the questionnaire to those who meet the inclusion criteria. The data 
collection took place in the first half of 2022. Follow-up procedures were implemented to increase the response rate. The 
total collected responses were 315 responses.  

4. Findings  

4.1 Data Examination  

The data of this study was examined based on the suggestion of Hair et al. (2017) for missing values, normality, outliers, 
and multicollinearity. A total of 315 responses were collected. Two of the responses were empty and they were deleted. In 
addition, the data is free from missing values due to the use of the “required” function. Further, the outliers were examined 
and four responses were deleted. According to the information shown in Table 2, every value of skewness and kurtosis is 
lower than the absolute value (1). The variation inflation factor (VIF) is less than 5, and the tolerance is more than 0.20. 
According to Hair et al. (2017)' recommendations, this satisfies the assumptions of normality and multicollinearity (2017).  
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Table 2  
Normality and Multicollinearity 

Variables N Mean Std. 
Deviation 

Normality Multicollinearity 
Skewness Kurtosis Tolerance VIF 

Perceived Usefulness 309 3.24 .70 -.214 -.295 .633 1.580 
Perceived Ease of Use 309 3.39 .71 -.251 -.382 .668 1.498 
Security 309 3.31 .67 -.070 -.496 .630 1.588 
Privacy 309 3.20 .69 -.370 -.527 .520 1.925 
Communication Quality 309 3.18 .68 -.385 -.117 .612 1.635 
Trust 309 3.36 .77 -.394 -.595 .705 1.418 
BC Usage 309 3.34 .71 -.391 -.387 .812 1.232 
Adoption of IoT 309 3.28 .57 -.648 -.186   
Competitive Advantage 309 3.29 .78 -.307 -.738 .582 1.718 

    Std. error =0.139 Std. error =0.276   
 

4.2 Profile of the Respondents  

Fig. 2 shows the background information of the respondents. More than 95% of the respondents are older than 30 years 
with males accounting for 64.7%. A total of 73.1% of the respondents are holders of bachelor’s degrees while others have 
master's and Ph.D. degrees. The high education of the respondents is due to the use of purposive sampling where only those 
who meet the criteria were invited to participate in this study.  

   
Age Gender Education 

Fig. 2. Background of the Respondents 

4.3 Smart PLS-Measurement Model  

The measurement model (MM) can be assessed based on the suggestion of Hair et al. (2017) based on five criteria. Table 3 
shows the results of evaluating the MM.   

Table 3  
Results of Assessing the Measurement Model 

Variables Item Factor loading  CA CR AVE 
Adoption of IoT AIOT1 0.91 

0.88 0.93 0.81 AIOT2 0.89 
AIOT3 0.89 

BC usage BCU1 0.98 
0.97 0.98 0.91 BCU2 0.93 

BCU3 0.92 
BCU4 0.98 

Competitive advantage  CA1 0.88 

0.92 0.94 0.76 
CA2 0.90 
CA3 0.90 
CA4 0.81 
CA5 0.86 

Communication quality  CQ1 0.91 
0.89 0.93 0.82 CQ2 0.89 

CQ3 0.91 
Perceived ease of use  PEOU1 0.92 

0.89 0.93 0.82 PEOU2 0.88 
PEOU3 0.90 

Perceived usefulness  PU1 0.89 0.89 0.92 0.75 
PU2 0.86 
PU3 0.85 
PU4 0.87 

Privacy  PV1 0.72 
0.78 0.87 0.70 PV2 0.89 

PV3 0.89 
Security  SE1 0.92 0.89 0.93 0.82 

SE2 0.89 
SE3 0.91 

Trust  TRT1 0.91 
0.87 0.92 0.79 TRT2 0.88 

TRT3 0.88 
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These include factor loading (FL), reliabilities such as CA and Composite reliability (CR), and convergent as well as 
discriminant validity. The factor loading was examined, and it was found that items from communication quality (CQ4), 
items from privacy (PV4), and items from a competitive advantage (CA6, CA7) had low loading of less than 0.70. 
Therefore, these items were removed from the model. The CA and CR were above 0.70 indicating that the data has a high 
CA and CR. Further, the convergent validity is fulfilled because the average variance extracted (AVE) is larger than 0.50 
indicating that at least 50% of the variance in the indicator (variable) can be explained by the items. This also confirms the 
validity of the newly developed measurement of BC and CQ. The discriminant validity is achieved because the root square 
of AVE is larger than the cross-loading of the indicators. In other words, the diagonal value underlined in Table 4 is greater 
than the row and column. 

Table 4  
Discriminant Validity 

  AIOT BCU CQ CA PEOU PU PV SE TRT 
Adoption of IoT 0.90                 

BC Usage 0.22 0.95               
Communication Quality 0.47 0.07 0.90             
Competitive Advantage 0.44 0.42 0.24 0.87           
Perceived Ease of Use 0.40 0.06 0.56 0.13 0.90         
Perceived Usefulness 0.49 0.03 0.55 0.20 0.56 0.87       

Privacy 0.56 -0.04 0.52 0.32 0.38 0.44 0.84     
Security 0.61 0.01 0.53 0.40 0.38 0.53 0.69 0.91   

Trust 0.41 0.12 0.28 0.23 0.23 0.28 0.28 0.38 0.89 
 

4.4 Smart PLS Structural Model  

In the structural model (SM) stage, Hair et al. (2017) suggested examining the explanatory power (R-square) which is 
supposed to be greater than 0.25 to be weak and greater than 0.50 to be medium, and greater than 0.75 to be strong. In 
addition, the predictive relevance (Q-square) should be greater than zero as well as the effect size (F-square) should be 
greater than 0.02 to be considered as weak, 0.15 to be considered medium and 0.35 to be considered strong. The path 
coefficient (B) represents the hypothesis and it is accepted if the p-value (P) is less than 0.05. Fig. 3 shows the SM of this 
study, and it includes the moderating role of BC.  

 
Fig. 2. Structural Model 

Table 5  
Results of Hypotheses Testing, R-square, Q-square, and F-square 

Hypothesis  Path  B Std. T P R2 Q2 F2 Remark  
H1 SE → AIOT 0.182 0.059 3.091 0.001 0.585 0.459 0.03 Supported  
H2 PV →  AIOT 0.196 0.052 3.781 0.000 0.04 Supported  
H3 TRT→  AIOT 0.160 0.040 4.055 0.000 0.05 Supported  
H4 CQ →  AIOT 0.017 0.048 0.350 0.363 0.00 Rejected  
H5 PEOU →  AIOT 0.088 0.043 2.52 0.032 0.02 Supported  
H6 PU →  AIOT 0.115 0.055 2.17 0.028 0.02 Supported  
H7 AIOT →  CA 0.363 0.066 5.528 0.000 0.300 0.219 0.18 Supported 
H8 BCU→  CA 0.336 0.063 5.321 0.000 0.15 Supported  
H9 BC×SE →  AIOT 0.201 0.066 3.046 0.001 0.04 Supported  
H10 BC×PV →  AIOT 0.096 0.048 2.001 0.047 0.02 Supported  
H11 BC×TRT →  AIOT 0.060 0.038 1.572 0.058 0.01 Rejected  
H12 BC×CQ →  AIOT -0.008 0.046 0.180 0.428 0.01 Rejected  

 

In Table 5, it can be seen that the value of R2 for the adoption of IoT is 0.585 and for the competitive advantage is 0.300 
indicating that 58.5% of the adoption of IoT can be explained by the variables such as security, privacy, trust, 
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communication quality, PEOU, and PU while 30% of the competitive advantage can be explained by using the IoT and BC. 
Similarly, for Q2, because the value is larger than zero (0), it may be concluded that the independent variable can accurately 
predict the dependent variable. For the effect size, all the effect sizes are accepted except for the path of CQAIOT, 
BC×TRTAIOT, BC×CQAIOT.  

4.5 Hypotheses Testing  

As shown in Fig. 3 and presented in Table 6, the effect of security on AIOT is positive at B=0.182 and a p-value less than 
0.05. Thus, H1 is supported. For H2 and H3, privacy and trust affected positively the AIOT leading to accepting H2 and 
H3. For H4, it is rejected because the p-value of the communication qualityAIOT is larger than 0.05. For H5 and H6, the 
effect of PEOU and PU on AIOT is confirmed to be significant at B=0.088 and B=0.115 respectively. This leads to accepting 
H5 and H6. The effect of AIOT and BC on the competitive advantage was confirmed to be positive and significant. Thus, 
H7 and H8 are supported. For the moderating effect, the product indicator approach was used to examine the moderators. 
In this approach, the indicators of the independent variable (IV) are multiplied by the indicator of the moderator (M) to 
create a new variable called M×IV. The moderating role of BC was confirmed only in the case of security and privacy while 
no support was found for the case of trust and communication quality. This leads to accepting H9 and H10 and rejecting 
H11 and H12 as shown in Table 5.  

5. Dissuasion  
 

This research was carried out to investigate the factors that are predictive of the IoT, as well as the moderating function that 
BC plays in the relationship between the two, and their combined influence on the competitive advantages held by 
telecommunications firms in the GCC. According to the results, the influences of trust, security, and privacy on AIOT have 
a beneficial and noticeable impact on the technology. This suggests that security, privacy, and trust are essential components 
for the adoption of IoT by telecommunication firms, and it is necessary to concentrate on these factors in order to convince 
enterprises to engage in IoT. These findings are consistent with the findings of previous research, which point to the 
significance of trust, privacy, and security in relationships (Garry & Harwood, 2019; Ireda et al., 2019; Sepasgozar et al., 
2018; Shaikh et al., 2019). The results showed that communication quality is not a significant predictor of IoT adoption. 
This might be explained due to the notion that telecommunication companies have not yet digitalized communication with 
customers, suppliers, and business partners and this might affect the goodness of the communication and lead to an 
insignificant effect on IoT adoption. The findings also showed that PEOU and PU which are the main predictors of TAM 
are critical for the adoption of IoT by telecommunication companies in GCC. The perceived benefits and the degree of 
easiness in using the technology is critical for encouraging decision-makers to use the technology. Accordingly, the increase 
in the level of PU and PEOU will lead to an increase in the adoption of IoT. These findings agree with prior literature such 
as Singh and Msibi (2021), Alanazi and Soh (2019), and Wang et al. (2018) who found that PU and PEOU are important 
predictors of the adoption of IoT. These findings are also in line with the proposition of the TAM model regarding the 
variables of PEOU and PU. Using IoT and BC were proven to have substantial implications on competitive advantage. In 
the future, businesses that adopt BC and IoT early will have a distinct edge over their rivals. In keeping with the RBV, 
which predicted that businesses would gain an edge via efficient use of their resources, we see that advantage materialize 
(Barney, 1991). This is consistent with the literature's observation that increasing one's reliance on technological means 
(such as BC use and digitization) improves supply chain efficiency and organizational creativity (Khalil et al., 2021; Rane 
et al., 2020). 

In terms of the moderating role of BC usage, it was found significant in the case of privacy and security. This could be due 
to the fact that BC has the ability to secure transactions and make them more confident. Accordingly, by using the BC, 
telecommunication companies can create a more secure and confidential environment. However, the result also showed that 
BC usage did not moderate the effect of trust and communication quality on IoT adoption. A possible explanation is that 
trust in the service providers who are yet limited has not matured yet and there is a need for more effort to establish a trusting 
environment.  

6. Implication  
 

This research adds to the existing body of knowledge by analyzing the factors that influence the success of technology 
implementation in commercial enterprises like telecommunications providers. The research determined what drives these 
businesses to use IoT solutions. As a result, the research has aided the spread of Internet of Things technologies in the 
setting of underdeveloped nations, particularly in the realm of communications. This research added to the existing body of 
knowledge by additionally investigating the moderating effect of BC use. There has been no research on BC consumption 
that we are aware of, at least not in the context of the GCC or developing nations. In addition, the research made a 
contribution to the literature by investigating the competitive edge achieved via the integration of IoT and BC.. By doing 
so, the study combined the theories of technology adoption such as TAM and SET with the strategic management theory 
such as RBV. This combination explained a significant variation in the adoption of IoT and the competitive advantage of 
telecommunication companies in GCC.  
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 Based on the findings of this study, security, privacy, and trust as well as the PU and PEOU are critical for the adoption of 
IoT. Therefore, service providers of IoT to telecommunication companies are advised to enhance security, privacy, and 
trust. This can be done by using the BC technology which can mitigate the risk of using the IoT. Service providers are also 
advised to enhance their trust in telecommunication companies so that the adoption of IoT can be enhanced. Managers and 
top management at telecommunication companies should be aware that the usage of IoT and BC technology has become 
necessary for achieving a competitive advantage. The payment system and the business process can be largely enhanced by 
using these technologies. Using sensors for monitoring business operations can have a large contribution to cost reduction. 
In addition, payments that are secured by using BC can encourage customers to deploy the payment channel of 
telecommunication companies for making shopping and paying.  

7.   Conclusion  
 

This study was conducted to identify the predictors of IoT adoption and the moderating role of BC usage. The findings of 
this study were derived from analyzing the hypotheses using Smart PLS. The findings showed that security, privacy, and 
trust are critical predictors of the adoption of IoT. In addition, the findings also supported the hypotheses of PU and PEOU 
and their impact on the adoption of IoT. BC and the adoption of IoT were found to have a major contribution to the 
competitive advantage of telecommunication companies in GCC. BC usage moderated positively the effect of security and 
privacy on the adoption of IoT indicating that the increase in the level of using BC will lead to more secure and confidential 
transactions by telecommunication companies in GCC. The study has some limitations that are worth mentioning. The study 
was conducted in GCC thus, the study is limited to these countries. The study also deployed purposive sampling to select 
only those who are aware of the technologies. Further, the study is limited to telecommunication companies. As a way 
forward, this study suggests that the adoption of IoT and the usage of BC should be examined in future studies. BC is still 
relatively a new technology and more research in the context of developing countries can enrich the literature regarding the 
usage of this technology. Future studies are recommended to focus on the usage of this technology in a specific industry 
such as the banking industry in a single country. Further research is required to use random sampling to enhance the 
generalizability of the findings. Future research is also recommended to include more variables such as the IT knowledge 
of the managers and the cost of acquiring the technology. Combining theories is the norm of the literature and future studies 
are recommended to combine other theories to enhance the explanatory power of the adoption of IoT and the usage of BC.  
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Appendix  

Communication Quality  Source  
Having IoT will enhance communication with customers Self-developed  
Having IoT will increase communication quality with business partners.  
Having IoT will improve our communication quality with suppliers.  
Having IoT will improve the overall internal business process.  
 
Security  

 

The security of the Internet of Things is an important issue for our company Shin and Shin 
(2011); Park and 

Kim (2014) 
 

We are confident that the private information in Internet of Things services is secure. 
The security of data backups is a determinant of using Internet of Things services. 

Privacy   
The Privacy of the Internet of Things is important issue for our company Shin and Shin 

(2011); Park and 
Kim (2014) 

 

We believe nobody can view information or data stored in the Internet of Things services without 
our agreement. 
Service stability is a determinant of using Internet of Things services. 
We believe that certain technical procedures exist to protect personal information. 
 
Trust  

 

The service provider of the Internet of Things is trustworthy  (Mashal & 
Shuhaiber, 2019) 

 
Service provider of Internet of Things reliable  
The service provider of the Internet of Things is controllable 
The service provider of the Internet of Things is competent 
 
Perceived usefulness  

 

Using the Internet of Things (IoT) will enable us to accomplish more duties.  (Gao & Bai, 
2014; Karahoca 

et al., 2018) 
 

Using the Internet of Things will make it easier for us to control our operations.  
Using the Internet of Things will significantly increase  the quality of our business 
The Internet of Things is advantageous. 
 
Perceived ease of use 

 

Internet of Things is easy   (Gao & Bai, 
2014; Karahoca 

et al., 2018) 
 

Interaction with Internet of Things devices is clear and understandable.   
Learning to use Internet of Things is easy for our employees.   

BC usage  Self-developed  
We are using blockchain to secure our payment  
We are using blockchain to satisfy our security needs  
We are using blockchain to enhance the confidentiality in our transactions.  
We are using the blockchain to increase the trust with stakeholders.  
 
Adoption of IoT 

 

We rely on Internet of Things services to do tasks.  Davis et al. 
(1989); Venkatesh 
and Davis (2000) 
Alotaibi (2014) 

 

We have subscribed to Internet of Things services  
We are regularly using Internet of Things services  

Competitive advantage   
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The superior quality of our company's goods and services surpasses that of our competition. (Saeidi et al., 
2019). Our firm is more competent than the competitors in R&D and innovation. 

Our firm has superior management capabilities compared to its rivals. 
Our firm is more profitable than the rivals. 
Our corporate reputation is superior than that of our rivals. 
Our firm is far more adaptable than the rivals. 
Our future growth is superior to that of the rivals. 
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